COG GIS Committee - Regional GIS Base Map Development and Maintenance SOW


Draft Outline
Statement of Work for COG GIS Committee
and its contractors

Geospatial data and applications support a broad range of Emergency Support Functions (ESFs).  Combining spatial data from multiple ESFs serving multiple jurisdictions on a common map is essential to understanding and responding to large scale events.  Currently the NCR does not have the ability to display and use a common, standard, regional GIS map in an emergency response.  The Data Exchange Hub (a core component of the National Capital Region Interoperability Program for Data Exchange – NCRIP DEH) will provide the technical capability to distribute the GIS data regionally.  However, the data necessary to create the regional maps is not sufficiently complete, standardized or comprehensive.  Additionally, the GIS web services necessary to serve the data are not complete or standardized.  Without a standard, up to date (maintained) map and data, regional interoperability will be severely impacted and the DEH will not be able to deliver the critically important GIS data.
As a result the GIS Managers’ Committee and its two subcommittees (Data and Technology) are responsible for providing, maintaining and serving data and applications that will support a regional base map, (see attached copy of the committee goals for the Geospatial Interoperability Project Phase 1 in the Initiative Paper). They are initiating a series of tasks that will enable the delivery of a standard regional base map, useable in emergency response as well as day to day operations.  It is important to note that this is a starting point for regional data sharing.  As the regional systems come on line the understanding of the needs and issues will evolve and will require ongoing attention, updates and changes.
I. Concept of Operations
While the technical environment within which the GIS data will be served is evolving, it is important to establish an initial operational expectation for the GIS data and services which will be developed and delivered through these activities.  As a result, one of the initial activities will be to validate the concept of operations.

The initial concept of operations includes the following expectations and conditions:

· The GIS services and data will be capable of being delivered in a regional crisis to all requesting regional Emergency Operations Centers.
Most of the 19 COG Jurisdictions have EOCs.
  

· The GIS data will also be available in day-to-day operations, but it is assumed that this will be a less demanding criteria than in an emergency.

· The response time maximum delay from request to delivery of data to the screen is 15 seconds.

· Data will not be optimized for delivery to hand held devices.  That can be a future activity.

· The web services will be capable of supporting the security systems implemented as part of the Data Exchange Hub

· Individual jurisdictions that are supplying essential data to the DEH will maintain them at least at a frequency and accuracy agreed to by the Regional ESFs in conjunction with the CIOs.
· The web services will be implemented using open, industry-supported standards
· Provision will be made to ensure that the data from small jurisdictions is available. This can be done via a county (e.g., under a consortium arrangement, much of Gaithersburg data is also available from Montgomery County file server), or by assistance in getting systems up and running in those jurisdictions.
· This activity is a starting point – not a conclusion.  These activities will require maintenance, revisiting of the adequacy of what is implemented and resolution of problems identified.

The operational expectations will be validated early in the activities.  Validation will be done through research of existing documents (e.g., AIGA), case studies, and scenarios and, where necessary with key NCR groups such as the Emergency Management Directors of the NCR and the GIS managers. 
Deliverables:

· Final Concept of Operations

II. Determine and Complete a Regional Essential Data Set
The MEGDS is only a starting point for building a regionally consistent, locally maintained GIS data set to serve via the DEH.  Determining the Essential Geospatial Data Set (EGDS) for regional use is also critical (Note that while some data may be essential for local use/response, it may not be necessary for regional use. The regional EGDS may be smaller than the EGDS for local operations). It will involve analysis of the end user requirements documents from the sister project: the NCRIP AIGA, and follow up with COG/NCR members to verify the need and then determine the availability, accuracy, cost, and ease of acquisition of those data. Additional means used to inform the content and structure of the EGDS includes: the Homeland Security Information Protection Tiger Team Report and the NSDI Stewardship program under GIS for the Nation’s Project Bluebook.  The source of the data for the EGDS is also critical, commercial data sets exist for the region (e.g., centerlines) that could provide some of the data, but they will need to be carefully evaluated for suitability prior to implementation. 
A. Expand and Refine NCR-MEGDS to Build the NCR EGDS  

The NCR GIS managers will expand and refine the Minimum essential data set to create an essential data set that will include the MEGDS, and pertinent components of the federal HSIP and other relevant models and conduct an inventory/gap analysis of versus existing data. The list needs to be evaluated in view of the AIGA results.  Where the AIGA identifies categories of data needs, those needs will be further researched to identify specific data elements. Those elements will be added to the NCR EGDS data set. 

Deliverables:

· Expand the NCR-MEGDS list to a proposed regional Essential Data Set with documentation on the rationale for the additional elements

· Data elements and Data element Definition for each data set

B. Validate  Content of NCR – EGDS Data Set and Conduct Gap Analysis   

Once the draft Essential Data set has been defined, it is important to validate with each of COG’s members the usefulness of the data for regional response and to determine the availability and completeness of the data set in each jurisdiction.  This validation will be done with representatives of the key ESFs and supporting GIS staff in each jurisdiction.  Once the data sets are determined the contractor will work with the jurisdiction to identify and, if necessary, propose the business processes required to maintain the data.  
Deliverables:

Report with the following:
· Validation of EGDS in each jurisdiction
· Availability and completeness of each data element, by jurisdiction
· The volatility of those data sets – how often they need to be updated.

· Security classifications/restrictions on the data  and who can access and who cannot.  The security classification should include For Official Use Only (FOUO), Law Enforcement Sensitive (LES), and Unclassified (I, II, III) 
· Alternative/Additional data sets based on interaction with jurisdictions.

· Proposed Revised Essential Data set based on interactions with member jurisdictions.

· Approaches to completing and recommendations:
· Commercial sources

· Member jurisdictions

· Maintenance approaches for the data elements for each jurisdiction.  This will include any issues, contingencies that could compromise maintenance in each jurisdiction.
· Need for real time service/feed of the data
C. Standard Symbology

There should be standard symbology for display of the essential data.  This will enable correct and consistent interpretation of the data across the NCR.  The contractor will research and recommend standard public safety/homeland security symbols for the Essential Data set.  Where there are multiple symbols possible, the options will be documented.  Where there are no standard symbols, the contractor will recommend symbols based on other relevant standard sets.  The results, including the unique symbols, multiple symbols with source and recommendations, and recommendations for those that do not have public safety/homeland security sets will be documented.
Deliverables:

· Report listing EGDS data sets, symbols, and symbol options 

D. Statement of Work to obtain missing EGDS data

The report will serve as the basis to develop a Statement of Work to obtain the missing data.  It could be a mix of purchasing data, along with contractor assistance to compile the data from local sources.
Deliverables:

· Statement of Work for obtaining missing EGDS data
III. Determine Capability to Serve EGDS
The contractor will assess the current and planned GIS software of each jurisdiction and summarize that in a report.  The web services that are discussed in a later task must be able to handle data from the various GIS systems and databases that hold the data.
Deliverables:

· Report documenting the current and planned GIS software in each COG jurisdiction

IV. Complete EGDS data for the NCR

Once the results of Phase I are reported, a vendor will be selected and the work initiated to complete the EGDS for the NCR.  An essential component of this work will be completing the metadata for each of the data sets for each jurisdiction.
Deliverables

· Completed Essential Data set for each jurisdiction 

· Completed metadata for EGDS. 

V. NIEM – EGDS Data Modeling
The NIEM is to be the exchange schema of the national and regional data exchange hubs, however the regional GIS departments have not worked with NIEM and are uncertain of its ability to accommodate geospatial data.  Furthermore, the NIEM is early in development and may not encompass all of the elements and attributes of the EGDS.

The contractor will develop a schema for the NCR Essential Data set, both attributes and geometry that is compliant with the NIEM that can be used in a custom name space if necessary.
Ideally the staff on this should have experience with GJXDM and NIEM to ensure proper modeling of the data and the ability to have those elements included in future versions of the NIEM. 
Use the EGDS list to test transformation to and from NIEM.  

Deliverables:

· The data model (format?)
· Test results of the transformation.
VI. Aerial Imagery Availability Analysis

There are multiple sources of regional imagery.  They need to be evaluated in terms of their currency, accuracy, frequency of updates and resolution.  Furthermore the optimum way to serve the data must be identified.  Also, we are not aware of any existing contract that will enable quick updates to aerial imagery in a crisis.
An attempt will be made to identify all available digital orthophoto and oblique data sources and data sets for the COG/NCR area.  The data sets will be evaluated to determine their update frequency, accuracy, resolution, update period ( March-April leaf off,  summer leaf on, fall leaf off), quality, availability, data distribution restrictions, format, and mode of availability (e.g., web service, actual data imagery). 
Deliverables:

Report listing:

· Detailed results of the research, including: update frequency, accuracy, resolution, update period ( March-April leaf off,  summer leaf on, fall leaf off), quality, availability, data distribution restrictions, data set size, format, and mode of availability (e.g., web service, actual data imagery).

· Cost estimates for acquiring access to current and future imagery.

· Method for acquiring access to current and future imagery (e.g., ride existing federal, state, local contract, establish new contract instrument).

· Recommendations on optimum source(s) to obtain imagery of the region. 

Based on the report, the COG GIS committee will work with COG to establish formal access to the recommended data sets.  

VII. Aerial Imagery Acquisition Contract(s)
Based on the results of the Aerial Imagery Availability Analysis, the COG GIS Committee will work with COG to take the steps necessary to quickly obtain aerial imagery in the event of a crisis.   Ideally, aerial imagery should be able to be acquired within days of local disaster.  Contractor assistance will be involved in identifying obstacles to obtaining imagery quickly and in the limitations of riding existing contract instruments.  For instance some of the existing contracts may not cover all of the NCR and the TSA can take weeks to provide approval to conduct photographic flights in the NCR.  Steps necessary to speed up the acquisition will be identified and pursued.  Where it is possible to use an existing contract, it will be important to verify that work under that contract can be executed quickly, including authorization from the organizations contracting authorities, as well as TSA for flying permission.
Deliverables

· Report listing the identified acquisition vehicles, means to acquire imagery through  them, and steps that must be taken to streamline the fast acquisition of aerial imagery.

· Proposed MOA, Contract or contract amendments to rapidly acquire aerial imagery

VIII. US National Grid Implementation Strategy
Latitude and longitude are fine for computers and aerial operations but humans on the ground need to work in Cartesian coordinates.  The USNG is a Federal standard based on the proven Military Grid Reference System.    However, the USNG grid is not used in the local first responder vehicles, but rather proprietary grids developed by different mapping companies.  Using a standard grid across the region (and country) will enable responders to unambiguously determine and reference location data in a GPS compatible way.

In order to make the USNG more readily available and useable, several activities will be initiated.  A web service that converts various coordinates to USNG will be developed and made available.   A training strategy will be developed that will identify the optimum approach to develop the necessary skills in local emergency response personnel.  Based on that training, a strategy for having local first responders to actually implement and integrate the USNG into daily operations will be developed. The strategy will look at the current use of these proprietary grids within existing CAD and other systems involved in emergency response and identify obstacles to replacing them with an open standard - the USNG.  Furthermore this project will negotiate with the local map book producers to find one willing to support the USNG in their map books (in a clear and useable format - not just a maze of grids).  Funding permitting, an initial purchase of map books will be made and distributed to regional first responders.  The total size and quantity will be determined as well.  Other map products that could benefit from adding the national grid will be researched and identified.

Deliverables: 

· Regional USNG Conversion Web Service
· Training Strategy
· Training material for emergency response personnel
· Implementation Strategy
· Analysis of obstacles to implementation and use of USNG 
· Help producing local atlases with USNG
· Report on candidate map products to contain USNG

IX. Regional Situation Map Consensus
Regional emergency managers must be able to see the same map in real time and that this capability must be tied to the WebEOC implementation.  Currently there are several potentially overlapping efforts in this area.  

· State Maryland has integrated MEGIN and EMMA with WebEOC and is coordinating with local jurisdictions

· The District uses ArcGIS in its EOC and has not yet implemented the mapping component tied to WebEOC, but can consume multiple web services.
· State of Virginia office of emergency management has developed VR3

· Northern Virginia localities are leaning to using COTS products associated with WebEOC.

The regional GIS Managers and Emergency Managers will hold a professionally facilitated workshop and evaluation in order to try to reach a consensus on the optimum software fusion tool to view the maps.  The workshop would include demonstrations and discussions.
Deliverables: 

· A written evaluation and comparison of capabilities of candidate spatial data fusion (viewing) systems (EMMA, VR3, EMERGEO).  The report will discuss the ability of the candidate systems to consume DEH-CAPSTAT services.

· The workshop to review and demonstrate the systems 
· Consensus on optimum system (if possible)
X. Common Web Services to Serve a Composite Regional Situation Map
Once the NCR Base Map is defined, distribution to the region becomes critical. This project will determine how to best make the GIS data available to the region’s applications for consumption. It will include delivery to Web Services as well as end user applications such as WebEOC and the DEH.  These web services need to be determined and then prioritized for implementation.  In the first year the initial services will be created.  Additions will be in subsequent years.  The contractor will assist jurisdictions in developing and implementing web services.  Much of the work should not be development since ideally the initial services should be capable of being ported to each participant and customized for their data sets.  The Web services must be capable of handling data in all of the GIS systems and data formats of the member jurisdictions.  The systems and formats are compiled in an earlier task. 
The contractor will evaluate the functionality needed to supply WebEOC, as well as evaluate the functionality available in other Emergency Response systems such as EMMA and Virginia Readiness Response and Recovery System (VR3), to propose a candidate list of GIS functions that must be supplied via Web Services to supply the WebEOC and the DEH.  The contractor will also evaluate the GIS functionality available in these systems and propose a base set of GIS functionality that must reside in the data fusion viewer (e.g., EMMA, GISe, EMERGEO). 

Deliverables

· Report the evaluation of the Emergency Response GIS systems functionality, including the ability to consume DEH-CAPSTAT web services to deliver GIS data.

· Recommended list of functionality to build into web services

· Recommend list of functionality to have available in the GIS data fusion software

· Assistance in programming/developing and customizing these common web services. 

XI. Security Analysis and Approach
The study conducted in Task I identified security/access requirements and restrictions to the EGDS data.  Furthermore, additional data sets, beyond the EGDS will inevitably be used in some incidents and tests.  As a result, the resulting implementation of the Common NCR GIS map must have the ability to restrict access to selected data sets.  These security requirements will be determined and documented.  The security capabilities of the data fusion viewers (EMMA, VR3, EMERGEO, and GISe) will be evaluated along with MEGIN to determine the security capabilities and whether they can meet the security requirements of the data holders.

Deliverables

· Evaluation of security capabilities of EMMA, VR3, EMERGEO, GISe and MEGIN

· Recommendation on the best approach to provide security.

XII. Metadata Clearinghouse
The GIS managers will upload the metadata compiled in Task II, and publish it via the Web.  Appropriate metadata will also be registered with the Geospatial One Stop.

XIII. Load Testing
Once the concept of operations is determined and the web services are developed and implemented, load testing will be conducted to determine if the DEH can effectively manage large GIS data sets consistent with the Concept of Operations.   The contractor will conduct systematic load testing and determine response time.

Deliverables


Load testing results – tabular with analysis.

XIV.  Manage Towson’s Center for Geographic Information Sciences Project Regional NCR-EGIN Deployment
Towson’s Center for Geographic Information Sciences has proposed implementing their Emergency Geographic Information Network system in the National Capital Region.  Maryland is currently using their version (called MEGIN).  

The EGIN Portal uses Service Oriented Architecture to search, discover, request, and consume GIS data via Web Services.  It will also provide security to ensure that access to restricted data sets is enforced.  
The COG GIS Manager’s Committee will coordinate the governance of this project and work with the members to ensure sufficient coordination of efforts for the project’s success.

Appendix I.  Glossary

Glossary


ESF – Emergency Support Function – defined in National Response Plan:  grouping of government and certain private-sector capabilities into an organizational structure to provide the support, resources, program implementation, and services that are most likely to be needed to save lives, protect property and the environment, restore essential services

and critical infrastructure, and help victims and communities return to normal, when feasible,  following domestic incidents. The ESFs serve as the primary operational-level mechanism to  provide assistance to State, local, and tribal governments or to Federal departments and agencies  conducting missions of primary Federal responsibility.  http://www.dhs.gov/dhspublic/interapp/editorial/editorial_0566.xml

EGDS – Essential Geospatial Data Set – the data elements determined to be necessary for GIS to handle in an regional emergency response 


MEGDS – Minimum Essential Geospatial Data set – core starting set of element.


DEH – Data Exchange Hub.  An NCR project to provide interoperability of data


NCRIP – National Capital Region Interoperability Program

AIGA -  Application Inventory Gap Analysis


NIEM -  National Information Exchange Model:  http://niem.gov/

GJXDM – Global Justice XML Data Model – incorporated into NIEM


TSA -  Transportation Security Administration

USNG -  US National Grid:  http://www.fgdc.gov/usng/index.html

MEGIN – Maryland Emergency Geographic Information Network


EMMA - Emergency Management Mapping Application


VR3 – Virginia Readiness, Response and Recovery System – Virginia’ state wide emergency management system


CapStat -  DC project that is also implementing a test implementation of Data Exchange Hubs in the region to serve data regionally

Appendix 2  COG and NCR Membership

COG – about 3,000 sq. miles (from COG page)
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COG MEMBERS 
District of Columbia: 
District of Columbia
Maryland: 

Town of Bladensburg 

City of Bowie 

City of Gaithersburg 

Prince George's County 

City of College Park 

City of Greenbelt 

City of Rockville 

Montgomery County 

City of Takoma Park 

Frederick County 
Virginia: 

City of Alexandria 

Fairfax County 

Loudoun County 

Arlington County 

City of Falls Church 

Prince William County 

City of Fairfax 

City of Manassas 

City of Manassas Park 

National Capital Region – about 6,000 sq miles. (from DHS page)
The Act defined the NCR as the District of Columbia; Montgomery and Prince George’s Counties of Maryland; Arlington, Fairfax, Loudon, and Prince William Counties of Virginia; and all cities now or here after existing in Maryland or Virginia within the geographic area bounded by the outer boundaries of the combined area of said counties. Today, the NCR includes the District of Columbia and eleven local jurisdictions in the State of Maryland and the Commonwealth of Virginia.
[image: image2.png]



5/12/2006
12 of 12

