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October 26, 2011
TO:  COG Board of Directors
FROM:  George Danilovics, Director of IT & Facilities Management

RE:  Security Improvements at 777 North Capitol Street

Dear COG Board of Directors:

COG is one-third owner and also a tenant in the building at 777 North Capitol Street in Washington, DC.  As an owner, COG has to take reasonable measures to ensure that the building and its occupants are secure from danger.  As a tenant, COG has a responsibility to take steps to ensure that COG staff and guests are provided reasonable protection and are trained in how to respond to different types of emergencies.  

The physical building layout and tenant composition introduce different challenges to security.  The building was built in 1989 with the goal of ease of access from any entry point.  Security was relegated to a single guard post in the lobby.  Visitors and tenants can enter via the garage and never pass by a security guard.  COG is a membership association with many daily guests that range from high profile elected officials to the general public.  ICMA-RC, another owner-tenant, is a financial investment firm with very few daily guests.  Other non-profits and organizations fill out the building tenant roster.  Each of the three owner-tenants has their own desires for how security for the building would be achieved to best suit their individual needs.  

In 2010 a team from the District of Columbia Homeland Security Emergency Management Agency (DC-HSEMA) performed a risk assessment of our building.  The report noted difficiencies in some camera placements, lobby guard responsibilities, tenant identification, visitor registration, and garage access.  This assessment served as the catalyst that enabled the building management team to begin discussion on how to improve security for the building.  

I represent COG’s interested on the CPAS Operations Committee that is responsible for the operations and management of the building.  In response to the DC-HSEMA audit, the Operations Committee allocated $140,000 in the building’s budget to procure systems and equipment that would be needed to increase the level of security for the building.  The Operations Committee spent many months reviewing the security needs of the tenants as well as visiting many buildings in the area to assess how they are 
secured.  We visited nearby office buildings, larger meeting places (Hall of States), and received a tour 
and briefing at WMATA.  After the site visits and a security review by our building security provider, we identified five deficiencies in building security.  The list along with steps that will be taken to remedy is below:

1. Direct access from garage to tenant suites without any security check 
Elevators from the garage will now stop at the lobby level.  Building tenants and COG VIP will show badge to guard and proceed to elevator bank to tenant suites.  Visitors will exit elevator and proceed to visitor registration in main lobby.
2. No standard for tenant identification
All tenants will be issued a building photo ID card that will serve as visual identification that must be worn at all times.
3. No visitor registration
Visitors will be required to register with visitor management system in main lobby.  Visitors will have a badge printed that will allow them past the elevator lobby guard.  It will take 15-20 seconds per person to register at the self-service kiosk.  Pre-registration of visitors and pre-printing of visitor badges is possible for large events. 
4. Manual “Do Not Admit” list
Disgruntled former employees and other persons of interest will be entered into the visitor registration system.  When someone on the list attempts to register an alert will be presented to the lobby guard.
5. No standardized security awareness training for tenants
Building security company will provide security training to all tenants covering multiple aspects of building and personal security.
Any change is difficult.  A change from a purely open access to our building to one that requires registration, no matter how minimal, will take time for tenants and guests to adapt.  The changes noted above will be phased.  Tenant identification and lobby renovations will begin in November.   The visitor registration installation and training will take place in December and January.  COG staff will also provide notices to our committees in January that will outline the new security changes.  We expect to have all components ready to go “live” in February.  I also want to note that elected officials and other frequent visitors to COG will be presented with an annual COG VIP pass.  This pass will serve two functions.  First is will alert the garage valet that preferential parking treatment should be provided to the passholder; and second, the VIP Pass will serve as ID that will allow the passholder to go directly from the garage elevator to the tenant suite elevators – bypassing the need to register in the main lobby.  
In closing, I want to reiterate that I strongly believe that these changes are necessary given the world we live in today.  The changes will not protect us from every type of threat but our building will no longer be an easy target that has no level of security.  Myself and the building management team will work closely with building security and the building’s tenants to ensure a smooth, gradual implementation.  We will make adjustments as necessary until we have all pieces working as expected.  I thank you for your patience and understanding as we all learn the new processes this winter and welcome any feedback or suggestions you may have.

Sincerely,

George Danilovics
Director, IT & Facility Management
gdanilovics@mwcog.org


