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PART | — Introduction to Metadata and Data Sharing Ideas

The document that describes a publisher of data and information that describes data is called metadata.
Sometimes to get the actual data one has to call or download it if a link is provided in the metadata
document. Nevertheless, it is a lot quicker to review the metadata first and then decide which data to
acquire. Often the metadata document and the data itself are on separate systems, similar to a library
where the card catalog (metadata) is separate from the books (data). When we talk about sharing data
what we need to first create a system where users can create metadata and then search that metadata.

Let’s first assume that the original data itself will reside with the data owner, since that makes it easier to
be updated. However, the metadata document can be in many different locations across an enterprise.
There are several different strategies.

First there is the decentralized approach to publishing metadata. Here each publisher keeps the metadata
in the same location as the data. In order to search, one might have to search each individual server
every time. The disadvantage is that the server might not be down at that minute and the searcher will not
know that that data exists. The decentralized approach might have an central application that lists all the
servers online at that moment and performs a basic keyword search. However, since the actual metadata
is on the publishers’ servers they then have to drill down to a second level to see the metadata.

Second is a more centralized approach where metadata is harvested or pulled by a central server from
the publishers’ servers. The metadata is stored on the central server and thus the publisher server can
be offline and the metadata can still be searched. Furthermore, since there is a central location, metadata
can be forced to pass quality checks before it is harvested. Also, with all the metadata in one location we
can write tools on the server that make it easier to work with the metadata and that through an economy
of scale will benefit all users, searchers, and publishers. | think we can suggest that from here on only a
centralized approach will be considered.

The ESRI metadata server takes the second centralized approach and allows metadata to be published
to it (pushed) from an ArcSDE database or harvested automatically (pulled) from other ESRI or non-ESRI
metadata servers. The methods for pulling metadata include the legacy protocol, Z.39, as well as the
never CS-W. If you use a central ESRI Metadataserver as your enterprise metadata storage, then it can
pull data from other metadata servers in the background.

The Geospatial One Stop Metadata Server is like the ESRI metadata server, except that it adds even
more tools and community benefits. The Federal Government also went with the centralized metadata
approach with GOS, but made it free. The trade off is that your metadata is publicly searchable, so it is
not totally free! However, since the stadium has been built so to speak, all you need to do is sit in your
seat to enjoy the game. There are community channels that you can configure for your data sharing
community, tools such as Google that can be used to search quickly through metadata, and buy and sell
forums for data exchange, and interactive maps that show links to the actual data that you can acquire.
Also, not only the harvesting protocols or z.39 and CS_W are supported but GOS can also harvest data
from a simple virtual folder on a web server! A community could be up and running with the GOS
metadata server very quickly and use that as its central repository for searches.

Larger communities or communities that do not want to make their metadata publicly searchable might
chose to invest in their own version of something like GOS that has similar bells and whistles but requires
significant technical expertise to set up. A large corporation might have thousands of expected users of its
metadata system and might have some data that might not wish to advertise to the general public. Thus it
might make sense to use the ESRI portal toolkit to set up a metadata portal system.
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Thus, let’s look at a case study of someone designing a metadata system for that would let the counties
in a particular state see each others metadata (and links to the data). The county needs to asses the
following:
- how many users will use the metadata (just the GIS users or 1000s)?
- if they are using existing metadata servers what harvesting protocols are supported ?
- is it OK to make the metadata publicly searchable? (Perhaps through a portal site like the
Geospatial One-Stop, GOS)
- how much technical experience do they have to build a more customized solution (like the portal
toolkit)?
- What timeframe is there to get it up and running?

Case 1)

Lets say that some counties had some existing metadata servers that used the Z.39 protocol, some
other counties just had web servers where one could place the metadata documents in a folder, and
some counties had no web servers. Assume the counties were wary of putting any information out to be
publicly searchable, but they were also wary of tackling a difficult technical solution.

Here they would use a single ESRI metadata server that could harvest the metadata from any of the CS-
W or Z.39 enabled metadatada servers. Any other metadata would have to be manually published by
each county to the server. Users could use the out of the box ESRI metadata explorer thin web client to
browse and search the metadata.

Case 2)

Let's say that although only 30 people will need to use the metadata and its OK for it to be publicly
viewable. There is no technical expertise available to build a custom solution and the application needs
to working in a week.

Use GOS and configure GOS to harvest the metadata from the Z.39 servers, the folders in the web
serves, as well as the many other ways that GOS can harvest metadata. Create a hew channel just for
that states’ counties on GOS where they can have their own forums and post requests and responses to
data searches.
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PART Il - Setting up Metadata server and the Metadata Explorer Application

This section shows how to create the databases needed to store your metadata, and how to configure a
browser based thin client that can browse the metadata using a map or placenames (gazetteer).

ArcCataloqg Comnect to a Metadata Metadata Explorer

adald

Sen—‘.\re you havea gccess fo. EEa—

e fac'a ia v—m"c rarisa

can also qeﬁ"\? H
browse mefadala from

ArcCatalog.

NMeladaia Service froma
Web browsear.

Metadala documents are stored in ArcSDE
and indexed to aptimize search and refrieval

Section 1 — Required Software Installs

1. Install Java SDK - When you install the Java files before installing ArcIMS you needed to install
the Java SDK version if you want Metadata server to work. More generally, you need the java sdk
not the JRE so you can create jsp apps, such as the metadataexplorer app. You should have a
java install folder like C:\j2sdk1.4.2 for example.

2. When you install ArcIMS 9.1, during the setup options make sure to check off the following:

Metadataserver Server

Gazetteer data (optional)

Metadataexplorer app

Samples — includes an advanced metadataexplorer app..

s E

3. SQL Server —do an upgrade/remove/ or add components to SQL server, or do an
advanced/custom install on a fresh install of SQL Server. Choose to install “Full Text Search” and
check off that box.

Section 2 — Create an ArcIMS metadata service called Gazetteer (optional)
Do this section only if you want the ESRI Gazetteer data service loaded. You will load gazetteer data into

SDE/SQL 2000. The process is also outlined in 90 -92 of the Creating and Using Metadata Services.pdf
document.
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1. Copy Gazetteer SDE export files to the local computer — This was done already in Section step 2
when you checked off the Gazetteer data box.

2. Create an empty ‘gazetteer’ database and a ‘gazetteer’ login user in SQL Server. - See the
Appendix #1 Quick Database Setup for ArcSDE data Loading for simple instructions on how to do
this.

3. Import the Gazetteer export files into ArcSDE - In the C:\Program
Files\ArcGIS\ArcIMS\Metadata\Data\Gazetteer\Data_Install_Instructions.htm follow the
instructions for importing into the new gazetteer database. All you really need to do is just run the
gazetteerimport.bat file for SDE and SQL 2000.

Gazetteerlmport <machine> <instance> <database> <user> <pass>
(e.g., Gazetteerlmport 5151 [machinename] gazetteer gazetteer gazetteer)

Note that the import works correctly even though an error message is initially shown. Your
gazetteer data is now in ArcSDE in a database called gazetteer.

4. Create the Full text catalog for full text searching for the gazetteer database.
a. In enterprise manager expand the gazetteer database and then right click on it, choose
new, and click full text catalog.
b. Call the Catalog “SDE_DEFAULT_CAT"” and click OK. (This pic is for the metadata
database but it's the same idea.)
—lojx|
Fle Action View Tools Window Help
- [ EETEB[ 2% N ED

"fiii Console Root\Microsoft SQL Servers\SQL Server Group\IRONFORGE (Windows NT

23 Console Root Ful-Text Catalogs 1 Item

=% Microsoft SQL Servers Name / [ Location [ statu:

=4 SQL Server Group || SDE_DEFAULT_CAT C:\Program Fies\Micro... Idle
=&y IRONFORGE (Windows NT)
=3 Databases
=il local

maryland
master
4 metadata

=5 Diagrams
--{Z] Tables
--#4 Stored Procedures

40 Users
€7 Roles
D Rules
[ Defaults

£, User Defined Data Types
-4, User Defined Functions
- J&l Ful-Text Catalogs
model

| »

GE-&
-

5. Index the Gazetteer data — The gazetteer needs to be index so it can be searched.
a. Atacommand prompt change to the C:\Program
Files\ArcGIS\ArcIMS\Metadata\Commands folder.
b. Type aimsmetaindx to see the usage:
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=+ Command Prompt

C:\>cd C:\Program Files\ArcGIS\ArcIMS\Metadata\Commands

C:\Program Files\ArcGIS\ArcIMS\Metadata\Commands>aimsmetaindx
Usage: aimsmetaindx.exe <sde_server_machine> <sde_instance> {(database> <username

> <passuword> {table_name_prefix} {logfile} {indexNew | indexAll} {localcodepage}

C:\Program Files\ArcGIS\ArcIMS\Metadata\Commands>

c. For example most likely you will type something like this if your machine name is
‘mycomputer’, your database and user are gazetteer, and you set it up with SQL server.

aimsmetaindx mycomputer 5151 gazetteer gazetteer gazetteer gazetteer gazetteer

d. The indexing can take several hours. You can tell when it is done because there is a
background service called mssearch that runs when the indexing is being done and stops
when it is over. (Also, if you open the metadataexplorer and can search on some things
that begin with A and then Z you should see that it finished too.)

6. Create a Gazetteer mapservice in ArcIMS administrator.
a. In c:\arcims\axl\metadata edit the gazetteer.axl file to point to the gazetteer database in
ArcSDE. Just edit the SDE connection strings. (The name field can be anything.)
b. Go to ArcIMS and create a new metadata mapservice called ‘Gazetteer’.

Section 3 — Create an ArcIMS metadata service called ‘metadata’

1. Setup a database and user like in step 2 but this time call the database metadata with user
metadata.

2. Create the Full text catalog for full text searching for the metadata database.

c. In enterprise manager expand the metadata database and then right click on it, choose
new, and click full text catalog.
d. Callthe Catalog “SDE_DEFAULT_CAT"” and click OK.
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IF);I SQL Server Enterprise Manager — |EI il

Fle Action View Tools Window Help
= | E@E TEBE @k NO®RE
'F{h Console Root\Microsoft SQL Servers\SQL Server Group\IRONFORGE (Windows NT)\Da

23 Console Root Ful-Text Catalogs 1 Item

= % Microsoft SQL Servers Name ¢ [ Location [ statu:
E‘-ﬁ SQL server Group |8l SDE_DEFAULT_CAT C:\Program Fies\Micro... Idle
=&y IRONFORGE (Windows NT)
=3 Databases

local

maryland

master

metadata

=5 Diagrams

--{Z] Tables

" Views

--#4 Stored Procedures
40 Users

€7 Roles
D Rules

[ Defaults

£, User Defined Data Types
-8 User Defined Functions
{8l Ful-Text Catalogs

| »

7. Create a Metadata mapservice in ArcIMS administrator.
a. In c:\arcims\axl\metadata edit the metadataserver.axl file to point to the metadata
database in ArcSDE. Just edit the SDE connection strings. (The name field can be
anything.)

<WORKSPACES>
<SDEWORKSPACE name="mymetadata" server="ironforge" instance="port:5151"
database="metadata" user="metadata" password="metadata" />
</WORKSPACES>
b. Note that a line further down in the file looks like this:
<METADATA_CONTENT validate="true" index_words="automatic" />

This means that new content added to the metadata server will be validated so it
conforms to a metadata standard, and that it will be automatically indexed so you don't
need to runs aimsmetaindx.

c. Goto ArcIMS and create a new metadata mapservice called ‘Metadata’ (case sensitive).
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- ArcIMS Administrator — O] x|

File VWiew Administrator Tools Service Help

ijm%%uj@@auwxn lll'll

Status
canada Running

dnrfeatures FeatureServerl Running
faaroutes FeatureServerl Running
katrina ImageServer] Running LI

hitp:fiironforge has been saved.

Section 4 — Create an ArcIMS Image Service called SearchMap

1. Go to ArcIMS administrator and make a new ArcIMS image service called ‘SearchMap’ (case
sensitive) that points to c:\arcims\axl\metadata\searchmap.axl. This is the image service used in
the map for the metadataexplorer app.

g - ArcIMS Administrator - |EI |i|
File Wiew Administrator Tools Service Help

|2 H 28| a®@# | # X > EE

=HES iranfarge ‘I Serice Name | Yirual Server | Status |
Folders Metadata MetadataServert Running

Seners Searchiap ImaneSerert Funning

canada ImageServeH Running LI

lem e ko [ T Y

hitp:fiironfarge has been saved.

Section 5 — Configure ArcIMS to Restrict access to Services with an ACL File

Once you have a metadata server, if you want to allow publishing you need to set publishing
permissions and access permission to all of the services, metadata and other that are running in
ArcIMS through the use of an Access Control List.

1. Create an access control list (ACL) file - Make a new file called aimsacl.xml and place it in
C:\arcims\acl. See Appendix #2 for an example of an acl file that you could use as a starting
place. Note that in the services section you need to list all the services, including image services
that you want to have people access. You can also put a '?' there to signify al services. Note:
Service names in acl files are case sensitive and must match names in ArcIMS services.

2. Force ArcIMS to use your acl file. — In Servletexec - C:\Program Files\New Atlanta\ServletExec
ISAPI\Servlets or Tomcat - C:\tomcat4129\webapps\serviet\ WEB-INF\classes edit the following
lines in the ‘esrimap_prop’ file (and remove the # in front):

i. Authenticate=True
ii. AuthMethods=Digest
iii. Aclfilename =C:/arcims/acl/aimsacl.xml (use forward slashes)

3. Also see Appendix #3 for a more detailed description about the acl list. Note that the last step in
that Appendix (setting IS permissions) should already have been done when you set up ArcIMS.

4. Restart Tomcat to force ArcIMS to use the new acl file.
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Section 6 — Configure the ESRI Metadata Explorer Application

1. The metadataexplorer jsp app is installed already because you checked off that option in the
ArcIMS 9.1 install. To view it enter http://host/metadataexplorer. You get might get some errors if
you had not configured the searchmap yet. You won't see the gazetteer search box unless you
set that to true in step 2 below.

il
fle Edt \iew Fgvortes Took Help ar
Qeoack ~ ) - (x] [2] (| D search ¢ Favortes €| v s el - ) D) @
Address [8] hitpfronforge) Jataexpi plorer jsp | Beo |Links *

Googler -| |GlSearch = @ | 3 5190 blocked | *F Check = S Autolink = ©1Auie »

fi’ metadata explorer

SEARCH BROWSE

{1 Draw search area[]:
How to search the Metadata Explorer

1 Specify the location you want to
search.

Draw @ box on the map with the O ool to
define the area you want to search,

2 hOGSe contant type: 2 Choose any additional search criteria.

These choices are all optional.

Chooge content theme:

[<211 content Themes> =]

optional Keyward (s.g. river): 4 Press "Start Search”

3 START SEARCH

™ Search NSDI Cleannghouse

&) T T S ocal intranet v

2. To get the gazetteer search box to appear on the metadataexplorer go to
C:\Tomcat4129\webapps\metadataexploren\WEB-INF\classes\aimsmeta.properties and edit:
a. search_gazetteer=true — At this point you should be able to use the gazetteer search
box on the metadataexplorer web page. If you don’t want a gazetteer put this to false,
which is the default.
b. meta_service_name=Metadata (case sensitive)
c. search_service_name=SearchMap (case sensitive) — At this point you should see the
map in the metadataexplorer.
3. Restart Tomcat to force ArcIMS to use the modified aimsmeta.properties file.
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Part Il - Publishing Metadata

A. Basic Metadata

1. Choose a metadata editor

a. Click the Tools menu and click Options.

b. Click the Metadata tab.

c. Click the Metadata Editor dropdown arrow and click the ISO editor since this one will be
the one that is more standard. Choose the ISO default stylesheet and the ISO metadata
wizard.

2. Set metadata synchronization options. Metada can be edited in an ISO or FGDC editor. When
you publish data it synchronizes the edits made from the various editors, which might have the
effect of keeping data entered in one editor where you did not intend to. Thus, we will turn off
synchronization for all editors except the FGDC one.

a. Go totools, custom and add the following command to the metadata toolbar — ‘metadata
synchronizers’ from the metadata menu. When you click the tool you get this dialog so
you could set it to only include values entered from the 1SO editor.

Set Working Synchronizers x|

‘When synchronization occurs, all enabled synchranizers are used to
read an object's properties and write therm to its metadata. Choose
which synchronizers you want to use:

[ Geography Metwark Synchronizer
150 Metaclata

OK | Cancel |

3. Create some metadata for the data of your choice.

a. In ArcCatalog select the data and choose the metadata tab.

b. Click the edit metadata button on the metadata toolbar.

4. We will use the I1SO editor to edit the metadata and add the required fields:

a. TITLE - To add a title, click the title page and type in a title.

b. PUBLISHER - For the publisher do the following:

i. Click the Point of contact overview page in the table of contents, click yes in
response to the second question to add a new point of contact, and then click
next.

ii. To add the publisher, click the last Point of contact page in the table of contents;
it will be empty. Load a contact into the page from the contacts database, or type
the publisher's name into the organization name text box.

iii. To define the contact as the publisher, click the Function in relation to the dataset
dropdown list and click publisher.

c. SPATIAL CONTEXT - To add the spatial extent do the following: If the Geographic
bounding box page appears in the table of contents, click that page and type in an
appropriate spatial extent in decimal degrees. If the page doesn’t appear, the spatial
context is OK already.

d. THEME - To define the item’s theme, click the Themes or categories page in the table of
contents and check all the categories that apply for this item. If the item falls into more
than one theme category, click the plus sign again and type in another code.
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e. CONTENT - Define the item’s content type by clicking the On-line delivery options 1 page
in the table of contents and click the appropriate content type from the resource
description dropdown list. Note — even if the data can’t be downloaded you still need to
set the on-line delivery option.

f.  Click Save.

THUMBNAIL - To create a thumbnail click preview and then the thumbnail button:

,:I ArcCatalog - ArcView - C\Data’ Source Datahairport.mdb' runways =]

J File Edit Wiew Go Tools Help

[e/am[mex["&Ena@ew v o JJ52% 3
JLDEaImn [ Data\S aunoe Dataarport mibwumways - ” ®a o O| o ‘ o |

&) Catalog 2| Contents  Preview IMstadalal

TR

=3 Source Data

I
= a airport. mdb
B sirport_area E
i arterials
cnelés
~{E county
~{E] parcels
= /s

[ schools
-[E] tract_pop
-[& tracts
{18 Database Connections
[]-- BIS Servers

- Search Results

Preview: Geography hd

5. Now we need to publish the metadata into an ArcIMS metadata service.
a. In ArcCatalog, make a new internet connection to the metadata service and most
importantly, use the admin/admin u/p to connect. The metadata icon should have a hand
with a pen on a notepad signifying you can publish metadata.
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b. Click ok and name that connection something like ‘(servername) admin admin’ to indicate

it is a logged in connection.

J ArcCatalog - ArcInfo - GIS Servers\ironforge admin admin\Metadata

0 Tomcat4129
O WINDOWS
{1 WorkSpace
(@ D:\911
(@ E:\
(i X\
{13 Database Connections
- Address Locators
+-(# Coordinate Systems
{58 GIS Servers
3 Add ArcGIS Server
£3 Add ArcIMS Server
&2 Add WMS Server
Geography Network Services hosted by ESRI
=] ironforge admin admin
£ etodoto
lejeune
=# patagonia
~&® Web Map Service katrina_damage on ironforge
~® Web Map Service katrina_harrison on ironforge
~&® Web Map Service maryland2 on ironforge
~&® Web Map Service usa on ironforge

An ArclMS Metadata Service provides an index of all the
data that is available through this site. Browse through the
collection of metadata documents, or search to quickly
find the data you're looking for. If a metadata document is
associated with an ArcIMS Image or Feature service, its
icon will have a little globe; you can preview these
datasets along with their metadata.

To publish a dataset's metadata, drag and drop it onto a
Metadata Service. You can also publish standalone XML
documents. With ArcCatalog, you can manage the
published metadata documents if you have permission to
do so.

- www.geographynetwork.com j

=10l x|
Fle Edit View Go Tools Window Help |
clamBexnEmEesaas o] EXEr e
Location: |GIS Servers\ironforge admin admin\Metadata vl
Stylesheet [FGDC ESRI L= e =R ED |
=] Ctmtamsl Preview Metadata |
{3 Program Fies -]
{3 Python21 El
{2 temp

Bl
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C.

d.
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Now drag your feature classes with metadata to the metadata connection server in

(Note that in order to publish you need author or admin rights to the metadata server, so

the GIS Server data connection needs to use those params. Note that if you connect with
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author you won't be able to delete a metadata document though unless you connect as

admin.)
e. Also, note that if you want the metadata to be searchable by words like OGC, WMS, etc.

than put those words in the text of the abstract.
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lIl - B. Publishing Metadata for an ArcIMS or WMS to Metadata Server
A WMS service does not support metadata itself. Thus, we create metadata for the underlying
ArcIMS image service but provide the link to the WMS service.

1. First edit your acl file and add the name of the ArcIMS services for which you want to edit
metadata to the author metadata entry:

<USER name="author" password="author" services="Metadata,maryland2"
roles="metadata_service_author" active="1" />

2. Next create a new connection in ArcCatalog but connect as author/author.

] ArcCatalog - ArcInfo - GIS Servers\ironforge author author\maryland2 — | ] |i|
| He Edit View Go Tools Window Help |
|elomee x|~ -=a@as 0w XY
J Location: |GIS Serversiironforge author authorimaryland2 v|
| stylesheet [150 EIE RTINS
| Edit metadata E Contentsl Preview Metadata |
i@ D:\911 -
=@ E:\ -
=g X\ _ ArcIMS DNR Data for Maryland
(¥ Database Connections
- Address Locators .
%G8 Coordinate Systems Data format: ArcIMS Image Service
=158 GIS Servers )
531 Add ArcGIS Server Coordinate system:
.25 Add ArcIMS Server NAD_1983_StatePlane_Maryland_FIPS_1900
2 Add WMS Server )
- Geography Network Services hosted by £ Location: Server=http://ironforge;
ironforge admin admin Service=maryland2; ServiceType=image
=] ironforge author author
-4 canada Abstract: ArcIMS service using data downloaded
- dnrfeatures — from the DNR site.
=% faaroutes
%@ Katrina
-4 katrina_counties
-- & katrina_damage ISO and ESRI Metadata:
- %@ Katrina_harrison
% katrina_landsat ¢ Metadata Information
& A maryiand?] ¢ Resource Identification Information
[ 2 Metadata * Reference System Information
% SearchMap » Distribution Information
4 tests - -
4] | of |l | B
Edit metadata for the selected item [ 4

3. Edit the metadata for the ArcIMS services under the new connection that you added to your acl
file. Follow the same ISO basic metadata editing instructions as above, but for on-line delivery
options enter the following:

a. ForaWMS - For the URL enter the URL for the WMS service, for example:
http://ironforge/wmsconnector/com.esri.wms.Esrimap?ServiceName=maryland2&
or for the ArcIMS service. Also enter the connection protocol as http.
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E! 1SO Metadata Wizard x|

E L SEEYSN On-line delivery options 1
=| Abstract

3k Metadata author
Z| Point of contact overvi
=] Point of contact 1

Describe how the dataset is made availabe orrline

E:QI History * Where is the dataset located? (e.q. provide a URL)
-2l Dataset history Ihttp Jfironforgefwmsconnector/com.esti wms Esrimap? SenviceName=maryland2 & Remowve Page |
E@ Dataset identification

Z| Themes or categories YWhat connection protocol must be used to access this location?
- Z| Additional characterist Ihﬂp

L‘Q| Spatial information

-- =] Additional extent inforr
L‘Q] Dlstrlbutlon information
=| Introduction |<none> Ll
= Publication date
------- a. Distributor
Digital publication
-3 Publication format 1
- Z| Off-line delivery option -
. ILIVE! Data and kMaps LI
= On-line delivery option™—
------- = Ordering process 1 & ’

7|_ | E

What function is perormed atthis location?

Describe what happens orwhat is available atthis location by choosing a value from
the drap dawn list or by typing & mare detailed description:

-
B

Hide Contents >» | <Back | Mext > | Finish | Cancel |

d. Click Yes for more on line delivery options if you want to enter the ArcIMS URL as well and
then click next and fill out that screen. Enter the URL to the ArcIMS service as
http://ironforge/website/maryland?2 for example and http as the protocol.

E! 1SO Metadata Wizard X|

3t i;ef"ort‘ EEEIENE On-line delivery options 2
Sirac

3 Metadata author
Z| Point of contact overvi
=l Point of contact 1
EQI History * Where is the dataset located? (2.9, provide a URL)

-2l Dataset history hitp:#firanforgefwebsite/manyand? Remaove Pa El
Egl:latasetidentification I & g e g

=l The_mes o categorlgs What connection protocol must be used to access this location?
=] Additional characterist Ihﬂp

(1 Spatial information
=| Additional extent inforr
EQ] Distribution information
=l Introduction |‘“°“9’ Ll
=| Publication date
3 Distributor

Describe how the dataset is made awvailabe orrline

What function is performed atthis location?

Describe what happens orwhat is available atthis location by choosing a value fram Are there any

Digital publication the drop down list or by typing a more detailed description: g @i
3 Publication format 1 delivery
options?

=| Off-line delivery option -
Live Dat d b
on-line delivery option @ I ive Data and Maps |

On-line delivery optwor

=] Ordering process 1 C ’

G s

:I(‘Yes
| [® Na

Hide Contents >> | < Back | Mext > | Finish | Cancel

e. If you want click Yes for more delivery options and enter the URL resource as a server
name and mapservice name.
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E} 1S0 Metadata Wizard x|
Wetadata author 4| e gWITOv delivery options 3
Point of contact overvi

Point of contact 1
([a History

Z| Dataset history
E:ll Dataset identification * \Whera is the dataset located? (e.g. provide a URL)

The_mes o Caterrigs ISer\xer=http:,.’,.’ianforge; Servce=maryland?; ServiceTypes=image Remove Page |
=| Additional characterist

([1 Spatial information

= Additional extent inforr
([ Distribution information
Z| Introduction
Publication date
Distributor I‘”D”B) LI

Describe how the dataset is made availabe on-line.

YWhat connection protocol rmust be used to access this location?
Ihttp

YWhat function is performed at this location?

Digital publication . ) ) ) . )
Publication format 1 Dhesdcnbedwhatlhappins Dr_what is avaéjlablﬁ actjttc?ls Io_ca_tmn by choosing & walue from Are there ary
Off-line delivery option the drop down list or by typing & more detailed description: more sl
On-line delivery option dei!very;
On-line delivery option - aptians?
Live Data and M
On-line delivery optior @ |Live Data and Maps [
Ordering process 1
€ summary page = (. :I " Yes
»LI—I LI_ LI ® Mo

Hide Contents >> | < Back Iet » | Finish | Cancel

4. Then drag the item to the metadataconnection that has the pencil icon in order to publish it to the
metadata server. When it is published you can also hit the preview tab in ArcCatalog to view it.
Notice the three urls for dual delivery options further down in the metadata: WMS, ArcIMS URL, and
ArcIMS mapservice connection.
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:l ArcCatalog - ArcInfo - GIS Servers\ironforge author author\Metadata\DNR Data for Maryland _|O il
Fle Edt View Go Tools Window Help |
HEYIEL R Ble@en v O

J Location: |GIS Servers\jronforge author author\Metadata\DNR Data for Marylan v|

JStersheet 150 - HFEY A ‘

5] Cumentsl Preview Metadata |
¥ katrina_counties ;I . - - .
%, katrina_damage Distribution Information: =
-4 katrina_harrison
% katrina_landsat Distributor:
& maryland2 Available format:
22 Metadata *Format name: ArcIMS Image Service
=-{3 Fals Church
- Transfer options:
=l Sample GML data Online source:
=] WFS USA Features Online location (URL):
% SearchMap http://ironforge/wmsconnector/com.esri.wms.Esrimap?
% tests ServiceName=maryland2&
® usa Connection protocol: http

- ¥ usafeature
=% usafeatures

-[=] CITIES Online source:
[E] COUNTIES Online location (URL): http://ironforge/website/maryland2
DRAINAGE Connection protocol: http
-[= LAKES Description: Live Data and Maps
-[=] places
Rivers e Online source:
[=] ROADS Online location (URL): Server=http://ironforge;
-2l ROADS_RT Service=maryland2; ServiceType=image
-[=) STATES Connection protocol: http
[] zip_usa Description: Live Data and Maps
lejeune
a i patagonia | _’,LI Back to Top

Description: Live Data and Maps

lll - C - Publishing GML Metadata to Metadata Server

If we have some GML data such as the following we can create metadata for it and publish it in metadata

server. This GML data was actually created by using the FME Data Delivery Extension for ArcIMS and

downloaded to a local folder. Notice it is only two files and no metadata exists yet.

@ C:\data\maryland\gmlexample\FME_b01340987998155 — |EI il
Fle Edt Vew Favortes Tools Help | a
(PBack ~ () ~ [T | /) search ‘IF Folders | & X 9 | [
Address |E| C:\data\maryland\gmiexample\FME_b01340987998155 j Go
Folders Name = |
= and | | 2 maryland.MARYLAND.SWpldn_area.gmi
E grgﬂrﬂ maryland.MARYLAND.SWpldn_area.xsd
[ annearundel
Bl |3 gmlexample
(G FME_b01340987998155
=3 models hd
<] | v ] | |
|2 objects (Disk free space: 3.51 GB) 29.2 kB [53 My Computer 4

In ArcCatalog, | cannot preview the GML data, create new metadata, or create the thumbnail unless |

turn on the data interoperability extension (DIE). Hopefully this will be able to be done in 9.2 without the
extension. | turn the extension on and then create the metadata and thumbnail.
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:l ArcCatalog - ArcInfo - C:\data\maryland\gmlexample\FME_b01340987998155\maryland.MARYLAND.SWpldn_area.gml | m| 1]
File Edit View Go Tools Window Help ‘

elomRex|nsmaaas o] R e
Location: |C\data\mary\and\gmlexample\FME_bD‘l3405\8795\8155\maryland.MAv|

Stylesheet (IS0 HRESEETRTREW A |
| Com.ems' Preview Metadata |
§ Catalog -
B @ c\ o
-3 arcgs maryland.MARYLAND.SWpldn_area.gml
{0 ArcGIS9_Demos -
g g:ms o A Data format: Interoperability Feature Class
e+ data ) N .
{11 ESRIDATA N Coordinate system: GCS_North_American_1983
O Faa T~ L
=1 global T Location: file://
=1 maryland “F \\RONFORGE\C$\data\maryland\gmlexample\FME_b
=03 dnr h \maryland.MARYLAND.SWpldn_area.gml
=-0 gmiexample
=20 FME_b01340987998155 Abstract: GML data example. A selection of a DNR lands polygon.
[ER%E maryland.MARYLAND.SWpldn_area.gmi
maryland_MARYLAND_SWpldn_area
-0 models
= (232 MultiNet ISO and ESRI Metadata:
=3 SRTM
= terraserver + Metadata Information
20 usa * Resource Identification Information -
=0 virginia El { | _}H
I

100% [ 4

To publish just drag the GML dataset layer (the one highlighted above) to the metadata server connection
that shows the pencil icon and it will appear in the Metadata server.
) ArcCatalog - ArcInfo - GIS Servers\ironforge admin admin\Metadata\Sample GML data ;Iglil

| Ble Edt view Go Took Window Help |
| am 22 x| - 1= EXEE:

J Location:  [GIS Servers\ironforge admin adminiMetadata\Sample GML data -

|syesheatiso =] 4 5 B 4 &% |

E Com.entsl Preview Metadata |
Geography Network Services hosted by EE:'

® ironforge admin admin j
S Sample GML data

- dnrfeatures
-2 faaroutes

- katrina T . Data format: Interoperability Feature Class
- % katrina_counties oo ) .
@ katrina_damage N Coordinate system: GCS_North_American_19&
% Katrina_harrison ~
@ katrina_landsat J Location: file://
% maryland2 WIRONFORGE\C$\data\maryland\gmlexample\F

=& Metadata
@3 Fals Church
~~= DNR Data for Maryland Abstract: A sample of GML data extracted from a DNR polygon shapefile.
=| Sample GML data
- G SearchMap

@ tests | | e s . Hv
< ) | _’l_l d : : | -

\maryland.MARYLAND.SWpldn_area.gml
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[Il - D — Publishing Metadata for a WFS

Basically the strategy for publishing metadata for a WFS is the same as for a WMS. The WFS service
itself does not support metadata, but the underlying ArcIMS Feature Service does. Thus you create the
metadata for the ArcIMS Feature service and then add the additional URL that points to the WFS at the
on-line delivery options metadata screen.

In summary:

1. Create the ArcIMS Feature Service

2. Enable it as a WFS Service

3. Make sure you have the Feature Service in your acl file for authoring permissions.

4. Get the URL for the WFS Service

5. Go to ArcCatalog and create Metadata for the ArcIMS Feature service and add both the ArcIMS online
delivery option and the WFS online delivery option. For the ArcIMS delivery options you could include
either a URL to a website that uses the feature service or you could use the servername and service
name, such as:

Server=http://ironforge; Service=usafeatures; ServiceType=feature

For ArcIMS the above would be preferable than a URL to a site since a full website URL is limited to the
java applet viewer. For the WFS URL you would use something like this:

http://ironforge:80/wfsconnector/com.esri.wfs.Esrimap/usafeatures?

Note that the first online delivery option you list is the one that will appear in the short summary at the top
of the metadata. For example, both URLs above are in the distribution information but only the first one is

listed in the summary (see below).

..1 ArcCatalog - ArcInfo - GIS Servers\ironforge author author\Metadata\WFS USA Features iy |m il

| Fle Edt View Go Took Window Help |

clom BREX | xEaRa@en W |laa s ®o =
Location: |GIS Servers\ironforge author author\Metadata\WFS USA Features -

Stylesheet 150 -] 4 F54% 3 &%

- E| Cum.emsl Preview Metadatal
ironforge admin admin :l

= ironforge author author j

-4 canada USA Features
- dnrfeatures

- faaroutes
4 katrina
-4 katrina_counties )
%, katrna_damage Coordinate system: GCS_Assumed_Geographic_1
& katrina_harrison
%, katrina_landsat Location: Server=http://ironforge; Service=usafeatures; ServiceType=feature
-4 maryland2
& Metadata Abstract: ArcIMS and WFS Services for USA Feature data from ESRI
(3 Fals Church
-2} DNR Data for Maryland
~Z] Sample GML data

Data format: ArcIMS Feature Service

=] WFS USA Features ISO and ESRI Metadata:
& SearchMap
% tests e Metadata Information
-4, usa » Resource Identification Information -
1B neafeatire hd - PR — -
| | ;l_l l | _>|J
Unable to create/update metadata. I v

6. In the abstract or title include any words that you want to use if the user searched for this service, for
example, OGC or WFS.
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7. Make sure the connection the metadata server uses has a publish hand icon and then drag the ArcIMS
feature service there to publish it. Here is the published service showing the URL resources in the
metadata.

] ArcCatalog - ArcInfo - GIS Servers\ironforge author author\Metadata\WFS USA Features (=13

| Fle Edit View Go Tooks Window Help ‘
= R

Elalasn|w| |laaii®o[®
Location: |GIS Serversiironforge author author\Metadata\WFS USA Features -

Styleshest [150 EEEEEEE
x| i Metadata
% conaa :I Ctmtsmsl Preview |
=% dnrfeatures Available format: =]
-3, faaroutes *Format name: ArcIMS Feature Service
%, katrina
4, katrina_counties Transfer options:
4, katrina_damage Online source:
#, katrina_harrison *0Online location (URL): Server=http://ironforge;
 katrina_landsat Service=usafeatures; ServiceType=~feature
® maryland2 Connection protocol: http
o 2 Metadata Description: Live Data and Maps
{3 Falls Church
Sample GML data Online source:
Online location (URL):
WMS DNR Data for Maryland http://ironforge:80/wfsconnector/com.esri.wfs.Esrimap/usafeatures?
4, SearchMap Connection protocol: http
@ tests Description: Live Data and Maps
@ usa
| &, usafeature | _ILI Back to Top
4 » -

[ y

8. Also, note that if you want the metadata to be searchable by words like OGC, WFS, etc. than put those
words in the text of the abstract.
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IV — Introduction to OGC Web Map Service (WMS) and Web Feature Service (WFS)

The Open Geospatial Consortium (OGC) has been developing open standards for interfacing with spatial
data in a manner that is independent of any vendor’s specific format. ESRI has implemented a solution
that incorporates ESRI's legacy and future data structures as well as the OGC communities open
standard interfaces such as OGC’'s Web Map Server (WMS) and Web Feature Server (WFS). These two
web mapping interfaces have become the most popular OPEN standards based mapping interfaces and
have been through a development cycle that continues to evolve. In fact, WMS is in the process of
becoming an International Organization of Standards (ISO) standard (1ISO019128). See
http://www.isotc211.org

Now what is WMS and what is WFS and how are they different?

WMS is simply a protocol for passing back a simple image (e.g. JPG, GIF, BMP) from a server to a client.
In this case the image is packaged in such a manner that it complies with OGC’s WMS specification.
Since WMS is an open specification/standard anyone can incorporate this into their
organization/enterprise and thus make data/map services available to anyone that can view the WMS
using a client that supports the OGC open standard interface. A note of caution. While the WMS
specification is now mature it exists on the web in many versions. Prior to the ISO adoption of the
specification it existed in released versions such as 1.0.0, 1.1.0, 1.1.1 etc. There have been slight
changes between versions so if one client is built to read 1.0 but not the others then achieving
interoperability may be an issue. ESRI ArcIMS WMS connector currently supports all the versions prior to
the 1SO19128 spec with has only just been published. We will be supporting this in the future but already
the 1ISO19128 standard needs revisions.

ArcIMS WMS's connector is deployed when you install and configure ArcIMS (see below for details).

Essentially the WMS is linked to the standard ArcIMS image services. The Image services you have

running will be visible the WMS connector and the WMS administrator has control over which ArcIMS
image service he/she wants to make available as a WMS.

WES is simply a protocol for streaming feature data between a server and a client. The format of the data
stream is also using an Open Geospatial Consortium standard specification called Geography Macro
Language (GML). Similar to the OGC WMS, the OGC’s GML is also in the process of becoming an ISO
standard. However, unlike WMS, GML is being designed to range from the simple to the complex in
terms of describing geometries. To keep things easy and more importantly, interoperable, it has been
agreed by the OGC and ISO community that a GML version for simple features, such as describing
simple points, lines, and polygons (GML-SF) should be created. Thus, the WFS specification is still a
moving target and will be refined as GML-SF becomes more stable. However, ESRI does provide a WFS
solution using GML v2.1.2 and is similar to the WMS connector as far as installing and configuring.

Again, WFS streams vector data, in the form of GML, from the server to the client. Thus the actual GML
data is stored and managed locally by the client. Currently ESRI's Desktop solution for GML and
subsequent WFS is the Data Interoperability Extension which at 9.1 is available for ArcGIS Desktop. See
section VI for installing and configuring the ArcIMS WFS connector.
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V - Installing and Configuring WMS Services

Installing WMS for ArcIMS

Go to http://machinename/wmsconnector and if you get a page you are fine and have installed the WMS
connector for ArcIMS. If not do the following:

To install the WMS servlet for use with ArcIMS you need to rerun the ArcIMS setup.exe off the CD and

choose modify:
T

Add/Remove Application
Select Remaove All to uninstall ArclMS ’

@& Modify
Change which application features are installed. Displays the
Select Features dialog, which lets you configure individual features.

 Repair
Reinstall missing or canupt files, registry keys, and shortcuts
Preferences stored in the registry may be resetto default values.

" Remove
Uninstall ArcGIS ArciMS from this computer.

Help g [ Hea> | cancel |

Under application server connections make sure that WMS is enabled and click through the rest of the
wizard and follow the prompts. | think you have to enter a username and password for logging into the
services too, so remember what you enter. You might as well install WFS too at this time.

&l
9 o
ji& ArcIMS Setup ] %

Select Features

Selectthe features you would like to install ’ -
L

= Sx] Application Server Connec 4| | Eaature Description:

- =3-] ActiveX Connector WS connectar provides OGC standard Web
. ¥ _+| ColdFusion Connecto EAEIES‘T.‘\AI\QEE SA;MSdime‘-Hace o da!aservej

= 1y ArciMS and Archap Image services: and a
- &+| Java Connector JSP-based administrator for configuration

. =3+| Serviet Connector
—.=3+| NET Link Runtime & ! This feature will remain an your local hard
- =+| WFS Connector This feature requires 0KB on your hard drive
----- % ~| ArcSDE Services Monitor .
oim—

ChProgram Files\ArcGIS,

Help | Disk Cost | Beset | < Back ext > | Cancel

Restart Tomcat and or your web server.

Creating WMS Services
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All ArcIMS Image Services and ArcMap Image Services can be served as a WMS service as well. In
general, you first make the ArcIMS service and then go to http://machinename/wmsconnector to enable it
as WMS. If that URL doesn’t work then you need to go back and rerun the ArcIMS add remove program
and install the WMS connector (see above). Then you simply enable or disable individual ArcIMS service
to expose them as WMS services. It is very easy.

Go to http://machinename/wmsconnector and click connector properties. You then need to create a folder
that will store some configuration settings used by WMS. Got to windows explorer and make a folder
called capabilitieswms. | made mine here: C:/brady/docs/ogc/capabilitieswms but it can be anywhere.

On the connector properties page for the WMS connector, type in your machine name, default WMS
service name, and the directory path to the capabilities folder. Everything else is fine.

1 ArcIMS WMS Conneclor Properties - Microsolt Internet Explorer JEM
fle Edt Vew Favortes Took Hep | & |
(3 Back ~ Q |x] |8 (3| ) search < ¢ Favortes €| (2= L v ) L] |

|§J ONNECtor/com.esrwms.§ pTequ properties ;I Bl Go | Links "_
Googler | Cisearch ~ D | % 1151 blocked I?m = A AutoLnk = LA Edoptons &
ArclMS

Please set the WMS Connector Properties

(R} = Required

Property Description Help

ArcIMS Host Machine: (R) ArcIMS Host Machine [show help)
ArcIMS Chent Port: (R) ArcIMS Client Port [show help]
Default Service: (R) Default Service [show help]
C:/brady/docs/ogc/capabiltieswilGY) = ities Directory [show help]
Debu u
Error Log [show help]
PNG format [show help]
m o8ut_024-bi .
Submit Cancel
=l
@ T

Then you can go to the main page and enable or disable individual services as WMS:
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3 ArcIMS WMS Connector Admin - Microsoft Internet Exphorer __[_I__I
He Edr Vew Favortes Took Help |
Qe - © ~ [x] B ] Pserch Glerovotes @[ (3~ 5 = -1 ) Bl
Address [E] hoy g e vice -wmserviceName- ¥ | [£] Go Links ™ |
Google~ =] Clsearch =@ | 32 ﬁblssmm [ Check = L Autelik = aulF doptons # | |
ArcIMS L
Connector Properties Update Service LISt
I — s e
canada Disable wMs  Download | Update  View Map
2 katrina X Enable WMS
3 katrina_counties J Disable WMS Download | Update  View Map
4 kawina_damage  Disable wms  Download | Update  View Map
5 katrina_harrison o pisable wws  Downioad | Update  View Map
6 katrina_landsat « Disable wws  Download | Update  View Map
7 maryland2 J Disable WMS Download | Update  View Map
8 SearchMap x Enable WMS
9 rests  Disable wms  Download | Update  View Map
10 usa o Disable wms  Download | Update  View Map
[T [ & Localntranet 4

Connecting to WMS Services in ArcCatalog

First you need to know the URL of a WMS service to connect to it. You can get the URL if you know the
URL for the capabilities page for the WMS service. The URL looks like the following, and just substitute
in your machine name for ironforge and the name of the ArcIMS service for maryland2. Leave the & at the

end.

For example:

http://ironforge/wmsconnector/com.esri.wms.Esrimap?ServiceName=maryland2&

Then click on ADD WMS SERVICE in ArcCatalog and type in that URL to create the connection. You
should be able to preview the IMS service if you hit the preview tab. Note that WMS services do not
support metadata since that is not part of the OGC spec yet.
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VI - Installing and Configuring a WFS Service

Installing WFS for ArcIMS

To install a WFS follow the same steps for a WMS but check off the WFS option.

Creating WFS Services

First you have to create ArcIMS Feature services in ArcIMS administrator. Then, just like we did for WMS,
you have to create a folder location for the WFS capabilities file. Then go to the url

http://machinenames/wfsconnector and configure the capabilities folder, hostname, and default service,
and the path to the connector.

a ArcIMS WFS Connector Properties - Microsoft Internet Explorer i m| |i|
Fie Edt View Favorites Tools Help | a

eﬂack'e B@ fij|pSearch .7 Favorites @|87 @'D.ﬁ

Address I@ http.j,ﬁronforge.BDSD,'wfsconnector,'com.esn.wfs.Esnmap?requ&st_updateJ . Go | Links *
Google~ | || Glsearch ~ @ | g S1294 biocked | ¥ Check ~ »

-

ArcIMS

Change Password

Please set the WFS Connector Properties

(R) = Required Property Des

Enable WFS [}
ArcIMS Host Machine: I\r[]nf[]rqe na Specifies wheth
is enabled or di

ArcIMS Client Port: | [T . If disabled, the—
command is "cc

Default Service: Lsa .
ArcIMS Host I
Capabilities Directory: IC [ArcIMS/wis_capabilities EI Name of the m:
ArcIMS Applicat

Path To Connector: http://ironforge/wfsconnector KGY)
Connector com
Namespace URI: IhttE:“www‘esn.com{esn EI ArcIMS Applicat
Default Servic
®true O false
. the WFS C

Capabilities Di

ArcIMS Client

| Submit | | Cancel | The capabilities _
] Error on page. ’_l_’_|_|_|g Local intranet v

You can then turn on individual services and expose them as WFS services.
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a ArcIMS WFS Connector Admin - Microsoft Internet Explorer _|o il

Fe Edt Vew Favoites Toos Help | &
pSearch *Favorits @‘BV; ] 'I_J ﬁ
Address IQ http://ironforge/wfsconnector/com.esri.wfs.Esrimap?request=deletecapabilties&ServiceName=faaroutes j Go ‘Ijnls =
Google~ [ v]|[Clsearch » @ | § & 158 blocked | *¥ Check v “X Autolink v {]suioril B options &
-
ArcIMS

Connector Properties Update Service List
._ WFS EnaMEdg

dnrfeatures o Disable wrs ~ Download | update
2  faaroutes .K Enable WFS
3  usafeature o Disable wes ~ Download | update
4 usafeatures J Disable WFS Download | Update
[ |
& [T T T [Mocaintranet 4

Connecting to WFS Services in ArcCatalog

In ArcCatalog you need to click on Add Interoperability Connection ...

3 ArcCatalog - ArcInfo - Add Interoperability Connection ;lglil
| Hle Edt view Go Tools window Help

] % el@asnw@aauelo®|
JLocaﬁon: |AddInteroperabilityConnechon v| ‘
J

Stylesheet [I50 v HEE g 8% ‘

2| Contents Preview | Metadata |
£ Catalog =
- C\

i@ E:\

- X\

(£ Database Connections
- Address Locators
E
£
=

1 Coordinate Systems

(g GIS Servers

- @ Interoperabiity Connections

----- [e=2 Add Interoperabiity Connectiol
! & Connection (1) - WFS

-2 Dm2 solutions - WFS

--Eil ronforge usafeatures WFS
=2 wdcdemol external IP - WFS
& wdcdemol internal - WFS

=2 Scalar References -
4| | 4 Preview: | LI

and type in the WFS URL which is like this

The selection cannot be previewed.|
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For example:

http://ironforge:80/wfsconnector/com.esri.wfs.Esrimap/usafeatures?

Where the server name is first and the end has the WFS name appended. You can also copy and paste
the URL from the getcapabilities HTML out if you click on download on this screen ...

R ArcIMS WIS Connector Admin - Microsoft Internet Explorer —|olx|
Be Edt Vew Favortss Joos Hep | &
Qck ~ ) - ] 7] (| Psearch Slcrmvortes € (I 1 W~

Mdrmhjuup. ONNECon/Com esrwfs. quest=deleter faarcutes ﬂ E)Go |nks *
| Googler «|| G search ~ ) | 5 57156 biocked | ¥ Check ~ "4 Autolink + ©fuicr [#d options |
=]
ArcIMS
Connector Propertes Update Service List
I N (77 ey
1 dnrfeatures .f' Disable WFs  Dovnload | Update
2 faaroutes x Enable WFS
3 usaleature J Digable wrs  Dovmload | Update
4 usaleatures ( Disable wFs  Rowmioad | Update
: . &
7] [ |84 Local mwraner y
And get this URL ...
a http://ironforge: 8080/ wfsconnector/com.esri.wfs.Esrimap/stateswfs?request—getcapabilities&servi - Microsoft Inti _ Ol x|
Fle Edit View Favorites Tools Help ‘ a'
Qrak ~ O - (¥ @) (] Psearch Joravortes @) (2> 2w~ | JHE
Address I@ http://ironforge:8080/wfsconnector/com.esri.wfs.Esrimapy/stateswfs?request=getcapabiitiesservice=WFS&version=1.0.0 j Go | Links >
Cooglzv' j\ [Clsearch ¥ |5 S1294blocked | " Check + S Autolink v | 4utoFl B options

<?xml version="1.0" encoding="UTF-8" ?> Il
- <WFS_Capabilities xmlIns="http://www.opengis.net/wfs"
xmins:xsi="http:/ /www.w3.org/2001/XMLSchema-instance"
xmins:ogc="http:/ /www.opengis.net/ogc" xmins:gml="http:/ /www.opengis.net/gml"
xsi:schemalocation="http://www.opengis.net/wfs http:/ /schemas.opengis.net/wfs/1.0.0/WFS-
capabilities.xsd" version="1.0.0">
- <Service>
<Name>ESRI Basic Web Feature Service</Name>
<Titlex>ESRI OGC compliant Basic WFS Server</Title>
<Abstract>This is an OGC compliant MapService. The engine used to serve this MapService is
ArcIMS</Abstract>
<Keywords>ESRI, ArcIMS Feature MapService</Keywords>
RO LIILEEEEL T http: / /ironforge:8080 / wfsconnector / com.esri.wfs.Esrimap/ stateswfs?|
</OnlineResource>
<Fees>none</Fees>
<AccessConstraints>none</AccessConstraints>
</Service>
- <Capability>
- <Request>
- <GetCapabilities>
- <DCPType>
- <HTTP>
<Get
onlineResource="http:/ /ironforge:8080/wfsconnector/com.esri.wfs.Esrimap /stateswfs?" />_'L|
»

1

i&] Done [T [T [* ocalintranet 4
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Interoperability Connection 2| x|

Source

Farmat: IWeb Feature Service MFS) LI_I

Dataset Ihttp:,‘fironfcrge:SD,‘wfsconnector}ccm.esri.wfs_ |@|

Seftings... | Coordinate System:lUnknDWh _I
Ok I Cancel |

Click the Settings button. Click the table list button...

Web Feature Service (WFS 2| x|

—Proy Senver
[

Address: I

Part: I

—Constraints:

Table List. | [

—Envelope:
[T Use Search Envelope
h i e ID
bl v IU
Wit |0
Height: ID

Dk I Cancel

Which brings up this dialog...
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x|
Selected | Table |
] CITIES-9 {Feature pointclass CITIES (id=5)}
(] COUNTIES-2 {Feature polygon class COUNTIES (iv
O DRAINAGE-6 {Feature line class DRAINAGE (id=6)
] LAKES-1 {Feature polygon class LAKES (id=T1)}
] places-8 {Feature pointclass places (id=8)}
Cd Rivers-3 {Feature line class Rivers (id=3)}
] ROADS_RT-4 {Feature line class ROADS_RT (id=4
O ROADS-5 {Feature line class ROADS (id=5)}
¥ STATES-0 {Feature polygon class STATES (id=0)}
] zip_usa-7 {Feature point class zip_usa (id=7)}
Filter by I*
Select All | Clear All | oK | Cancel

Check off the layers in the WFS that you want to include.

And you can preview it in ArcCatalog...
:l ArcCatalog - ArcInfo - Interoperability Connections\Connect - |EI |i|
Fie| Edt View Go Tools Window Help

|
|commex|===2a@as0r|[aanee ®|
J Location: IInteroperab\Ilty Connections\Connection (2} - WFS v| |
| stylesheet [I50 HIEERERET |

— j Contents Preview | Metadata|

- Database Connections
-8 Address Locators
+-(3@ Coordinate Systems
(I8 GIS Servers
=-¢4 Interoperability Connections
-#% Add Interoperability Connectior
w4 wisstates - WFS
B Connecion &) wrs)
[ Rivers-3 Line
Bl STATES-0 Polygon
2§ Dm2 solutions - WFS
=-f wdcdemo1l external IP - WFS
=24 wdcdemol internal - WFS
-f=m Scalar References

-2\ Search Results -
4| | 4 Preview: |Geography ﬂ

[-141.3666 96.6179 Y

e [ e

m
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APPENDIX A

Quick Database Setup for ArcSDE Data Loading

The following steps are done in SQL 2000 Enterprise manager. [Demo] database and [Demo] login could
be replaced with the name of your new database and login (suggest keeping them and the login
password all the same for ease of use.)

1. Create [Demo] database:
a. Under Databases, create a new database called [Demo].
2. Create [Demo] login:
a. Under Security/Logins, create a new login called [Demo], with a password of [Demo].
Use SQL authentication. Choose the default database of [Demo]
b. Under the database access tab for the [Demo] login, give database access to both the
[Demo] and sde databases for the [Demo] login
3. Adjust sde login database access:
a. Under the database access tab for the sde login, give database access to the [Demo]
database for the sde login
4. Give [Demo] Database permissions:
a. Right click on [Demo] database, go to properties, and under the permissions tab give the
[Demo] logins ‘create table, ‘create SP’ and give the sde login no permissions
5. Give sde Database permissions:
Right click on sde database, go to properties, and under the permissions tab give the [demo]
login the ‘create table’ and ‘create SP’
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APPENDIX B

Example of an ACL file called aims.acl

<?xml version="1.0"?>

<I-- This file illustrates how you can set up your ACL file to restrict access to your
services.

Some of the points to keep in mind:

Make sure that you name the file and store it on disk as you specified with the
aclFileName property in the Esrimap_prop file.

Usernames and passwords are case sensitive.

Service names specified in the ACL file should match the case of the names in
Administrator.

Only those services listed in the ACL file will be available to a client, even
if you have other services running in Administrator.

Please refer to ArcIMS Help for further explanation of restricting services
with ArcIMS and setting up your ACL file.
-

<AIMSACL>
<I-- The following sample explains the use of attribute "roles" to manage a metadata

service.
The roles attribute can be set as follows:

roles="metadata_browser"™ - enables browsing capability (default if not specified)
roles="metadata_publisher™ - enables publishing to the service
roles="metadata_service_author"™ - enables creating metadata for services
roles="metadata_administrator” - enables administration of database, i.e. ability

to reset the metadata tables in the database.

Each roles encompases the permissions of the lesser role. For example, a
metadata_publisher

can also browse and a metadata_service_author can also publish and browse. Users
access this

functionality through ArcCatalog by simply specifying their ACL login in the
connection

dialog. -->

<USER name="*" services="*" />

<USER name="*" services="Metadata" roles=""metadata_browser'" active="1" />

<USER name="publish” password="publish™ services="Metadata" roles="metadata_publisher"
active="1" />

<USER name="author" password="author" services="Metadata"
roles="metadata_service_author" active="1" />

<USER name="administrator' password="administrator" services="Metadata"
roles="metadata_administrator' active="1" />

</AIMSACL>
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APPENDIX C

Enabling authentication with a file-based ACL

The following steps illustrate how to set up the restricted services using an XML file for the ACL.

Step 1: Author your map file and design your Web site.

Step 2: Edit properties in the Esrimap_prop file.

Step 3. Create the XML file to store the Access Control List(ACL).

Step 4. If you're using Microsoft Windows 2000 and Internet Information Server 5.0 (11S), you need
to configure IIS for authentication.

Step 5. Stop and start the servlet engine. If the servlet engine is native to the Web server, stop and
start the Web server.

Step 1. Author your map file and design your Web site.

Create your configuration file (AXL) and then design the look of the Web site with Designer. Note:
Designer is not able to access restricted services; thus, you should design your Web site before
restricting access to a service .

Step 2: Edit properties in the Esrimap_prop file.

Locate the Esrimap_prop file installed with your servlet engine and edit it with a text editor. ArcIMS
installs a backup copy of all the files that comprise the Servlet Connector in \Connectors\Servlet on
Windows or /Middleware/Servlet_Connector on UNIX. Don't edit the Esrimap_prop file at this
location because it will have no impact on the operation of the Servlet Connector.

Set the properties as shown below. You can set many of these properties by simply removing the
comment character (#) before them in the Esrimap_prop file. The properties are case sensitive but
the values assigned to the properties are not case sensitive. These properties are described in more
detail in the ArcIMS Servlet Connector property file.

Note: If you set the properties for both XML file-based and JDBC-based ACL, the JDBC settings will
be used.

enable=True
Enables the ArcIMS Servlet Connector.

authenticate=True
Enables authentication within the Servlet Connector.

authMethods=Basic
Two authentication methods: Basic and Digest. Digest is more secure, but not all browsers
support it.

authenticateWithSessions=True
Allows client requests to be processed more efficiently by the Servlet Connector.
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sessionTimeout=120
In most cases, 120 seconds is adequate.

aclFileName=<full pathname to the ACL file>/aimsacl.xml
Typically you'll place the ACL file in the same location as the Esrimap_prop file. Slashes in the
pathname must be forward slashes (/).

realm=ArcIMS Network
The realm name displays in the dialog box when the client is prompted for a username and
password.

Step 3: Create the XML file to store the Access Control List (ACL).

Create an XML file using a text editor. This file identifies which users will have access to which
services.

Things to keep in mind:

O Make sure that you name the file and store it on disk as you specified with aclFileName property
in the Esrimap_prop file.

0 Usernames and passwords are case sensitive.

O Service names specified in the ACL file should match the case of the names in Administrator.

O Only those services listed in the ACL file will be available to a client, even if you have other
services running in Administrator.

The following sample ACL file has one restricted and two non-restricted services.

<?xml version="1.0"?>

<AIMSACL>

<USER name="*" services="SanFrancisco, World" />

<USER name="private" password="pass.word" services="SecretData" />
</AIMSACL>

The following sample ACL file shows how to further restrict service access to particular machines
and also adds a user who can access all services.

<?xml version="1.0"?>

<AIMSACL>

<USER name="*" services="SanFrancisco, World" />

<USER name="private" password="pass.word"
services="SecretData" trustedclients="198.102.62.1,198.102.62.22"/>
<USER name="superuser" password="all.access" services="*" />
</AIMSACL>

For a description of all attributes, see the ACL attribute reference.

Step 4: If you're using Microsoft Windows 2000 and Internet Information
Server (IIS), you need to configure IIS for authentication.
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1. On the taskbar, click Start | Settings | Control Panel | Administrative Tools | Internet Services
Manager.

2. In the left panel, double-click the machine name to expand the tree.

3. Double-click Default Web Site.

4. If you're running ServletExec or JRun as your servlet engine, double-click Scripts.
If you're running Tomcat, double-click Jakarta.

5. In the right panel, right-click ServletExec_ISAPI.dII, jrun.dll or isapi_redirect.dll (for ServietExec,
JRun, and Tomcat respectively) and click Properties.

6. Click the File Security tab.

7. Click Edit for Anonymous access and authentication control.

8. Uncheck Integrated Windows authentication and click OK.

Step 5: Stop and start the servlet engine. If the servlet engine is native to the
Web server, stop and start the Web server.

Stopping and restarting the servlet engine (or Web server ) allows your edits to the Esrimap_prop
file to take effect—enabling authentication through the ACL.
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Appendix D:
Relevant Docs and Resources

ESRI-Supported Open Geospatial Consortium, Inc., and ISO Standards
http://www.esri.com/library/whitepapers/pdfs/supported-ogc-iso-standards.pdf

On the Data Delivery Extension for ArcIMS:
http://www.esri.com/library/whitepapers/pdfs/arcims _dde.pdf

ArcGIS Enterprise Security: Delivery Secure Solutions
http://www.esri.com/library/whitepapers/pdfs/arcgis-security.pdf

Security and ArcIMS
http://www.esri.com/library/whitepapers/pdfs/securityarcims.pdf
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