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Appendix A: Strategic Goals, Objectives, anthitiatives

Appendix A:
A.l.

Strategic Goals, Objectives, Initiatives

Overview of Core Elements of theStrategic Plan

Appendix A outlines the Goals, Objectives, and Initiatived comprise the core of tistrategic Plan

Guided by their Mission and Vision, we developed the oals and their 12 associated Objectives in

response to identified Regional gaps and target capahiliigure A-1 below shows how our Vision,
Mission, Goals, and Objectives relate to one another.

Figure A-1—Integration of the Core Elements of theStrategic Plan

NCR Homeland Security Vision:

Working together . . . . . .

towards a safe and secure

National Capital Region

A Changed
Culture, an
Engaged
Goal 1: Community Goal 2:
Planning & Community
Decision-making Engagement

A collaborative culture for
planning, decision-making, and
implementation across the NCR.

An informed and prepared
community of those who live, work,
and visit within the region, engaged

in the safety and security of the NCR.

An Enduring
Capability, a
Sustained
Goal 3: Cuasp:'cr;g, Goal 4:
Prevention & Response &
Protection Recovery

An enduring capability to
protect the NCR by preventing
or mitigating “all-hazards”
threats or events.

A sustained capacity to
respond to and recover from
“all-hazards” events across

the NCR.

Objectives

® Strengthen the regional homeland
security planning and decision-
making framework and process to
include performance and risk-based
approaches.

" Establish an NCR-wide assessment
and requirements generation process
to identify and close gaps in
preparedness capabilities by
effectively utilizing both public and

Objectives

® Enhance the level of preparedness
across the NCR through public
awareness and education
campaigns and effective emergency
information before, during, and after
emergencies.

® Strengthen the partnership and
communication among the NCR’s
public, civic, private, and NGO
stakeholders.

Objectives

® Develop and sustain common, multi-
disciplinary standards for planning,
equipping, training, operating, and
(cross-jurisdictional) exercising to
maximize prevention and mitigation
capabilities across the NCR.

Strengthen the gathering, fusion,
analysis, and exchange of multi-
disciplinary strategic and tactical
information and data for shared

Objectives

® Develop, adopt, and implement
integrated plans, policies, and
standards to facilitate response and
recovery.

® Ensure the capacity to operate multi-
level coordinated response and
recovery.

® Ensure adequate and effective
sharing of resources.

private homeland security resources. situational awareness. ® Comprehensively identify long-term

® Enhance the oversight and = Employ a performance- and risk- recovery issues.

accountability for the management of based approach to critical
infrastructure protection across the
NCR, targeting resources where the
threat, vulnerability, and impact are
greatest.

investments and capabilities to
ensure enduring and sustainable
preparedness across the NCR.

NCR Homeland Security
Mission Statement
Build and sustain an integrated effort to prepare for, prevent, protect against, respond to, and recover from “all-hazards” threats or events.

The value of thiStrategic Plardepends on its success in guiding the NCR toward the achent of

the Goals and Objectives. We intend to monitor theg¥ieness of thiStrategicPlan and its
implementation by measuring progress against specificiagsgdoutcomes and we have identified
outcome performance measures for each Goal and Olgjediable A-1 lists these measures. We will
develop and execute plans for determining baselines anpstettgets for these measures as part of the
implementation planning to occur as the next phase qil#mning cycle.
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Table A-1—Goal and Objective Performance Measures

PLANNING & DECISION-MAKING

Goal 1: A collaborative culture for planning, decision-makingd amplementation across the NCR.
Goal Measures:Support for NCR plans and decisions among NCR Partnerstakeholders (survey)

Objective 1.1:Strengthen the regional approach to Stakeholder satisfaction with ti&¢rategic Plamas determined
homeland security planning and decision-making. by survey
NCR Partners’ satisfaction with program plans as detexd by
survey
Objective 1.2:Establish an NCR-wide process to Percent implementation of selected priority counternreasu

identify and close gaps using public and private resource¥ithin 9 months of threat analysis completion

Objective 1.3:Enhance oversight of and accountability Percent of NCR Partners’ performance commitmenisfisat
for the management of investments and capabilities.

COMMUNITY ENGAGEMENT
Goal 2: An informed and prepared community of those who live, wami, visit within the region,
engaged in the safety and security of the NCR.
Goal Measures:Percent of population found to be adequately prepared for emegrgeents (as definec
by NCR citizen preparedness standards and evaluated viamaoieey of residents, workers, and
Visitors)
Objectives Measures

=2

Obijective 2.1:Increase public preparedness through | Percent of population found to be adequately prepared for
education Campaigns and emergency messaging before,€mergency events (as defined by NCR preparedness standards
during, and after emergencies. and evaluated via random survey of residents, workers, and
visitors)
Objective 2.2:Strengthen the partnerships and Breadth of public-civic-private-NGO involvement (% of
communications among the NCR's public, civic, private, targeted roles filled) _ _
and NGO stakeholders. Depth of public-civic-private-NGO involvement (value ohé
and material resources committed)

PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preventing oigatiing “all-hazards” threats or
events.

Goal Measures:Total reduction in aggregate initial impacts of 15 DHS Nwtid’lanning Scenarios (as
modeled per Initiative 4.4.1)

Objectives Measures

Objective 3.1:Develop and maintain common regional Staff awareness of relevant framework provisionsvéspor

standards for planning, equipping, training, operating, an@uiz)
exercising. Jurisdictional adherence to frameworks (sampling ortpudi

Objective 3.2: Strengthen the exchange and analysis oParticipants’ after-the-fact informed ratings of th@tuational
information across disciplines for improved situational | @wareness during test and real events

awareness.
Objective 3.3:Employ a performance- and risk-based Risk Rol - Estimated CI risk reduction per recommendecudq|l

approach to critical infrastructure protection acrbss t invested
NCR.
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recover frorhadbards” events across the NCR.

Goal Measures:Results of tests and exercises designed to measuldewvaltcoordinated emergency
response performance; decreased time to pre-definedergcsiage, as determined by scenario modeling
(per Initiative 4.4.1)

Objectives Measures

Objective 4.1:Develop and implement integrated Staff awareness of relevant framework plans, polieied,

response and recovery plans, policies, and standards. | Standards (survey or quiz) o
Jurisdictional adherence to plans, policies, and stdadar

(sampling or audit)

Objective 4.2: Strengthen all components of an Results of tests and exercises designed to measurdewalti-
integrated region wide response and recovery capability. coordinated emergency response performance

Objective 4.3:Improve and expand effective resource] Percent of targeted resources owned by Regional enttiies w

sharing systems and standards. are shared, interoperable, and readily accessible
Objective 4.4:1dentify and close gaps in long-term Total decreased time to pre-defined recovery stage, as
recovery capabilities. determined by scenario modeling (per Initiative 4.4.1)

The Goals and Objectives are supported by 30 Initiativesin@their development, the Initiatives
were prioritized based on their alignment with and supddhree criteria:

* Seven national priorities;
» 37 target capabilities developed by DHS; and
* Regional gaps identified by the NCR Partners

14 Initiatives are “priority Initiatives” to be considerfet in line for implementation and funding. The
other Initiatives are important but are secondary in terinexecution. Please see Table A-2 below for a
list of the Initiatives and corresponding page numbersevtiey are discussed in detail in Section A-2.

Section A.2 provides an initial version of the roadn@prhplementation. Section A.2 contains

detailed tables on each Initiative that provides théalnes’ descriptions, rationales, and desired results
(outcomes). Each Initiative is further defined by idésdifion of its key tasks, programs, and
milestones upon which the rough order of magnitude (RONHate of cost is built. Initiative
timeframes, and their priority status when applicabie adso identified. Finally, initial performance
management elements are included for each Initiativajdimgd specific measures, baselines, and
targets.

We are continuing to refine and develop the programmatbenrdtion contained in the Section A.2
tables. In particular, many of the Initiatives requigngicant development in terms of key tasks,
programs, and milestones that will drive further id@@tion of costs and a refinement of timeframes,
leads, measures, baselines, and targets. The work cetuitdly develop the information for these
tables is currently being conducted by the various working grangg€ommittees that support the
program development and project execution phases of tRed@eland security preparedness
lifecycle (see Section 4.1 for additional information).

Final Draft—August 18, 2006 A-3
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Table A-2—Strategic Plan Initiatives

1.1.1 | Develop and periodically update the Strategic Plan and rglatedsses. A-7

1.1.2 | Document and implement the components and sequeneeNEEhomeland security regional | A-8
planning process, incorporating results of lessons learned.

1.2.1 | Design and conduct a risk-based threat analysis to idemihaddress gaps in regional A-9
preparedness.

1.2.2 | Establish a requirements generation and prioritizationegsothat addresses needs of all A-10
practitioners.

1.3.1 | Establish regional oversight and accountability functi@h appropriate tools and resources for | A-11
performance transparency.

1.3.2 | Develop investment lifecycle planning approach to erintmastructure and resources are availabfe12
to support multi-year operational capabilities.

2.1.1 | Establish regional protocols and systems for developidgléstributing emergency information t{ A-13
all NCR populations.

2.1.2 | Develop and sustain multi-year education campaigns tadea¥ the public (residents, workers,| A-15
and visitors) with preparedness information.

2.2.1 | ldentify and develop opportunities and resources fortailler partnerships to broaden A-17
participation in public disaster preparedness.

2.2.2 | Increase civic involvement and volunteerism in all ppasealisaster preparedness. A-19

3.1.1 | Develop a prevention and mitigation framework for theaegi A-20

3.1.2 | Develop a synchronized and integrated training andisgdramework, with appropriate commgnA-21
standards.

3.1.3 | Develop an integrated plan related to health surveillatetection, and mitigation functions A-22
among NCR Partners.

3.1.4 | Develop a community-wide campaign, focused primarilgremention and deterrence. A-23

3.2.1 | Develop common regional information-sharing and collation frameworks, to include A-24
determining roles, responsibilities and protocols.

3.2.2 | Ensure that each jurisdiction has appropriate petgseed to receive, analyze, and act on sensitike25
and classified information.

3.3.1 | Conduct a prioritization of recommended high priority @tBtective and resiliency actions base| A-26
on security assessment findings already completed anetisividh the NCR.

3.3.2 | Create an inventory of CI/KR assets and work on ojgive) a common methodology for assess|ing-27
the risk to CI/KR across the NCR and recommendaintiotective and resiliency actions.

4.1.1 | Establish a corrective action program to modify planaddressing gaps identified in analyses, | A-28
exercises, and events.

4.1.2 | Align and integrate response plans across jurisdscfionluding Federal partners), with emphagisA-29
on continuity of government, operations, and evacuation.

4.1.3 | Define capabilities and expectations for decontdimimand re-entry. A-3(Q

4.2.1 | Develop coordinated and standardized protocols for mandavtification of regional partners | A-31
during an emerging incident to maintain situational awareness.

4.2.2 | Develop and implement a plan for regionally coordinatiegition and employment of National | A-32
Incident Management System (NIMS).

4.2.3 | Develop and implement enhanced regional architeatfir@structure, and concept of operations A-33
for communications and protection of sensitive aadsified information.

4.3.1 | Develop a regional resource management system for degibgnd utilization of resources. A-35

4.3.2 | Establish and implement regional, interdisciplinaryqoaids (e.g., mutual aid agreements). A-36

4.3.3 | Establish and implement regional, interdisciplinaagaards for equipment interoperability. A-37

4.4.1 | Model and exercise the appropriate 15 DHS scenarios¢ésssegion-wide impact. A-38

4.4.2 | Align public, private, and NGO resources with idediheeds for response and recovery. Ar39

4.4.3 | Review existing programs, mutual aid agreementdJ$/@nd legislation to identify and close | A-40
gaps in facilitating long- term recovery.
Note Shaded Boxes represent priority Initiatives.
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A.2. Initiatives and Corresponding Investment, Resources, anBerformance
Measures

This section captures the detail and content of the Bl€&Regic Initiatives. Table A-3 outlines the
organization of Initiative content in Section A-2.

Table A-3—Organization of Initiative Content

Preparedness Stage:

Planning & Policy, Community Outreach, Prevention & Protecton, Response & Recovery
Related Goal Number
Related Objective Number

I nitiative Number and Content

PRIORITY

This green box will be present only for those 14
I nitiatives designated as priority

I nitiative Description

Further description and interpretation of the Initiative wording amgblications

Rationale Desired Result
Purpose of the Initiative and strategic preparedness needs rnespecific Planned outcome of the Initiative
references to the Target Capabilities List (TCL), Emerg&feyagement
Accreditation Program (EMAP), and identified Regional gaps.
Key Tasks and Programs Milestones

» Important activities and programs related to the Verifiable accomplishments on the path to Initiative
success of the Initiative completion and success. Years shown are calendar years.

206 (0]e|aN@Te =36 8V ETo a TN Lo LY (2@ VIR =il =Xo M @e =8 Estimate of the scale range of cost to inform the launch
of Initiative operational planning

ROM Cost Estimate Assumptions
Assumptions that were used to derive ROM estimates. Assumpdiensiade based upon the data available to date.
expected that assumptions will be updated as data and resownmatibn becomes available.

tis

Types of Resources and | nvestments
Data related to resource investment and projects

The Initiative Leads are responsible for the definition,
development, and enhancement of the Initiatives. Leads
will provide oversight for the performance of the Initiatiye
against Goals and Objectives. The team will be
accountable to the NCR leadership for the successful and
timely accomplishment of their Initiative. Project

management support will be provided for UASI grant
projects through the NCR Homeland Security Grants 4
Program Management Office. Lead support groups wil
also be identified to provide subject matter expertise and
coordination with their functional area as required.

Performance Assessment

Measure Basdline Target

Initiative performance indicators Current Performance targets (or estimate
performance (or | when target will be set)

estimate of when

data will be

available)

Time- Strategic planning stage and terS T =)
frame: Lead:

d

>
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Note onStrategic Plan Funding

Funding source identification, investment justificatiangd allocation decisions will be made as a part of
the implementation planning process. Funding source amalyd allocation is not part of the NCR
strategic planning effort and not included in 8teategic Plan

All 2006 DHS UASI grant projects and proposals are suppasfitiee Initiatives as detailed in the
tables below. Current funding for the UASI proposed ptsjbas been reviewed and funding
allocations and investments made based upon Regional émdgpaopriations.

Foreword on ROM Cost Estimates provided in the InitiativeAppendix

We derived the cost estimates in Bteategic Planfrom review and analysis @lvailablecost and
resource samples, prior capability estimates, and luatdnidget data. Each Initiative ROM cost range
is dependent upon the level and detail of source data providedost cases, non-priority Initiatives
have not matured sufficiently to fully detail resourod avestment requirements.

Accordingly, the focus of cost estimation has beethe critical, near-, and middle-term Initiatives.
The objective of the cost estimates was to set@eragainst required resources and investment types.

In general, estimation of priority Initiative ROM castme from a process of roughly linking UASI
capability development budget estimates with related pyibritiatives and projecting maintenance and
implementation requirements across the three-yeadoef performance (FY2007 to FY2009). The
effort was closely associated with the creation dfedt Initiative sequence and timeline for execution
(see Section 4.2 and Appendix C) that proposes a logdat,cstart, end, and duration of strategic
activities across the period of performance. If andiite lacked sufficient information for a detailed
ROM cost estimate, available detail related to resourtasdy, estimation, and assumptions has been
included in Tables A-4 through A-7 for reference.

Estimates included in tH&trategic Plarare intended to give a sense of scale and level at effquired
to implement the&trategic Plaronly. Detailed mapping and alignment of target capalsilagainst
Initiative activities and investments will be required faore definitive program and project planning
estimates. Costs will be refined as the Initiativeured and the Initiative Leads develop operational,
program, and project plans. Detail around requiremente$murces, equipment, and investments will
add vital context to cost estimates that will in turn assls®me of the assumptions we made in
Appendix A. As Initiative planning progresses, requiremengsldpment will aid in the understanding
of cost factors that influence NCR capability developnaeat identify opportunities for cost avoidance
and savings to the preparedness capability enhancement effort

Final Draft—August 18, 2006 A-6
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Table A-4—Goal 1 (Planning & Decision-making)

PLANNING & DECISION-MAKING

Goal 1: A collaborative culture for planning, decision-malng, and implementation across the NCR
Objective 1.1: Strengthen the regional approach to homelahsecurity planning and decision-making
Initiative 1.1.1: Develop and periodically update theStrategic

pandp yup < PRIORITY
Plan and related processes
I nitiative Description
Document the process, policies, and practices toltmved in producing the Regional strategic plan, withipalar focus
on the roles played in the planning process by the SPG @manCAO Committee, R-ESF Committee Chairs, EPC
(including a broad cross section of private and civitosggarticipants), and the NCRC. Regularly update, based o
lessons learned and new information, bothStrategic Plarand the development process.
Rationale Desired Result
Addresses th&CL Planning capability and EMAP standards related to Timely adoption of strategic plans wel
Program Administration, Program Evaluation, Laws and Authorities, and | accepted by participants
Planning. Addresses Regional gaps regardimgjusion of the Private Sector
in Regional Planning

Key Tasks and Programs Milestones

» Draft strategic plan development process (1) Initial draft of proposed strategic planning process
» Obtain process acceptance from NCR participants (October 2005); (2) NCR participants approve

» Complete first strategic plan process (December 2005); (3) First strategic plan

» Document lessons from previous cycle complete (August 2006); (4) Lessons learned from

» Interview stakeholders for requirements from new stakieln® | previous cycle captured (October 2006); (5) New

» Draft proposed process changes cycle requirements drafted (February 2007); (6)
»Validate changes Revised process adopted by NCR participants (March
» Adopt new process 2007)

Rough Order of Magnitude (ROM) Estimate of Cost | $800K to $1.5M

ROM Cost Estimate Assumptions
Cost will be incurred over 18-month period, FY06. Costreates only include the development of Bteategic Plarand
framework for the August 1 final document and 8 month$&faategic Plarenhancements as operational plans are
developed in the NCFStrategic Plarperiod of performance is 3 years, FY07-FY09. Historical data from FYO03 to
FYO06 is an accurate predictor of future cost and groatibsr Cost is intended as a ROM, scale estimate Prdgram
plans may require an increased level of resourcing. $ae@tgs will be realized as programs mature anddastices are
incorporated into program operations. Costs for sustaihofecurrent infrastructure are not included. Costsrftegration
of regional and local NCR programs are not included in dseestimates. ROM cost has not been risk adjusted.

Types of Resources and | nvestments

Strategic framework planning: Related project: NCR StraRgggess Development and Support; 8 full-time equivaler
(FTE) contractors, overhead; 4 FTE government teiame, and materials. Development of strategic planningegsoand
decision-making support framework. Implementation of franr&w9 contractors, overhead; Government team: time and
materials. Firm Fixed Price Contract.

—

Early stages (FY 06, 07) NG EPC

Performance Assessment

Baseline
Time to develop and adoftrategic Plan Target to be adopted by
September 2006

Final Draft—August 18, 2006 A7
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PLANNING & DECISION-MAKING

Goal 1: A collaborative culture for planning, decision-malng, and implementation across the NCR

Strengthen the regional approach to homeland security plaring and decision-making

Initiative 1.1.2: Document and implement the components and sequence of tRER homeland
security regional planning process, incorporating results olessons learned

I nitiative Description

Document how implementation plans for specific Inities and action items are developed, based oBtthtegic Plan
Include steps to incorporate the results of performandeisk-based assessments such as EMAP amhtitnwide Plan
Review Specify roles for all of the NCR Partners.

Rationale Desired Result
Addresses the EMAP standard relate@togram Coordination. Timely adoption of implementation plans with

Addresses Regional gaps regardiesource Management and strong across-the-board support, leading to
Prioritization . improved performance and risk reduction

Key Tasks and Programs Milestones

» Conduct assessment of 14 key NCR capabilities (1) Capability assessment complete (January
» Develop Concept Papers for candidate UASI projects 2006); (2) Concept Papers submitted (January
» Identify and prioritize projects against capabilities 2006); (3) Projects prioritized (February 2006);
» Complete and submit UASI grant application (4) UASI application submitted; (5) UASI gran
» Receive and allocate UASI award awarded (May 2006); (6) Project plans

» Develop project plans and program management plan developed (June 2006); (7) UASI funds allocated
» Document current project execution planning processyaat (July 2006); (8) Program management plan
assessments, and desired planning participants developed (August 2006); (9) Current project
» Interview stakeholders for improved planning requirementd\(®id | execution planning process documented
Partner roles (November 2006); (10) Stakeholder interviewg
» Draft proposed revised process including participatiossrol complete (January 2007); (11) New process
» Validate draft with stakeholders drafted (March 2007); (12) New process

» Obtain approval of new process validated with stakeholders (May 2007); (13)
Process ratified (June 2007)

Rough Order of Magnitude (ROM) Estimate of Cost $500,000 - $1M

ROM Cost Estimate Assumptions

Cost will be incurred over 21-month period, FYO06 through FYIBi& Initiative will occur early in the program and
overlap with 1.1.1Strategic Plarperiod of performance is 3 years, FY07-FY09. Cost enid¢d as a ROM, scale
estimate only. ROM cost has not been risk adjusted.

Types of Resources and | nvestments
Number and cost of FTEs required not defined. Scenaseeb@hreat Analysis and Assessment project. Contractor
service contract to compile risk and threat assessmdrdralysis from programs across DC, MD, and VA itiadtide
capability and task planning for securing the NCR.

Early stage (FY 06 to O7)BaTHiF: A=)

NCR Homeland Security Grants and Program Management|
Office
Performance Assessment

Baseline Target
cdData to be available by June 2007

Percent of required implementation plans complets
within 9 months ofStrategic Plarrelease

Improvement in performance- and risk-based Data to be available by March 2007
assessment results

124
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PLANNING & DECISION-MAKING

Goal 1: A collaborative culture for planning, decision-makng and implementation across the NCR

Obijective 1.2: Establish an NCR-wide process to idengifand close gaps using public and private resources

I nitiative Description

Addresses th&CL Risk Managementcapability and EMAP
standard related tdazard Identification and Risk Assessment
Addresses Regional gaps regardigplic-Private

Coordination andResource Management and Prioritization

Key Tasks and Programs

» Develop description of assessment need
» Document potential methodologies

» Evaluate methodologies

» Select approach and adapt as necessary
» Identify scenarios

» Assess level of risk

» Develop risk mitigations

» Refine and validate countermeasures

» Cost countermeasures

» Rank mitigations by cost-effectiveness

» Select countermeasures for action

Rough Order of Magnitude (ROM) Estimate of Cost

ROM Cost Estimate Assumptions
Cost will be incurred over a 7-month effort, FY06 to FYBgtimated costs relate to design and developmersgkahmd
gap analysis process only. ROM cost has not been rigktadj Risk assessment is a non-recurring cost impaltng t
FY06 budget onlyStrategic Plarperiod of performance is 3 years, FY07-FY09. Histordosk data from FY03 to FY06
is an accurate predictor of future cost and growth r&test is intended as a ROM, scale estimate only. Gdpsanwill
be a non-recurring cost impacting the FY07 budget only, idar&months. ROM cost has not been risk adjusted.

Types of Resources and | nvestments

Number and cost of FTEs required not defined. Scenaseeb@hreat Analysis and Assessment project. Contractor
service contract to compile risk and threat assessmdrdralysis from programs across DC, MD, and VA tnadtide

capability and task planning for securing the NCR. Rdlatejects and programs: Emergency Management Acciiedits
Program (EMAP, 04.1.12.b, also listed in 1.2.2), NCR Massi@gsand Surge Development Initiative-Phase 1
(04.1.2.PL), Mass Casualty and Surge Capacity Developmitiative (8BUASS), Securing Freight Rail Transportatior
(1BUASS), Main Exercise and Training Operations PaB€QP) RPWG completed analysis in 2005. Gap Analysis f@
Patient Tracking 2006, Interoperable Communications gap @abfseduled for 2006.

Initiative 1.2.1: Design and conduct a risk-based threat
analysis to identify and address gaps in regional preparedneg

Develop a methodology for identifying and assessing ggaisks in the NCR, using a scenario-based risk and threat
assessment consistent with HSPDs 7 and 8. Conduct tlysiansing the methodology to identify risks due to gaps
preparedness. Develop, prioritize, and select the pppte risk countermeasures to remedy identified gaps.

Rationale Desired Result

h

PRIORITY

Clear and accurate risk identification and mitigatio
ranking; maximum risk reduction for available
resources

Milestones
(1) Risk analysis requirements defined (Septembe
2006); (2) Potential methodologies documented ar]

-

evaluated (September 2006); (4) Approach selected

and adapted (October 2006); (5) Risk analysis desi
approved (October 2006); (6) Scenarios developed
(November 2006); (7) Threat, vulnerability and
impact quantified (December 2006); (8) Potential
countermeasures identified (January 2007); (9)
Validated countermeasures completed and costed
(February 2007); (10) Countermeasures ranked ar
selected for action (March 2007)

$2M to $4M

Early (FY 06, 07)

Performance Assessment

Basdline

CAO rating of usefulness of threat analysis in
decision-making

NaltiEiY=Y| NCR Homeland Security Grants and Program Managem

Data to be available by December 2006

Target

Final Draft—August 18, 2006
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PLANNING & DECISION-MAKING

Goal 1: A collaborative culture for planning, decision-malng, and implementation across the NCR
Obijective 1.2: Establish an NCR-wide process to idengifand close gaps using public and private resources

Initiative 1.2.2: Establish a requirements generation and PRIORITY
prioritization process that addresses needs of all pracdgioners
I nitiative Description

Translate the selected countermeasures from thasgg#ssment into requirements at the Regional, jurisuidtiand State
levels. Involve the R-ESFs in this process to empleasiderstanding the vantage point of the end-user and toizeni
the use of acronyms, code, and jargon.

Desired Result

Rationale

Addresses the EMAP standard relateti&zard Mitigation . Requirements accurately identified to enable
Addresses Regional gaps regardiesource Management and | countermeasure execution
Prioritization andRegional Analysis of Threats

Key Tasks and Programs Milestones

» Define ESF roles and responsibilities (1) Revised ESF roles, responsibilities, and

» Appoint ESF membership membership documented (March 2007); (2) All

» Identify all requirements implied by selected countermessur| requirements implied by selected countermeasures
» Align requirements to entities and correct for requingime identified (April 2007); (3) Net requirements alignef
already satisfied to entities (May 2007); (4) Requirements prioritized

» Prioritize remainder according to countermeasure ranking | (June 2007)
Rough Order of Magnitude (ROM) Estimate of Cost [EXNUSERUI

ROM Cost Estimate Assumptions
Costs will be incurred over 4 months, FY07. Cost egémaly includes cost of services for the development of
prioritization processStrategic Plarperiod of performance is 3 years, FY07-FY09. Historioat data from FY03 to
FYO06 is an accurate predictor of future cost and groatibsr Cost is intended as a ROM, scale estimate ®&MOM cost
has not been risk adjusted.

Types of Resources and | nvestments

Identify Needs. Related Projects: EMAP Project (04.1.22bJAS5, also listed under 1.2.1); number of FTES require]
not defined. Enhance the role of ESF Committees. limgidimited to defining R-ESF role, significant ESFarection

will be required. Contractor-provided facilitation andyament contract for the improvement of the progdeswelopment
process.

Middle stage (FY 07) N2 NCR Homeland Security Grants and Program Management

Lead: Office
Performance Assessment
Basdine Target
Data to be Data to be available by May 2007

available by May
2007

R-ESF members’ knowledge and support of
Regional requirements for their function, as
determined by survey

Final Draft—August 18, 2006 A-10
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PLANNING & DECISION-MAKING

Goal 1: A collaborative culture for planning, decision-makng, and implementation across the NCR
Objective 1.3: Enhance oversight of and accountability fothe management of investments and capabilities

Initiative 1.3.1: Establish regional oversight and accountability
function with appropriate tools and resources for performance PRIORITY
transparenc

I nitiative Description

Establish a specific oversight and accountability falehe EPC, SPG, and CAOs to ensure that performangets are
being met and programs are being implemented efflgighdster increased transparency, openness, and caiodity
setting up technology tools and other resources alloalifigegional stakeholders to be aware of activitieblaitiatives
occurring throughout the NCR. The Initiative intentaensure that project management, system performamnddyottom
line public service objectives are being met.

Rationale Desired Result

Addresses the EMAP standard relateddwisory Committee. NCR Partners are accountable for commitmery
and aware of status of NCR activities

Key Tasks and Programs Milestones

» Fully staff NCR SAA (1) MWCOG website developed (October 2005); (2) Project

» Develop MWCOG Homeland Security website management training provided (December 2005); (3) Program

» Provide project management training to NCR management plan developed (August 2006); (4) Performance

personnel definitions and measures established (October 2006);G® N

» Develop program management plan entities report regularly against measures (January 2@)7); (

» Establish performance audit capacity NCR collects performance data from exercises, trairsnd,

» Establish accountability feedback mechanism other events (February 2007); (7) NCR conducts Region-wide

» Establish QA/QC function performance reviews (March 2007); (8) Entities provide plansg

» Implement measures of effectiveness (MOE) addressing performance gaps (June 2007); (9) Types of

» Include MOE results in Annual Report to Congressnformation-sharing support needs identified (April 2007); (10
» Conduct exercises and events with after action | Functional specification for new information-shariapabilities
reporting established (May 2007); (11) NCR performance data is made
» Develop web-based information-sharing portal | publicly available (September 2007); (12) Information-sigari

» Establish standards and requirements for electropigystem use and security policies and standards developed (Ju
information-sharing 2007); (13) Information-sharing capabilities designed (Seipten
» Make existing materials electronically accessible| 2007); (14) Capabilities implemented (January 2008)

Rough Order of Magnitude (ROM) Estimate of Cost [ESEWACRIAT

Yy

—

ROM Cost Estimate Assumptions
Cost will be incurred over 26 months, FY06 through the beginof FY08. Cost estimates are related to staffing
oversight and accountability functions for SPG and GA@. Strategic Plarperiod of performance is 3 years, FY07-
FY09. Historical cost data from FY03 to FY06 is an aceupaedictor of future cost and growth rates. Cositenided as
a ROM, scale estimate only. ROM cost has not bskradjusted.

Types of Resources and | nvestments

CAO, SPG, and NCR Homeland Security Grants and Proyfanagement Office Oversight Function. Secretarial
Support to CAO and EPC (0.3.1.1.PL, 04.1.9.PL, XIUASS5), Planfar Health Committee (03.2.0.COG), COG; 10 N
Offices (including NCR Homeland Security Grants & ProgManagement Office), 5 Program Managers: 3 State
Program Managers, Office of Deputy Mayor for Public Ségand Justice (ODMPSJ), 8 FTEs and administrativescos
Approximately 4.5M per year with additional cost of staffitifecation and coordination between offices. MWCOG
website, application timeline process.

Time-frame: Early and middle stages (FY 06, 07, O8 M Faiiitul=| NCR Homeland Security Grants and
Program Management Office

)
Py

Performance Assessment
Measure Baseline
Utilization rates for collaboration and informatisharing systems Data to be available by June 2007
Partners’ awareness of NCR activity status (by survey) Data to be available by April 2007

Final Draft—August 18, 2006 A-11
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PLANNING & DECISION-MAKING

Goal 1: A collaborative culture for planning, decision-makng and implementation across the NCR
Objective 1.3: Enhance oversight of and accountability fothe management of investments and capabilities

Initiative 1.3.2: Develop investment lifecycle planning approach to ensure irdstructure and

resources are available to support multi-year operational capabtiies
I nitiative Description

Establish and adopt methodologies for lifecycle cost estirp when making investment decisions, in order tarens
that investments are funded to include full multi-yearati@nal costs. Develop mechanisms to coordinate apjalicof
these methodologies across Regional jurisdictionsviestments in public and private infrastructure and reserv
capability.

Rationale Desired Result

Addresses the EMAP standard relate#ittancial and Resources are available to make full use of
Administration . Addresses Regional gaps regardregsource investments
Management and Prioritization.

Key Tasks and Programs Milestones

» Define investment priorities of the Region and its | (1) Long-term risk mitigation investment policy objectve
jurisdictions established (October 2007); (2) Strategic planning guidange
» Integrate with current or proposed spending and/or developed based on these objectives for Regional public- and
funding programs private-sector entities (November 2007); (3) Objectives

» Establish lifecycle guidance standards to be appligdreflected in grant applications (December 2007); (4) Lyide
when reviewing cost estimates for investment decisjansestment planning guidance standards established (January
» Establish processes for availability/integration of | 2007); (5) Life-cycle guidance applied to grants process
lifecycle information in Regional and jurisdictional | (March 2007); (6) Investment policy objectives reflected in
decision-making processes various Regional and jurisdictional plans (March 2007); (7)
» Use Capital Planning and Investment Controls Life-cycle guidance applied to internal decision-making
(CPIC) to ensure cost management processes within NCR (October 2007)

Rough Order of Magnitude (ROM) Estimate of Cost

$1M to $3M

ROM Cost Estimate Assumptions

Cost will be incurred over 19-month duration, FY06. 6 FTdest for approach development only, including

incorporation of other lifecycle related plans (exigtplanning documentsktrategic Plardevelopment activities are
estimated as a contract. Cost will be incurred ovemdfth period during FYOStrategic Plarperiod of performance is
3 years, FY07-FY09. Cost is intended as a ROM, scalaastonly. ROM cost estimate has not been risk adjusted.

Types of Resources and | nvestments

Resource multi-year capabilities and toolsets. Relatedrams and projects: Text Alert Maintenance Cohf{xt1.14),
Partial Funding for Roam Secure Maintenance Confeelct.18), Operational Cost Reimbursements (04.1.19, Set aside
OCRUASS), NCR Radio Cache Logistics (4C1UAS5), NoVA Emecgdvlanagement Messaging Network (Emnet,
VA1UASS), Maintenance Contract for Text Alert System g§RoSecure, RQ222987). Personnel: Operational Systeis
SME, Program Managers. Detailed Resource informatibgeatavailable. Long term investment in infrastruetu
Related projects: Standardized CIP Assessment Tools4(.), Regional Water Supply emergency Operational Plans
and Best Management Practices Guide for Water SecurityASDb).

Early and Middle stage (FY 06, [REILIEUN=E NCR Homeland Security Grants & Program
07, 08) Lead: Management Office

Performance Assessment

Baseline Target

Funding shortfalls for investment-related operatiopaburce Data to be available by January 2007

Percent of investments incorporating coordinated homelaaatity and other | 0 Data to be

objectives available by
January 2007
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129 Table A-5—Goal 2 (Community Engagement)

Goal 2: An informed and prepared community of those whdive, work, and visit within the region, engaged in tle
safety and security of the NCR

Objective 2.1: Increase public preparedness through edation campaigns and emergency messaging before, during
and after emergencies

Initiative 2.1.1: Establish regional protocols
and systems for developing and distributing PRIORITY
emergency information to all NCR populations

I nitiative Description
Develop and approve message templates consistent @ilfbtBHS scenarios and the NCR’s target and special needs
populations (including visitors, people with disabilitiaad non-English speakers). Establish and conduct training and
exercises on processes and protocols for disseminatinfonhation. Implement a “system of systems” toyile

warning, alert and notification, and continuing infaetion to the population before, during, and after an emeygenc

Rationale Desired Result

Addresses the TCEmergency Public Information and Warning Timely, accurate, specific, coordinated, and
capability and EMAP standards relatedmmmunications and consistent messages delivered to all populati
Warning andCrisis Communications Public Education and across the Region

Information . Addresses Regional gaps regarditgndardized Alert
Notification Procedures Region-Wide Strategic Communications
Public Information Dissemination, andSpecial needs considerations
for response and recover
Key Tasks and Programs Milestones

» Develop a First Hour Checklist (1) First Hour Checklist completed (June 2006); (2) Outdoamifig

» Conduct Outdoor Warning System Pilot pilot complete (September 2006); (3) Reverse 911 fully opegdtion
» Implement mass notification system (ReversgJanuary 2007); (4) 211 database fully functional (February 2(8)7);
911) Additional system needs defined and prioritized (Septe2®@6); (6)
» Develop fully functional NCR 211 database | Potential means for providing capabilities researametiselected

» Install dynamic messaging on evacuation | (December 2006); (7) Base messages developed for 15 DH3igsena

routes (January 2007); (8) Target and special needs populations ideatified
» Deploy RSAN alert network communication channels selected (February 2007); (9) Targeted

» Define additional system requirements message templates developed (March 2007); (10) Message devaopme
» Evaluate potential system solutions guidelines approved (April 2007); (11) Contact persons identidiedlf

» Develop message templates localities (May 2007); (12) Message dissemination guidelinesoapgr

» Identify target and special needs populations (May 2007); (13) Training of appropriate staff completed lioghlities
and communications channels (September 2007); (14) First round of exercises complete (Novembe
» Establish message development and 2007); (15) Assessment of exercise results completed andulistti
dissemination guidelines (December 2007) (16) New systems or enhancements in place

» Conduct messaging training, exercises and| (December 2007); (17) Training of relevant staff on nestesys
assessments completed (March 2008); (18) System performance assessment

» Acquire and integrate system solutions methodology adopted (May 2008); (19) Exercise of notificadigstiems

» Train system users conducted (August 2008); (20) Assessment of exercise results

» Test systems completed and distributed (November 2008)

» Assess performance
» Multi-lingual messaging; Specific
communications media; 508 compliance, Brall
in printed materials, sign language in video;

Specific requirements for special needs (e.qg.
assistance in elevators)

Rough Order of Magnitude (ROM) Estimate of  [RZGAGEZIY
Cost

e

ROM Cost Estimate Assumptions
Cost will be incurred over 32 months, FY06 through earlQ% System of systems design and implementation
continue throughout FY06, FY07, FY08, and into FY09. Systeamtenance will be a fixed cost for the 2.5 yearqukri
No new hardware or software is required for “enhancem8higtegic Plamperiod of performance is 3 years, FY07-FYO,
Historical cost data from FY03 to FY06 is an accurate ptedof future cost and growth rates. Cost is inte as aROM,
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Obijectives, anhhitiatives

scale estimate only. ROM cost has not been risk adjuste

Emergency Power Back-up). Testing and integration acr@ssvid, and VA.

Types of Resources and | nvestments

Number and cost of FTEs required not defined, except 4 WitRtarget communications background and familianitth
special needs campaigns. Investment in enhanced publig wafeing systems and citizen protection. Communication
Standard Operating Procedure, Communications Equipmddhfmastructure Assessment and implementation. Relate
Projects: Sirens Pilot, Roam Secure (RSAM), Rev@tde Protocols for Mass Notification, JIC, Answers-2; TOPOFF
4, First Hour Checklist, Communications Plan (protocefsergency messaging and Messaging Boards (Traffic Signa

o,

09)

Performance Assessment

Regional emergency messaging tests per year
2006

Early through late stages (FY 06 - BTG A =Y N==6k R-ESF #5 Emergency
Management

Dateaatabable by November

messages
Test message response — percentage of intended recipiggsmessages who
respond as directed

Test message timeliness — time required in exerciggetinice and disseminate| Data to be available by May 2007

Final Draft—August 18, 2006
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Goal 2: An informed and prepared community of those whdive, work, and visit within the region, engaged in tle
safety and security of the NCR

Objective 2.1: Increase public preparedness through edation campaigns and emergency messaging before,
during, and after emergencies

Initiative 2.1.2: Develop and sustain multi-year education
campaigns to provide all the public (residents, workers, PRIORITY
and visitors) with preparedness information
I nitiative Description

Coordinate and align jurisdictional efforts to enswiesistent public preparedness education campaign messagss
the NCR. Put in place a Regionally coordinated plan sarensufficient funding for multi-year education campaigns.
Work with the media to inform the public of recommengegparedness actions.
Rationale Desired Result
Addresses the EMAP standards relate@risis Communications, Public
Education and Information. Addresses Regional gaps regardiepgion-

Wide Strategic CommunicationsandPublic Information
Dissemination

Key Tasks and Programs Milestones

concerning their roles in Regional
preparedness. Continuity of funding for
ongoing campaigns is assured.

NCR residents are informed and motivated

» Identify communication objectives and target | (1) Basic messages identified (March 2006); (2) Delivegteyy
audiences developed (audiences and channels) (September 2006); (3) Media
» Assess the awareness and attitudes of the targetngagement strategy adopted (November 2006); (4) Campaign
audience(s) plans finalized, including assessment plans (January 2097); (5

» Develop the communications plan Resources needed identified on a full lifecycle cost bagisrgary

» Identify long-term funding needs 2007); (6) Long-term funding plan documented (April 2007); (7

» Establish long-term funding plan Campaigns initial phase completed (January 2008); (8) Ggmpa

» Refine and approve the plan assessment results distributed (February 2008)

» Deliver education campaign

» Assess effects of campaign

Rough Order of Magnitude (ROM) Estimate of Cost $4M to $6M
ROM Cost Estimate Assumptions

campaigns. Cost will be incurred January FY06 through Jaf¥08. Overlaps with 2.2.1 and 2.2.3. Current media
campaigns are an accurate predictor of future 8bsitegic Plarperiod of performance is 3 years, FY07-FY09.
Historical cost data from FY03 to FY06 is an accurate ptedof future cost and growth rates. Cost is intended as
ROM, scale estimate only. ROM cost has not bednadfusted.

(03.1.7.PL), Citizen Education Campaign (03.1.8.PL), Outremémivate Sector for Citizen Education Campaign
Contract (03.1.1.aPL). Be Ready to Make a Plan, ReghMagteting and Alert & Notification- system investnten
Approximately $1.7M per year. Citizen Education Campaign (8FL1), Outreach to Private Sector for Citizen
Education Campaign Contract (03.1.1.aPL. Detailed resiufarenation not yet available. Red Cross “Masters of
Disaster” K-12 Program, 5D Volunteer Grants Programu¢gtion portion coordination).

Types of Resources and | nvestments

Number and cost of FTEs required not defined. Relatedgmragand projects: Media in the First Response Sympos

Cost will be incurred over 25 months, FY06 through FYO08. @stiates related to public preparedness commurricatio

um

Early and middle stages (FY 06, 07, 08) | nitiative R-ESF #15 External Affairs
Lead:
Performance Assessment

Preparedness understanding—population’s awareness of pregsasradtions to take
(average score of respondents on preparedness quiz)

Preparedness intentions—population’s intentions to impleraeaimmended 50% 65%
preparedness actions (percent of respondents planningetattidast one desired
action)

Proportion of population signed up for alert systems 0% 209

Percent net present value of future campaign costs mo&ily matched with Data to be available by April
sources 2007
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COMMUNITY ENGAGEMENT

Goal 2: An informed and prepared community of those whdive, work, and visit within the region, engaged in tle

safety and security of the NCR

Objective 2.2: Strengthen the partnerships and communicains among the NCR's public, civic, private, and

NGO stakeholders

Initiative 2.2.1: Identify and develop opportunities and resouces for stakeholder partnerships
to broaden participation in public disaster preparedness

I nitiative Description

Region’s civic, private, and NGO stakeholders.
Rationale

Addresses the TCCommunity Preparedness and Participationcapability.

Provide opportunities for individuals, community groupsmnmers of the private sector, and non-governmental
organizations to become involved in disaster preparedmessding planning, training and exercises, and message
dissemination). Create channels for sharing informatiith this broad base of participants. Arrange mechanjsuch
as mutual aid agreements) to increase resource shaharg appropriate, between government agencies and the

Desired Result

Addresses Regional gaps regardimgjusion of the Private Sector in Regional| and NGO members in Regional

Planning, Public-Private Coordination, and Public Information

Dissemination

Key Tasks and Programs
» Restructure R-ESF processes to include private seq
and NGO coordination
» Design civic, private, and NGO roles into training an
exercises

» Recruit participation

» Design information-sharing needs

» Identify desired contact points for information flow

» Formalize civic, private, and NGO preparednesssrol
in NCR governance and operations

» Establish communication channels

» Maintain the channels

» Conceptually identify shareable resources

» Identify and contact potential civic, private, and NG(
resource-exchange partners

» Specify proposed resource-sharing matrix (resource
owners, borrowers)

» Formalize sharing arrangements

preparedness activities

Milestones

t¢l) Plan for broadened participation adopted (November
2006); (2) Preparedness activities redefined to allow for
dadditional participation roles (February 2007); (3) Desired
information flows documented (March 2007); (4) Tentativ
resource-sharing objectives documented (March 2007); (

Participation of desired entities solicited (April 200(B);

Potential resource-sharing partners briefed and inteedew
e (June 2007); (7) Information channels established (March

2008); (8) Ratify new governance and operational

documentation formalizing civic, private and NGO roles i
the NCR. (9) Resource-sharing matrix complete (May 20

(10) Recruitment for expanded civic, private and NGO

Dparticipation complete (April 2008); (11) Formal sharing

arrangements in place (June 2008); (12) Review and

sincorporate strategic best practices (November 2009); (138)
Revise strategic planning for Initiative implementatiod a

prioritization of ongoing efforts (December 2008)

Greater involvement of civic, private

OT (D
~

D8);

Rough Order of Magnitude
(ROM) Estimate of Cost

Initiative has not matured beyond conceptual level. RGIM cost will be
available once type of resources, investments aindtisst required to fulfill the
Objective and Initiative are agreed upon by the approgiéfe RPWG.

Plan development: $500K to $1.5M.

ROM Cost Estimate Assumptions
Cost will be incurred over 27-month period, FYO7 through FYX@®or intensive effort.Strategic Plarperiod of

performance is 3 years, FYO7-FY09. Cost is intendedR®3M, scale estimate onl\strategic Plardevelopment

activities are estimated as a contract. ROM coshagt has not been risk adjusted.

Types of Resources and | nvestments

Early to late stages (FY 07, 08, 09)

Stakeholder identification by R-ESFs. Resource informatiat yet available.

I nitiative

R-ESF #15 External Affairs

Lead:
Performance Assessment

activity, and type of entity)

Number of stakeholder participation opportunities maddae (by jurisdiction,

Baseline  Target
Data to be available by
November 2006

Proportion of desired information exchanges occurringlé¢fined in Milestone 3)

Value of resources that are the subject of formalisharrangements

2007

Data to be available by Marc

!
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Goal 2: An informed and prepared community of
safety and security of the NCR

those wh live, work, and visit within the region, engaged inthe

stakeholders

Objective 2.2: Strengthen the partnerships and communicains among the NCR's public, civic, private, and NGO

Initiative 2.2.2: Increase civic involvemen
in all phases of disaster preparedness
I nitiative Description

includes operationalizing volunteer roles, specifyi

Rationale
Addresses th& CL Community Preparedness and

Consideration for Response and Recovery

Key Tasks and Programs

» Segment the population in terms of participatior]
» Identify involvement roles by segmentation

» Recruit involvement with targeted outreach

» Plan for management of spontaneous volunteet
during emergency

» Recruit volunteers

» Provide training for volunteers through Citizen
Corps, Red Cross, etc.

» Develop system for managing volunteers

Engage all NCR residents and visitors — including childrehtlaose with special needs —in NCR preparedness
activities, including personal and family preparednesikinteering, and local- and Regional-level activitiEsis

Volunteer Management and Donationsapabilities and EMAP standards
related todResource ManagementAddresses Regional gaps regarding
Inclusion of Private Sector in Regional PlanningandSpecial Needs

Rough Order of Magnitude (ROM) Estimate of Cost

ROM Cost

has not been risk adjusted.

Program.

Costs will be incurred over 14 months in FY07. Coshestiés related to civic involvement participationjgects only.
No recurring charge&trategic Plarperiod of performance is 3 years, FY07-FY09. Historicat data from FYO03 to
FYO06 is an accurate predictor of future cost and groatibsr Cost is intended as a ROM, scale estimate ROyl cost

Types of Resources and | nvestments
Number and cost of FTEs required not defined, except f&fTH with background in civic involvement campaigns.
Volunteer Management Across the NCR, Related prograthprajects: Citizen Corp Council and 5D Volunteer Gsant

t and volunteerism

PRIORITY

ng plan this process, protocols, and procedures.

Desired Result

The public is actively involved in
preparedness activities, through
private preparation and volunteer
roles.

Participatiorand

Milestones
(1) Volunteer emergency roles across the Region ptbéhd
catalogued (September 2006); (2) Emergency volunteer
management plan adopted (February 2007); (3) Public
sengagement plan complete (April 2007); (4) Volunteer
management system requirements specified (June 2007); (5)
Volunteer training material and delivery developed (August
2007); (6) Targeted recruitment underway (August 2007); (7)
Initial recruitment campaign complete (August 2008); (8)
Volunteer management system deployed to localities, @itize
Corps, Red Cross, etc. (September 2008)
$3M to $6M

Estimate Assumptions

Early stage FYO07

Performance Assessment

preparedness plan (by survey)

Percent of population that has taken steps to develop perspfélue from

R-ESF #16 Donations and Volunteer
Management

I nitiative
Lead:

Basdline

Data to be available by April

Campaign Survey] | 2007

and community emergency plans (by survey)

Percent of population familiar with their workplace, saho

Data to be available
by April 2007

95% by 2010

the NCR

Number of registered volunteers in specific organizations i

Data to be available by September 2006

Average hours of training per volunteer

Data to be abvlailby April 2007
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Table A-6—Goal 3 (Prevention & Protection)

PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events
Objective 3.1: Develop and maintain common regional standagdfor planning, equipping, training, operating,
and exercising
Initiative 3.1.1: Develop a prevention and mitigation PRIORITY
framework for the region
I nitiative Description
Develop a document that explains the NCR's approach tonpi@vend mitigation of all-hazards events, which is
closely linked to existing national preparedness fraonksvand can be used for determining funding priorities within
jurisdictions.
Rationale Desired Result

Addresses th&CL Planning capability and EMAP standards related to Consistency and comprehensivene
Planning. Addresses Regional gaps regardregional Mitigation Plan and in prevention and mitigation plannin
Resource Management and Prioritization across the Region
Key Tasks and Programs Milestones

» Identify prevention and mitigation roles and | (1) Existing communication channels documented (November
responsibilities among the NCR Partners 2006); (2) NCR jurisdictions buy in to Regional

» Identify communication channels among the | prevention/mitigation framework (January 2007); (3) LisNa&fR
NCR Partners Partners with a role in prevention/mitigation completi#larch

» Inventory existing prevention and mitigation | 2007); (4) List of existing prevention/mitigation plans cortgile
plans (April 2007); (5) Prevention/mitigation planning document

» Develop communications and planning published (June 2007); (6) Prevention and mitigation plan
structures successfully implemented in exercises and real world intsde

» Develop a resourcing strategy (August 2007); (7) Prevention and mitigation plan actually tsed
» Produce framework document determine funding priorities (September 2007)

Rough Order of Magnitude (ROM) Estimate of Cost
$380K to $420K

ROM Cost Estimate Assumptions

Cost will occur over 12-month period, FYO7. ROM cost haseen risk adjuste&trategic Plarperiod of performance
is 3 years, FY07-FYO09. Historical cost data from FYOBY®6 is an accurate predictor of future cost and groatés.
Cost is intended as a ROM, scale estimate only. RG¥has not been risk adjusted.

Types of Resources and | nvestments

Number and cost of FTEs required not defined. R-ESF #tig:tlerm community recovery and mitigation added to a
NCR Emergency Operations and coordination plans.

Timeframe: Middle stage (FY 07) | nitiative Lead: R-ESF #5 Emergency Management
Performance Assessment

Measure

Average relevance rating of prevention and mitigatiemework (as assesse Data to be

by jurisdictional POCs and NCR prevention/mitigation pagher available by
Spring 2006

Percent of prevention and mitigation funds requested afisingprevention | O Data to be

and mitigation plan available by Fall
2006

Prevention and mitigation scores in exercises (anceresaits) Data to be available by December

2006
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PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events
Objective 3.1: Develop and maintain common regional standagdfor planning, equipping, training, operating,
and exercising

Initiative 3.1.2: Develop a synchronized and integrated trainingind exercise framework, with
appropriate common standards

I nitiative Description

Develop a framework for Regional training and exercisdsetfisures that: (1) exercises are coordinated and de-
conflicted across the Region; and (2) responders arégadimcommon, Region-wide standards.

Rationale Desired Result

Addresses the EMAP standards relatet@iraining .

respond to events in a smoothly
synchronized and coordinated fashion

Key Tasks and Programs Milestones

Rough Order of Magnitude (ROM)
Estimate of Cost $1.5M to $3M

ROM Cost Estimate Assumptions
Cost will be incurred over 7-month period, FY07 through FYQ&riculum and Scheduling only, 12 FTEStrategic
Plan period of performance is 3 years, FYO7-FY09. Cost enithéd as a ROM, scale estimate or8yrategic Plan
development activities are estimated as a contract. B@lestimate has not been risk adjusted.
Types of Resources and | nvestments
Resource information not yet available.

Time-frame: Early to Middle stage (FY 07, 08) Initiative L ead: RPWG ETOP

Performance Assessment

Measure Baseline

Number of coordinated cross-jurisdictional exercises Data to be available by June 2007
Percent of exercises in Region which are coordinated ang
cross-jurisdictional

Training and exercise coordination scores/results

Final Draft—August 18, 2006 A-19

Responders from different jurisdictions

]

» Expand use of the Regional exercises calendar (1) Complete cross-jurisdictional exercise

» Implement guidance for determining when exercises should be guidance (June 2007); (2) Establish coordinatipn
cross-jurisdictional group (July 2007); (3) Produce common

» Develop a repository for training and exercise iterdéeening standards for each emergency function

and improvements (September 2007); (4) Release training and

» Establish a Regional training and exercises coordinatimmpgr exercise lessons learned repository (Novembe

» Produce common functional standards 2007)

» Market coordination mechanisms and standards to Regional

players

» Identify Regional stakeholders for NIMS, HSEEP, etc.
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PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events

Objective 3.1: Develop and maintain common regional standasdifor planning, equipping, training, operating, and
exercising

Initiative 3.1.3: Develop and implement an integrated plan
related to health surveillance, detection, and mitigation
functions between NCR Partners
I nitiative Description

Develop a comprehensive plan that outlines the role ofbbklth and health care institutions for disease dlanvee,

detection, and prevention. The plan will outline rotesponsibilities, and policy/law changes, as well as an
implementation plan to achieve the Initiative.

PRIORITY

Rationale

Addresses th& CL Epidemiological Surveillance and Investigation,
Isolation and Quarantine, Public Health Laboratory Testing,Medical
Surge,andMass Prophylaxiscapabilities. Addresses Regional gaps

Desired Result

Health emergencies are prevented or
detected early, response is quick and care
provided to all those affected

regardingMass Care

Key Tasks and Programs

» Enhance mass prophylaxis and treatment
capability

» Increase surge bed capacity/capability

» Ensure appropriate personal protective equipm
and inoculations provided for first responders anc
healthcare providers

» Develop a system for patient tracking (including
family reunification)

» Enhance disease surveillance through Essence
and BioShield programs

» Identify and address issues surrounding isolati
guarantine for people

Milestones

(1) Identify the roles of the key NCR Partners (May 20(@)):
Coordinate preparedness funding for public health and hezaith
institutions (June 2007); (3) Integrate public healthlagalth care
emstitutions monitoring and surveillance systems (Sepé&er2007);
1 (4) Public health responders and health care institptioniders
have appropriate personal protective equipment (Octobét);200
) (5) Complete the evaluation of the patient trackingtfdothe
NCR (November 2007); (6) Develop a NCR strategic plan for
> Public health and health care institutions (December 2QDy);
Implement the patient tracking system in the NCR (after
prgompletion of project and strategic, estimated time lively
December 2010)

» Ensure behavioral health surge capacity
Rough Order of Magnitude (ROM) Estimate of Cost

ROM Cost Estimate Assumptions
Cost will be incurred over 8 months in FY07 and FY08.ri#ance and sustainment costs will occur in FY07 and F
for the ESSENCE System and network. CATI: Cost ptmas dependent on adapting protocols to dissimilar
telecommunications networks. Maintenance and sustainroststwill occur in FY07 and FY08 for the ESSENCE
System and networlStrategic Plarperiod of performance is 3 years, FY07-FY09. Cost is inttadea ROM, scale
estimate only. ROM cost has not been risk adjusted.

Types of Resources and | nvestments
Investment in (1) State-based network of surveillaites for health risks and syndrome identification anckirecand
(2) Computer Assisted Telephone Interview Capacity (3AB) National Capital Region Syndromic Surveillance
Network (existing project) - continue development ofidtalone ESSENCE system across DC, MD, and VA.
Maintenance and add system functionality. Collaborgtarthers: JHU/APL, NCR Health Departments. (4) Regional
Implementation of Computer Assisted Telephone Interview G8p&ATI) across DC, MD, and VA: key personnel: 1
Principal, 366 hours @$125/hr., 1 Senior Editor, 1,090 houss@, SMEs, 190 hours @ $75/hr.
iz Early to Middle stage (FY 07, 08) | nitiative Lead: RPWG Health

Performance Assessment

$3M to $4M

Measure

Prevention—Prophylaxis capacity: combination of peroéspecified desired levels such
as available; doses, vulnerable population inoculated, etc

Early detection—Monitoring and surveillance test rasult

Response time—health emergency exercise responsengeseticores

Response/care adequacy—Mass care capacity: combinapenceht of specified desired
levels such as number of beds, available doses, etc.

Baseline Target
Data to be available by
December 2007

Patient tracking accuracy scores (by periodic audit)
Final Draft—August 18, 2006
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PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events
Objective 3.1: Develop and maintain common regional standagdfor planning, equipping, training, operating,
and exercising

Initiative 3.1.4: Develop a community-wide campaign, focused pmarily on prevention and

deterrence

I nitiative Description

Create a two-pronged Regional program, building upon egisittivities, that: (1) prepares the business/industry
community to recognize and report suspicious activity ttzat be related to terrorism; and (2) educates citizeds a
deters potential attacks through an information campaign.

Rationale Desired Result

Addresses th&CL Law Enforcement Investigation and Public understands what constitutes suspicious
Operations capability. Addresses Regional gaps regarding | behavior, knows how to report it, and is motivated fo
Regional Mitigation Plan andPublic-Private Coordination. do so; Region is organized to capitalize on
information so provided

Key Tasks and Programs Milestones

» Explore the expansion of Operation TIPP (a Regional | (1) “Critical mass” of NCR jurisdictions agree to
hotline number for business to report suspicious agfivit | implement Operation TIPP (June 2007); (2) Database
» Develop a database to track reports received through | goes live (July 2007); (3) Business community is
Operation TIPP informed of Operation TIPP (September 2007); (4)

» Conduct a communications campaign to deter potentigl Communications and education campaign plans complete
adversaries from attacking the NCR (October 2007); (5) Communications and education
» Conduct a citizen education campaign concerning campaigns launch (November 2007)

identifying suspicious activity and how to report it

Rough Order of Magnitude (ROM) o
Estimate of Cost Minimum $5M

ROM Cost Estimate Assumptions
Cost will be incurred over 7-month period, FYO7 through FY@8Iti channel, targeted campaign, 24 FTEs, media,
print, broadcast, radio, internet, website, multipletiamts. Collaborative information-sharing networks wiicover
cost savings as integrated systems are @&eategic Plarperiod of performance is 3 years, FY07-FY09. Cost is
intended as a ROM, scale estimate oBlyategic Plardevelopment activities are estimated as a contradl B3t
estimate has not been risk adjusted.

Types of Resources and | nvestments
Number and cost of FTEs required not defined. 4 Proj2dtslour staffing of HS Operations centef &hift), Water

Utility Response Networks, Medical Service Packet TiiageSystem and Intelligence Analysis II.

i =0 Early to Middle stage | nitiative R-ESF #13 Public Safety and Security

Performance Assessment

Measure Baseline Target
Number of local businesses participating in OperatioPTIP Data to be available by September 2007
Number of reports received through Operation TIPP Dalve tavailable by June 2007
Percent of test reports to Operation TIPP availabliaiabase Data to be available by July 2007
Percent of local population that understands suspicioustacgporting | Data to be available by October 2007
procedures (via survey)

Percent of businesses and citizens reporting suspiaaivity in
surreptitious tests

138
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PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events

awareness

Objective 3.2: Strengthen the exchange and analysis of imfoation across disciplines for improved situational

Initiative 3.2.1: Develop common regional
sharing and collaboration frameworks, to i
determining roles, responsibilities and
I nitiative Description

Rationale

and Warning capability. Addresses Regional gaps
Analysis of Threats

Key Tasks and Programs
» Identify the ops centers to be linked

» Define requirements and link collaboration syste
» Ensure contact information for each op center is
accurate and consistently updated

» Develop and implement NCR notification protocg
between all operation centers

» Establish formal information-sharing protocols

» Refine the intelligence dissemination process

» Develop standards, core competencies and
certifications for watch/operations center personng

protocols

Develop a system that allows for two-way communicatiow thetween local, State, Regional, and Federal opesgatio
centers in the NCR, to ensure that useful informatigragsed to the appropriate people in a timely fashion.

Addresses th&CL Information Gathering and Recognition of Indicators

information-
nclude

PRIORITY

Desired Result

Effective timely flow of information
between the various emergency
centers; increased sharing of action
intelligence

regaréiegional

Milestones
(1) 40% of key operations center personnel trained toramon
mstandard (September 2006); (2) List of ops centers updated

(November 2006); (3) Requirements for interoperable
communications systems defined (December 2006); (4) 909
I&ey operations center personnel trained to a commodasth

[=)

ble

of

(April 2007); (5) All identified ops centers have updated contact
information included in a “pushed” web based system (August

2007); (6) All jurisdictions have roles, responsibilitiaad
updated contact information included in regional flow chart
lworking document (September 2007)

and integrate into existing training
Rough Order of Magnitude (ROM) Estimate

ROM Cost Estimate Assumptions
Cost will be incurred over a 14-month period, FY06, FY®d BY08. Collaborative information-sharing network$ wi
discover cost savings as integrated systems are $isategic Plarperiod of performance is 3 years, FY07-FYQ09.
Historical cost data from FY03 to FY06 is an accurate ptedof future cost and growth rates. Cost is intended as
ROM, scale estimate only. ROM cost has not bednad§usted.

Types of Resources and | nvestments
Number and cost of FTEs required not defined. 4 Proj2dtsiour staffing of HS Operations centef @ift), Water

Utility Response Networks, Medical Service Packet TiiageSystem and Intelligence Analysis II.

Early stage (FY 07)

Timeframe: Initiative L

Perform
Measure

determined scenarios

Results of tests and exercises designed to determihalstay to
accurately and timely deliver and obtain necessaryrnmdtion in pre-

of Cost $11M to $15M

R-ESF #13 Public Safety and Security and Fusion
Center
ance Assessment

Basdline

Data to be available by September 2007

ead:

Utilization/traffic rates for collaboration and infoation-sharing systems| 0

Data to be available
September 2007
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PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events
Objective 3.2: Strengthen the exchange and analysis of imfoation across disciplines for improved situational
awareness
Initiative 3.2.2: Ensure that each jurisdiction has approprate people cleared to receive,
analyze, and act on sensitive and classified information
I nitiative Description
Ensure that each local jurisdiction has staff appragsiadeared to access classified data in order to eltmina
restrictions on receiving necessary information duadk of security clearances.
Rationale Desired Result
Addresses th&CL Intelligence Analysis and Productioncapability. Effective timely flow of information
Additionally, this Initiative is vital to achieving ttaesired results of other | between the various emergency centers;
information-sharing Initiatives under Objective 3.2. AddessRegional gaps increased sharing of actionable
regardingRegional Analysis of Threats intelligence
Key Tasks and Programs Milestones

» Inventory state and local staff clearances| (1) Complete inventory of existing clearances (Septer20e6); (2)

» Increase background check capacity Identify overall and remaining need for new cleararf€esober 2006);
» Arrange to use current employment (3) Complete application for 50% of new clearancesdar 2007);
background checks for clearance (4) Determine current clearance processing rater(gey 2007); (5)
authorizations Complete application for all remaining new clearar(tsrch 2007);

» Coordinate between DHS and DaD to clep(6) Implement measures to double clearance procesgim@April
blocks of personnel annually 2007); (7) 20% of new clearances received (April 2007); (8) 50% of
» Implement training for personnel on new clearances received (June 2007); (9) 80% of new olzma
physical, industrial, communications, and | received (August 2007); (10) All new clearances received (Sete
information security 2007)

Rough Order of Magnitude (ROM) Initiative has not matured beyond conceptual level. ROIM cost will
Estimate of Cost be available once type of resources, investmentsetidties required
to fulfill the Objective and Initiative are agreed npuay the appropriate
NCR RPWG.

ROM Cost Estimate Assumptions
Cost will be incurred over a 15-month period, FY06 and FY@#eEeive clearance and maintain/renew/upgrade
existing clearance&trategic Plarperiod of performance is 3 years, FY07-FY09. Cost isited as a ROM, scale
estimate only.
Note: Once personnel requiring immediate clearanceslanéfied, DoD clearance costs can be used as a stpdiinig
for ROM estimates. Performing a background check fuld Becretlevel clearance costs approximately $2K to expedite
and approximately $2.5K for the background investigatiorppeson ($4.5K to 5K per person for new DoD Secret
clearance). DoD Top Secret clearance costs approyn$8&K for the background investigation, in additioritte cost
to expedite per person ($5.5K to $6K for new Top Secret GleayaThe DoD cost example reflects a standard, high
volume clearance process. Maintenance and upgrade ofrdeanaary by status, type, and level of background check
needed to clear personnel to the appropriate level ofiseclassification. The internal cost of clearanct vary by
NCR jurisdiction based upon the types and level of fedgeriey clearance required.

Types of Resources and | nvestments
Resource information not yet available.

Early stage (FY 06, 07) NG R-ESF #13 Public Safety and Security
Lead:
Performance Assessment

Baseline
Percent of required staff clearances received Data &vailable by | 100% by September 2007

October 2006
Number of information security issues during tests Data to be available by | Data to be available by
(information protection violations, problems or dejays March 2007 March 2007

Final Draft—August 18, 2006 A-23



142

143

NCR Homeland Security Strategic Plan Appendix A: Strategic Goals, Objectives, anthitiatives

PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events

Objective 3.3: Employ a performance- and risk-based approacto critical infrastructure protection across the
NCR

Initiative 3.3.1: Conduct a prioritization of recommended

high priority CIP protective and resiliency actions based on
security assessment findings already completed and shared
with the NCR

I nitiative Description
Create a high priority list of recommended criticdtastructure protective actions that will reduce the exdbility,
threat, and impact to key NCR CI sectors based onsis@ygsessments already conducted at the Federal, State,
Regional, local level, including the private sector.

Rationale Desired Result

Part of a series of two ClI Initiatives (3.3.1 and 3.&2t addresses the T@itical Reduced risk to critical
Infrastructure Protection capability. Addresses Regional gaps regarttictyision infrastructure
of Private Sector in Regional PlanningandPublic-Private Coordination

Key Tasks and Programs Milestones
» Establish and broaden CI RPWG to oversee (1) CIP group governance (including structure) approved (May 20
initiative (2) Inventory of existing CIP assessments completed (Jag0am);
» Inventory existing Regional CIP assessmer|t$3) Initial list compiled for UASI 2006 (next refinementlist will

» Compile recommended CIP actions occur for UASI 2007) (February 2007)

Rough Order of Magnitude (ROM) Estimate of Cost: $5M to $15M

ROM Cost Estimate Assumptions
Costs will be incurred over 9-month period, FY06 and FYQ@luldes costs for implementing a limited list of high
priority protective measures, on yearly basis. Effaitimvolve time and integration/coordination of efforts fultiple
FTEs to research and compile assessment findingsted@gbrojects fulfill other CIP related capabilityqoiéng activities
outside of the catalog of CIP assessmedtimtegic Plarperiod of performance is 3 years, FY07-FY09. Cost inoed
as a ROM, scale estimate only. ROM cost has nat bek adjusted.

Types of Resources and | nvestments

Assessment compilation and analysis. Number and c&SikEs$ required not defined. Highlights of related Cpihce
Papers and programs developed by NCR RPWGs for FY06 Wasidied: NCR Critical Infrastructure Resiliency
Program (ROM 20M); MATA Alternate Operations Control @nCritical Transportation Infrastructure Protection
Assessments; Critical Infrastructure Monitoring anot@ution; Expansion; Establishment and Operation of\tater
Security Monitoring Network in the NCR; PipelineNet \&abistribution System Model Development for Water
Utilities in the NCR; Clean, Reliable Back-up PortaBleneration for Critical Infrastructures within the RCRapid
Response Mobile Transformer; Increasing Emergencyefaéon Reliability and Capability in the NCR.

PRIORITY

06):

Al l=a | Early stage (FY 06, 07) IETVEIN=26e8 RPWG CIP
Performance Assessment

Measure Baseline

Number of catalogued CIP actions taken Data to be available by Novembe
Cl risk reduction from actions taken 0 2007
Number of listed Cl assets with additional protection 0
completed
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PREVENTION & PROTECTION

Goal 3: An enduring capability to protect the NCR by preenting or mitigating “all-hazards” threats or events
Objective 3.3: Employ a performance- and risk-based approacto critical infrastructure protection across the
NCR

Initiative 3.3.2: Create an inventory of critical infrastructur e (CI/KR) assets, develop a
common methodology for assessing CI/KR risk across the NCR, dmecommend initial

protective and resiliency actions
Establish measures and actions that will improve B8&N approach to critical infrastructure protection in a
comprehensive and consistent process throughout therRegi
Rationale
Part of a series of two Initiatives (3.3.1, 3.3.2} tddresses the TQCritical

Infrastructure Protection capability. Addresses Regional gaps regarttictysion
of Private Sector in Regional PlanningandPublic-Private Coordination.

Key Tasks and Programs Milestones

Desired Result

Reduced risk to critical
infrastructure

» Establish and broaden CI RPWG to oversee initiative (1) CIP group governance (including structure)

» Inventory of Cl assets in the NCR approved (April 2006); (2) Inventory of Cl assets

» Define scope of task and requirements for common methgglolo (April 2007); (3) Scope and requirements

» Survey applicable existing approaches document completed (April 2007); (4) New

» Document selected approach approach deliverable complete (January 2008)

» Ratify new approach across NCR (5) CIP governance group ratifies new approach
(April 2008)

Rough Order of Magnitude (ROM) Estimate of Cost $1M to $2M

ROM Cost Estimate Assumptions

Costs will be incurred over 24-month period in FY07 and FYf@8ative is limited to asset list development and
integration of risk and performance-based approacloesnplementation. Cost for integration of risk assesst
processes will be dependent upon the complexity and autoneétioa risk process and management toolseategic
Plan period of performance is 3 years, FYO7-FY09. Cost imoed as a ROM, scale estimate only. ROM cost has not
been risk adjusted.

Types of Resources and | nvestments
Number and cost of FTEs required not defined. Resoureemation not yet available.
Early and Middle stage BETHEERY RPWG CIP
(FY 07-08) L ead:

Performance Assessment
Basdline

Estimated ClI risk reduction from recommended actions ta [ebe available by July 2007
Number of new CIP actions recommended 0 Data to biableaby July 2007
Number of infrastructures protected by recommended acfiéhs Data to be available by July 2007

Final Draft—August 18, 2006 A-25



146

147

NCR Homeland Security Strategic Plan Appendix A: Strategic Goals, Objectives, anthitiatives

Table A-7—Goal 4 (Response & Recovery)

RESPONSE & RECOVERY
Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR

Objective 4.1: Develop and implement integrated resporsand recovery plans, policies, and standards
Initiative 4.1.1: Establish a corrective action program to
modify plans by addressing gaps identified in analyses, PRIORITY
exercises, and events
I nitiative Description

Modify existing response and recovery plans, or developam&@s where necessary, to address gaps identified durin
exercises, real-world events, and the gap analysducted as part of Goal One.
Rationale Desired Result

This Initiative follows up on the risk-based threat anialgenducted under | Broad participation across Region in
Initiative 1.2.1. Addresses the EMAP standards relat&@ptrations and proposing experience-based
ProceduresandExercises, Evaluations and Corrective ActionsAddresses| modifications to the full scope of
Regional gaps regardiriRegional Analysis of ThreatsandResource Regional plans

Management and Prioritization.

Key Tasks and Programs Milestones

Rough Order of Magnitude (ROM) Estimate of Cost $750K to $1M

ROM Cost Estimate Assumptions
Cost is incurred over a 5-month period, FYO7 during tfierAAction Report (AAR) gap analysis process and

FYO09. Historical cost data from FY03 to FYO06 is an aceupaédictor of future cost and growth rates. Costtenided
as a ROM, scale estimate only. ROM cost has nat hisk adjusted.

Types of Resources and | nvestments
Number and cost of FTEs required not defined. Correétotn Program from related training, exercise and indider
management feedback. Dependent on AARs.

i =2 Early stage (FY 07) RIETA N RZ B RPWG ETOP
Performance Assessment

Measure Baseline
Number of submitters Data to be available by March 2007
Number of jurisdictions submitting

Number of experiences/events generating proposed
modifications

Number of plans affected by submitted proposed
modifications
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development. AAR process accurate indicator of capalyitips Strategic Plarperiod of performance is 3 years, FYOY

<

» Define corrective action program (1) Charter a working group to develop program (Januar

» Test program via application to EMAP and CPX after 2007); (2) Corrective action program plan accepted by NCR
action report governance (March 2007); (3) Past experiences for

» Identify other existing documentation and experience retroactive application of new program identified (March

for application 2007); (4) Plan modifications based on application of ne

» Plan and implement “live pilot” of new program to program to identified experiences are proposed for
identified near-term training and exercises acceptance (April 2007); (5) Plan modifications based or]

» Promote utilization of new program throughout the | two-month “live pilot” of new program are proposed for
Region acceptance (May 2007)
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR
Objective 4.1: Develop and implement integrated resporsand recovery plans, policies, and standards
Initiative 4.1.2: Align and integrate response plans across jisdictions (including Federal
partners), with emphasis on continuity of government, operatins, and evacuation

I nitiative Description

Ensure coordination and consistency of response plans dregignal jurisdictions and between the Region and the
Federal government. Particular emphasis should fall gnraknt of plans for response operations, evacuation, and
continuity of government and operations.

Rationale Desired Result

Addresses th&CL Citizen Protection: Evacuation and/or In-place All jurisdictions and NCR Partners have
Protection capability and EMAP standards relatedPtanning, Direction | necessary response plans which will
Control and Coordination, andOperations and Procedures facilitate smooth and coordinated
response in an emergency

Key Tasks and Programs Milestones

» Integrate response plans by R-ESF across (1) Complete horizontal integration of plans (November
jurisdictions (horizontal) 2006); (2) Complete vertical integration of plans (Decembe

» Integrate response plans across R-ESFs within 2006); (3) Capabilities mapped against the 15 DHS scenario
subsidiary and superior jurisdictions (vertical) (December 2006); (4) Private and non-profit sectors

» Map capabilities against the 15 DHS scenarios. incorporated and aligned with NCR plans (January 2007);|(5)
» Persuade the private and non-profit sectors toalig| Resource directory developed (January 2007); (6) All

with NCR response plans jurisdictions and major agencies have continuity plans
» Develop a directory of people and capabilities (February 2007); (7) All jurisdictions and major agencies
(management and responder) complete first test of continuity plans (March 2007); (8)

» Review and coordinate continuity of operations plan€onduct a Regional continuity exercise with multiple federal

(COOP), continuity of government (COG) plans, and agencies (March 2007)

evacuation plans

» Develop new plans for the Partners where needed

» Ensure sufficient plans are in place for taking cére

special needs populations

» Ensure sufficient plans are in place to provide for

animal protection and care

» Ensure appropriate plans are in place for feeding and

shelter/housing in response and recovery from disasters

Rough Order of Magnitude (ROM) Initiative has not matured beyond conceptual level. ROIM cost will

Estimate of Cost be available once type of resources, investmentsaetndties required

to fulfill the Objective and Initiative are agreed npwy the appropriate

NCR RPWG.

First 5-6 months sizing study $1.5M to $2M.

ROM Cost Estimate Assumptions

Cost will be incurred over a 6-month period in FYO7. Blilnment and integration would cost at a minimum $10M.

do this State, local, and Federal entities need to ¢ostaff resources to complete Initiativi&trategic Plarperiod of

performance is 3 years, FY07-FY09. Cost is intendedRBM, scale estimate onlgtrategic Plardevelopment

activities are estimated as a contract. ROM cosnhagt has not been risk adjusted.
Types of Resources and | nvestments

Resource information not yet available.

iz Early stage (FY 07)

To

NIlEI 2 =2l i R-ESF #5 Emergency Management
Performance Assessment

Measure
Continuity plan test results Data to be available by November
Emergency response exercise test results 2006
Number of private and non-profit organizations aligneith WCR response plans
Continuity tests and exercises conducted per year withiN@R
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR
Objective 4.1: Develop and implement integrated respopsand recovery plans, policies, and standards

Initiative 4.1.3: Define capabilities and expectations for desontamination and re-ent

I nitiative Description
Develop a Region-wide defined set of standards and protiocalecontamination response and recovery of physica
facilities, the environment, and human beings, to be indlurdall relevant Regional response plans.

Rationale Desired Result

Addresses th& CLWMD/Hazardous Materials Response and Regional responders know how to dedl
DecontaminationandStructural Damage and Mitigation capabilities and | effectively and efficiently with the full
EMAP standards related @perations and ProceduresAddresses Regionalrange of decontamination response and
gaps regarding/nderstanding of Long-Term Recovery Issues the recovery of physical facilities.

Key Tasks and Programs Milestones

» Catalog existing decontamination capabilities (1) Establish working group to identify issues surrounding
across the NCR decontamination, segregation and quarantine (July 2006); (2)
» Identify and address issues surrounding area Standards for decontamination and re-entry defined (Augus
decontamination for the recovery of facilities, soil, | 2006); (3) Plans and protocols to support these standards
water, etc. defined (September 2006); (4) Regional decontamination

» Identify and address issues surrounding transitignconcept plan approved (October 2006)

of people from decontamination to medical care and
Mass Care

» Develop measures for incorporating
decontamination plans, policies, and standards intp
Regional operations

» Develop plans for the recovery of contaminated
facilities

Rough Order of Magnitude (ROM) Initiatiye has not matured beyond cor)ceptual level. R@M cost vinI
Estimate of Cost be available once type of resources, investmentsaetndties required
to fulfill the Objective and Initiative are agreed npuy the appropriate
NCR RPWG.

Response and Recovery Plan Development: $3M to $5M.

ROM Cost Estimate Assumptions
Cost will be incurred over 4-month duration, FY06 througldF.YSeparate plans for response and recovery agenda
standards, and protocols ($1.5 to $2.5M edstiategic Plarperiod of performance is 3 years, FYO7-FY09. Cost is
intended as a ROM, scale estimate oBlyategic Plardevelopment activities are estimated as a contradl B3t
estimate has not been risk adjusted.

Types of Resources and | nvestments
Resource information not yet available.

Early stage (FY 06, 07) Bl R-ESF #5 Emergency Management
L ead:
Performance Assessment
Basdline

Number of changes to Regional plans and procedures Data to be available by August
adopted due to this Initiative 2006

Test and exercise results on decontamination timelaress | Data to be available by October 2006
effectiveness

Average score of targeted individuals’ written tests on
decontamination procedures
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RESPONSE & RECOVERY
Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR

Objective 4.2: Strengthen all components of an integrategbgion wide response and recovery capability
Initiative 4.2.1: Develop coordinated and standardized
protocols for mandatory notification of regional partners
during an emerging incident to maintain situational
awareness
I nitiative Description

Develop and support standards for near real-time sharicrgfiol data, information, and intelligence necegs$ar
respond to and recover from threats and events affatingegion.

Rationale Desired Result

Addresses th&CL CommunicationsandEmergency Operations | Near real time information-sharing of critical
Center Managementcapabilities and EMAP standards related to| elements of information necessary to respond to
Communications and Warning Addresses Regional gaps and recover from threats and events affecting the
regardingStandardized Alert Notification Procedures Region

Key Tasks and Programs Milestones

» Develop an agreed definition of a reportable (1) Protocols developed for effective information-shgmn Regional
incident calls during an event (August 2006); (2) Definition agrieed

» Develop standardized mechanisms and reportable incident/information (October 2006); (3) MOU exedub
protocols for mandatory and timely reporting jomandate sharing of appropriate incident and/or threarnvetion

PRIORITY

incidents, information and intelligence (November 2006); (4) Virtual network identified for infornoati

» Place all Emergency Operations Centers | sharing to supplement or replace conference calls (3a0@a7); (5)
which interact with the Region on an ELOs identified for all NCR Partners and rotation arsityilan
integrated, Region-wide virtual network (see | implemented (January 2007); (6) Requirement implemented fafuse
3.2.1 for details and costs) virtual information-sharing network by all Regionallytéracting

» Create Liaison Officers which will be cycled| EOCs (March 2007)
among all entities

Rough Order of Magnitude (ROM) Estimate of Cost $1M to $2M

ROM Cost Estimate Assumptions
Cost incurred over an 8-month period, FY06 through FYQ7 fogdesid validation protocols. Overlaps with 2.1.1
element Establish Emergency System of Syst&mategic Plarmperiod of performance is 3 years, FY07-FY09.
Historical cost data from FY03 to FY06 is an accurate ptedof future cost and growth rates. Cost is intended as
ROM, scale estimate only. ROM cost has not bednad§usted.

Types of Resources and | nvestments
Investment: system design of protocols over 18 months, FY@&¥07 budget. Number and cost of FTEs required not
defined. NCR Traveler Notification Program. Collaborgtpartners: Maryland Department of Transportation (MDOT),
MWCOG, Virginia Department of Transportation (VDOT)sBict of Columbia Department of Transportation (DDOT),
Contractor. Related NCR Concept papers: NCR Multimddabeler Information System: Collaborating partners
MDOT, MWCOG, VDOT, DDOT, Contractor; Regional Reale Transit Customer Information System, Reverse 911/
Mass Notification: collaborating partners: Montgomeryi@y Transit and Regional Transit Operators,
contractor/consultants for 6 months, FY06. Relationbbigveen capabilities listed in concept papers and Iniiati
projects not defined.

g ciEqeas Early stage (FY 06, 07) IETN N8 DHS / NCRC
Performance Assessment

Measure Baseline Target
Results of tests and exercises designed to determihalsitay to accurately and timely Data to be available by
deliver and obtain mandatory notifications in pre-deteadiscenarios: compliance November 2006
accuracy and timeliness scores by monitoring, ppeids’ satisfaction with level of
information by survey, etc.

Total minutes of inter-jurisdictional EOC confereredis during events Data to be available by Malrch
2007
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR

Objective 4.2: Strengthen all components of an integrategbgion wide response and recovery capability
Initiative 4.2.2: Develop and implement a plan for regionally coatinated adoption and
employment of National Incident Management System (NIMS)

Initiative Description

This framework should include all NCR Partners and ndinfiiéed to direct public safety personnel.

Rationale Desired Result

Addresses th&CL Onsite Incident Managementcapability and EMAP | All NCR Partners are able to respond in @

standards related ivision, Control, and Coordination. coordinated and effective manner to any
hazard

Key Tasks and Programs Milestones

» Develop and implement a NIMS implementation time table (1) NIMS implementation time table

by all NCR jurisdictions when providing or receivingiatmce within the| established to be used by all NCR

NCR jurisdictions when providing or receiving
» Develop and implement a NIMS operating plan for use ilNG& as a | assistance within the NCR(April 2007); (3
component of mutual aid agreements NCR NIMS operating plan in place as a
» Develop plans for providing housing, food and care fot fesponders | component of mutual aid agreements
and their families during the event of an emergency (September 2007)

» Ensure adequate mass care resources for feeding and/lshe#timg in
response and recovery from disasters

» Ensure that all key NCR Homeland Security Partnersiecounted for
within the NCR'’s NIMS framework

=00 100e s MO S HO MV LTI N (2{OLY)N Initiative has not matured beyond conceptual level. ROIM cost will be
Estimate of Cost available once type of resources, investments, andtasirequired to
fulfill the Objective and Initiative are agreed upon lg tippropriate NCR
RPWG.

Plan development ROM: $1.5M to $3M.

ROM Cost Estimate Assumptions
Cost incurred over 12-month period, FY®irategic Plarperiod of performance is 3 years, FY07-FY09. Cost is
intended as a ROM, scale estimate oBlyategic Plardevelopment activities are estimated as a contradl B3t
estimate has not been risk adjusted.

Types of Resources and | nvestments
Resource information not yet available.
Early stage (FY 07) G20 R-ESF #4 Firefighting
L ead:
Performance Assessment

Baseline
Data to be available by December 2006

Regional compliance with NIMS principles and standardg
(external audit or assessment of plans)
Results of tests and exercises designed to assess Regiona
incident management practices and capabilities
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Develop and implement a framework to incorporate NIM8 jatisdictional and Regional Emergency Operations Plans.

» Develop and implement processes based on NIMS prisdiplee used | completed (December 2006); (2) Processes
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR
Objective 4.2: Strengthen all components of an integrategbgion wide response and recovery capability

Initiative 4.2.3: Develop and implement enhanced regional ardtecture, infrastructure, and
concept of operations for communicationgnd protection of sensitive and classified
information

I nitiative Description

Develop and implement infrastructure, technology, presssmnd governance to strengthen Regional data and
information interoperability. Establish technical corthéty, protocols, and standards to ensure protecti@ensitive
and classified information. In addition to response andvery, this initiative supports Goal Three (Prevention &
Protection) and Objective 3.2.

Rationale Desired Result
Addresses th&CL Communications andinformation Sharing and Effective timely flow of relevant

Disseminationcapabilities and EMAP standards relate@€tmmmunications and | information before, during, and
Warning. Addresses Regional gaps regardregional Analysis of Threats after emergency events.

Key Tasks and Programs Milestones

» Develop and adopt a Regional governance model to ensticzittral (1) Information distribution governance
information is made available through this Initiative model adopted (September 2006); (2) Data
» Determine the critical data sets and applications redjuire sets and applications to be integrated

» Resource the NCR watch center desk at the HSOC to diseteractual | determined (November 2006); (3) HSOC
information NCR watch center desk operational

» Determine changes needed to NCR Emergency Operation Centers| (February 2007); (4) EOC interoperability
(EOCs) to make them interoperable modifications specified (May 2007); (5)

» Match 800 MHz radio systems within the NCR NCR 800 MHz radio systems matched (July
» Obtain a conference bridging capability between EOCs 2007); (6) EOC conference bridging

» Implement WebEOC data information exchange at local,megiand | capability established (July 2007); (7)

NCR levels WebEOC data exchange implemented

» Design and implement a Data Exchange Hub (DEH) and infammat | (August 2007); (8) DEH design complete
portal through which critical data and applicationssirared (September 2007); (9) VTC installed in al

» Establish VTC links between EOCs NCR EOCs (October 2007); (10) Fiber

» Design and implement NCR government fiber networks faneotion | network design complete (November 200[7);
and interoperability with State and Federal systems (11) RBMDN design complete (Decembe

» Design and implement a Regional Broadband Mobile Datevdt 2007); (12) Satellite telephones acquired
(RBMDN) (February 2008); (13) DEH operational

» Purchase satellite telephones for each of the jurisd&in the NCR (September 2008); (14) Fiber networks

» Ensure systems are built to Federal information antheunications operational (November 2008); (15)
standards, with the proper level of security RBMDN operational (December 2008)

=0 [s [aNO/Te S0 B\ ET a1 il[e 288 Remainder of Initiative has not matured beyond concefeveal. Full ROM cost
ROM) Estim f will be available once type of resources, investmertd activities required to
(ROW) e s fulfill the Objective and Initiative are agreed upon bg aippropriate NCR RPWG.

Architecture and Concept of Operations Development: $8%6M.

ROM Cost Estimate Assumptions
Costs will be incurred over 28 months in FY06 and FYO7tR®currently underway. Number of FTEs required not
defined. Overlaps and dependent upon 2.1.1 Establish Regioralgisaind systems. 1.2.2 Establish requirements
generation and a prioritization process and will impe| of effort and timeline. Core work group have beaméd
and have experience in interoperable communicat®ingtegic Plarperiod of performance is 3 years, FY07-FY09.
Cost is intended as a ROM, scale estimate only. RGi¥lhas not been risk adjusted.

Types of Resources and | nvestments
Number of FTEs required not defined. Standards setting, Penadd interoperable communications architecture fof
interoperable communications.

Early stage (FY 06, 07) Il N2 ek RPWG Interoperability
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Performance Assessment

Basdline Target
Data to be available by May 2007

Measure
Results of tests and exercises designed to determihalstaf to accurately and
timely deliver and obtain necessary information in premeined scenarios:
Information availability and timeliness scores by maoriitg participants’
satisfaction with information availability by survestc.

Percent of designated networks by aggregate capacity winébrm to the Data to be available by May 2007
common standard for interoperability
Percent of designated networks by aggregate capacity winébrm to the Data to be available by May 2007
common standard for information security

157
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR
Obijective 4.3: Improve and expand effective resource ahing systems and standards

Initiative 4.3.1: Develop a regional resource management systewor fdeployment and
utilization of resources

I nitiative Description

Develop and implement a system for real-time, Regiatewnanagement and deployment of resources during an
emergency event.

Rationale Desired Result

Addresses th&CL Critical Resources Logistics and Distribution, Triage andPre- | Identified multi-disciplinary
Hospital Treatment, andMedical Supplies Management and Distribution and multi-jurisdictional
capabilities and EMAP standards relate®Resource ManagemenandLogistics
and Facilities. Addresses Regional gaps regardingss Care, Special Needs
Considerations,andResource Management and Prioritization
Key Tasks and Programs Milestones

» Catalog public and private resources in Region includijJs] (1) Resource catalog complete (July 2006): (2
physical equipment, and other caches (without double-cag)nti Existing resource inventory systems profiled

» Identify and leverage existing inventory systems (Hospidk, October (2006): (3) Protocols adopted for

are filled rapidly

» Establish protocols within the context of Mutual Aidegments | WebEOC-linked system delivered (April 2007)

for requesting and receiving resources via the resoustersy

» Establish a dynamic inventory system that indicatesirescstatus

» Link Regional resource inventory system to WebEOC

Rough Order of Magnitude Initi?ti\é:e has not mathlred beyond _conceptual Ievglei R@M cost v(;/ill bfelf'll
i available once type of resources, investments, andtistirequired to fulfi

(ROW) e s the Objective and Initiative are agreed upon by thegpjate NCR RPWG.

Minimum $10M.

ROM Cost Estimate Assumptions
Cost incurred over 10 months between FY06 and FYO7. Build fnarrent software and resident databases develop
Strategic Plarperiod of performance is 3 years, FY07-FY09. Cost enidéd as a ROM, scale estimate o8lyategic

Plan development activities are estimated as a contr@t Bost estimate has not been risk adjusted.

Types of Resources and | nvestments
Resource information not yet available.
Early stage (FY 06, 07) NG =0 R-ESF #5 Emergency Management
Lead:
Performance Assessment

Baseline
Data to be available by March 2007

Completeness of inventory (via audit)
Accuracy of listed resource status (via audit)

Time required to find, request, receive, and dispatch
resources via system (training, test/exercise, and eata)
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resource needs during an evept

stockpiles, etc.) sharing resources via the new system (December
» Ensure sufficient plans and resources for taking caspefial 2006); (4) New system requirements documented
needs populations (February 2007); (5) Static demo of new system

» Provide for animal protection and care delivered for evaluation (March 2007); (6) Live



160

161

NCR Homeland Security Strategic Plan Appendix A: Strategic Goals, Objectives, anthitiatives

RESPONSE &

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR

RECOVERY

Obijective 4.3: Improve and expand effective resource ahing systems and standards

agreements)
I nitiative Description

appropriate.

Rationale
Addresses th&CL Public Safety and Security,
Environmental Health, Explosive Devices Response
Operations, Firefighting Operations/Support, andUrban
Search and Rescueapabilities by implementing Regional

Also addresses EMAP standards relatelltoual Aid .

Key Tasks and Programs
» Identify types of resources subject to sharing
» Define circumstances under which sharing will be
implemented

» Document terms of sharing

» Draft procedures for requesting resource loans and for
delivering resources

» Execute sharing agreement

Initiative 4.3.2: Establish and implement regional, interdigiplinary protocols (e.g., mutual aid

Engage COG to develop Mutual Aid agreements and oth&rgots to allow the expansion of a Regional resource
management program, which includes the stakeholders freprivate sector and from outside the NCR, where

protocols for sharing for resources in the event cfraergency.

Desired Result

Provide emergency response reserve capacity to |
members without additional investment

NCR

Milestones

(1) Types of resources targeted for sharing identified
(October 2006); (2) Proposed circumstances triggering
resource sharing drafted (December 2006); (3) First draft
of proposed agreement released (February 2007); (4) Final
agreement adopted (September 2007)

=06 [0]e s N@Te =36 8V T aIFiU Lo X (2{®) ) Initiative has not matured beyond conceptual level. RGIM cost will
Estimate of Cost be available once type of resources, investmentsetngties required tg
fulfill the Objective and Initiative are agreed upon bg aippropriate

NCR RPWG.

cost estimate has not been risk adjusted.

Types of Resources
Resource information not yet available.

Minimum $5M.

ROM Cost Estimate Assumptions
Cost will be incurred over 12-month period during FY®i#ategic Plarperiod of performance is 3 years, FY07-FY09.
Cost is intended as a ROM, scale estimate @thategic Plardevelopment activities are estimated as a contr&ail R

and | nvestments

Lead:

Performance Assessment

Percent of targeted resource types owned by NCR entiti
which is subject to sharing agreement

Early stage (FY 07) MUl R-ESF #5 Emergency Management

Baseline
sData to be available by November 2006

Final Draft—August 18, 2006
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR
Obijective 4.3: Improve and expand effective resource ahing systems and standards

Initiative 4.3.3: Establish and implement regional, interdigiplinary standards for equipment
interoperability

I nitiative Description

Develop a common set of Regional standards for equipmtenoerability to facilitate flexible deployment of resces
in the event of an emergency.
Rationale Desred Result

Addresses th&CL Public Safety and Security, Explosive Devices Technical and functional barriers to
Response Operations, Firefighting Operations/SupporandUrban resource-sharing are eliminated
Search and Rescueapabilities by implementing Regional standards
equipment interoperability. Also addresses EMAP standalatedeo
Communications and Warning
Key Tasks and Programs Milestones

» Identify types of resources subject to sharing (see 4.3.2) | (1) Catalog shared resource types (November 2006

» Review draft with equipment users and revise accordingly
» Obtain NCR governance acceptance of final standards
Rough Order of Magnitude Initiative has not matured beyond _conceptual Iev_eI._RmM cost will be

M) Estimate of avgulable once type of resources, investments amndt st requm_ad to
(R EEITEEET Sest fulfill the Objective and Initiative are agreed upon g tippropriate NCR
RPWG.

Assessment $1.5 to $3M.

ROM Cost Estimate Assumptions
Cost will be incurred over 13-month period during FY07. Tasntify types of resources, equipment required for
interoperation, and current inventoBtrategic Plarperiod of performance is 3 years, FY07-FY09. Cost inied as a
ROM, scale estimate onl§trategic Plardevelopment activities are estimated as a contradl B3t estimate has not
been risk adjusted.

Types of Resources and | nvestments
Resource information not yet available.
Early stage (FY 07) NGz R-ESF #5 Emergency Management
Lead:
Performance Assessment

Baseline
Data to be available by February 2007

Equipment interoperability rates (via audit) — percent of
relevant equipment reviewed that complies with the
interoperability standards

Interoperability issues identified via tests and exercises
(number per event)

Final Draft—August 18, 2006 A-35

» Identify technical/functional features that can limit (2) Identify interoperability issues and options (Janugry
interoperability and non-interoperable specification tyjpes | 2007); (3) Characterize existing resource base

each feature according to interoperability issues and options

» Inventory existing resources against resource types, and| (February 2007); (4) Gather data on selection factors
interoperability feature specifications type (see 4.3.1) for various options (April 2007); (5) Draft proposed

» Collect technical data and user input on varying interoperability standards (May 2007); (6) Revised
interoperability feature specification types draft completed (July 2007); (7) Standards adopted

» Draft interoperability standards (September 2007)
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RESPONSE & RECOVERY
Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR

Objective 4.4: Identify and close gaps in long-term recovg capabilities
Initiative 4.4.1: Model and exercise the appropriate 15 DHS
scenarios to assess region-wide impact PRIORITY

I nitiative Description
Conduct Regional models and exercises of the 15 DHS sce(eibsther high-threat scenarios, where appropriate
examine impact on the NCR, as well as ways to mititetémpact or accelerate Regional recovery.

Rationale Desired Result

Addresses the EMAP standards relateBxercises, Evaluations and Identify most significant recovery
Corrective Actions. Addresses Regional gaps regardiegional Analysis | challenges for which to prepare
of Threats andUnderstanding of Long-Term Recovery Issues

Key Tasks and Programs Milestones

» Model economic impact —Socio-economic, | (1) Models available for all major scenarios to imgrglanning,
Business, and Employees response and recovery potential for these scenarid2(8); (2)

» Model long term impact on Health and MentdResults of models reflected in exercises and live opesa{i®y Fall
Health - Responders, directly impacted 2007); (3) Long term preparedness policies, plans, resources,
individuals, and the general public operations, activities in the NCR refined to reflectda outputs (Fall
» Model long term impact of clean-up and re-| 2008); (4) Results of refinements to plans and preparedotssies
entry to potentially contaminated areas reflected in improvements to exercise and operatides a€tions

» Model potential impact mitigations and reports (Fall 2008)

recovery acceleration measures for each
scenario

Rough Order of Magnitude (ROM) Estimate of Cost $7M to $9M

ROM Cost Estimate Assumptions
Cost will be incurred over 26-month period, FYO06 through FY®iBaarily for ETOP and WMD training and exercises.
Strategic Plarperiod of performance is 3 years, FY07-FY09. Historbost data from FY03 to FYO06 is an accurate
predictor of future cost and growth rates. Cost is inteladesl ROM, scale estimate only. ROM cost has rem bsk
adjusted.

Types of Resources and | nvestments

Number and cost of FTEs required not defined. Developnidrdining exercise curriculum against 15 DHS scenarigs
and actual training/exercises FY06-FY08. Number of FTEs redjmiot defined. Related projects: Exercise and Training
Operations Program (ETOP), Training and exercise far &id EMS Responders. Related NCR RPWG Concept Paper:
WMD Operations (Offensive Training).

164

| nitiative R-ESF #14 Long Term Community Recovery and
Lead: Mitigation

Performance Assessment
Basdline

Percent reduction in modeled impacts due to identified
mitigations and recovery measures

Data to be available by Fall 2007

165
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR

Objective 4.4: Identify and close gaps in long-term recovg capabilities

Initiative 4.4.2: Align public, private, and NGO resources vith identified needs for response
and recovery

I nitiative Description

Create a document identifying the key roles that NGOsiplegsponse and recovery operations, according tg local
State, Regional, and Federal plans.

Rationale Desired Result

Addresses th& CL Mass Carecapability. Addresses Regional gaps Additional resources applied to respor

regardingnclusion of the Private Sector in Regional PlanningPublic- and recovery
Private Coordination, andResource Management and Prioritization

Key Tasks and Programs Milestones
» Identity roles as defined in local, Regional, (1) Public, private and NGO resources for response and
State/District Emergency Operations Plans (EOPs) recovery identified (November 2006); (2) Identified

and recovery resources into response and recovery effort are complef
» Include NGOs in major Regional exercises and (June 2007)
planning efforts
» Formalize non-governmental stakeholder response @and
recovery roles in NCR governance and operations
Rough Order of Magnitude Initi?ti\é:e has not mathlred beyond _conceptual Ievglei R@M cost v(;/ill bfelf'll
i available once type of resources, investments, andtistirequired to fulfi
(RN [ENTENSES Gt the Objective and Initiative are agreed upon by theggpjate NCR RPWG.

Assessment ROM $1.5 to $3M.

ROM Cost Estimate Assumptions

Cost will be incurred over 9 months in FY(&trategic Plarperiod of performance is 3 years, FY07-FY09. Cost is
intended as a ROM, scale estimate oBlyategic Plardevelopment activities are estimated as a contradl B3t
estimate has not been risk adjusted.
Types of Resources and | nvestments

Resource information not yet available.
Early stage (FY 07) NGz R-ESF #16 Donations and Volunteer Management

Lead:
Performance Assessment

Baseline
Value of additional resources (public, private, and NGO) | 0
available for response and recovery

2006

Final Draft—August 18, 2006 A-37

Data to be available by Novembe

» Identify roles as defined by NGO community resources matched with known response and recovedg nee
» Compare contrast and reconcile the EOPs vs. the NG@anuary 2007); (3) Mechanisms and formal documentation
plans to comprehensively identify NGO roles in resporsir integration of non-governmental stakeholders ideutifie

ed

4
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RESPONSE & RECOVERY

Goal 4: A sustained capacity to respond to and recoverdm “all-hazards” events across the NCR

Objective 4.4: Identify and close gaps in long-term recovg capabilities

identify and close gaps in facilitating long-term recovery
I nitiative Description

these issues; and take appropriate corrective adbaisse the gaps.
Rationale

Addresses th&CL Restoration of LifelinesandEconomic and Community
Recoverycapabilities, and EMAP standards relate@ferations and

Procedures Addresses Regional gaps regardinglerstanding of Long-Term
Recovery IssuesandSpecial Needs Considerations

Key Tasks and Programs

» Identify federal programs that will be initiated ifreajor event/incident occurs
» Identify key long term recovery issues (housing, employnmeantal health,
community recovery and infrastructure, special needs popusaiiic.)

» Review mutual aid agreements to see what extent thtrgss long-term
recovery issues

» Review MOUs to see what extent they address lomg-tecovery issues

» Review legislation to see what extent they addresstemnm recovery issues

» Review existing programs to see what extent they addoag-term recovery
issues

» Take corrective action to address gaps identified in lamg-tecovery
capabilities

» Incorporate feedback mechanism for lessons learrssdilzm real world events

Initiative 4.4.3: Review existing programs, mutual aid agreemes,

Identify key long term recovery issues; review existingnglgolicies, procedures, AARs to identify gaps in addrgssi

MOUSs, and legislation to

Desired Result

Region possesses capability to
stimulate disaster recovery more
speedily

Milestones

(1) Complete review of existing
arrangements (July 2007); (2)
Identify gaps in recovery capacity
(October 2007); (3) Identify
corrective actions necessary to fil
gaps (March 2008); (4) Develop
plan for putting corrective actions
into effect (September 2008)

Rough Order of Magnitude (ROM)
Estimate of Cost

RPWG.
ROM Cost Estimate Assumptions

Types of Resources and | nvestments
Resource information not yet available.

Initiative has not matured beyond conceptual level. R@@bt will be
available once type of resources, investments angtess required to
fulfill the Objective and Initiative are agreed upon lg tippropriate NCR

Cost will be incurred over 18 months during FYO7 and FYO8y€&autcosts to close gaps indeterminSteategic Plan
period of performance is 3 years, FY0O7-FY09. Cost isiofed as a ROM, scale estimate only.

Early and Middle stages BETEiE A
(FY 07, 08) Lead:

Performance Assessment
Baseline
Decreased time to pre-defined recovery stage due to gap®
closed through this Initiative, as determined by scenari
modeling (per Initiative 4.4.1)

R-ESF #14 Long Term Community Recovery and Mitigation

Data to be available by Fall 200
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Appendix B:  Performance Measures Criteria

B.1.

What Constitutes a Good Measure?
Emphasizes progress towards accomplishing organizationalgdsdion
Links goals/mission to the plan at the strategic, ajmamal, and individual
(managerial/employee) levels
Easy to understand, applicable across organization, and supppdbthinable data
Meets “SMART” Test -Specific, M easurableActionable Results-Oriented, andimely
Creates appropriate incentives for managers (not egsihed)
Speaks to cross-organizational activities (i.e., helgsrtash silos) and is able to be rolled up
Lends itself to target setting and interim variabilitgqgld notanswer a yes/no question)
Exhibits high use to cost ratio (relied on for decisionimgkvith minimal associated costs)

What Constitutes a Good Set of Measures?

Critical few rather than the messy many(the actuaiber might be determined by coverage
of all activity/outcome relationships, management ahittdigest, regulatory requirements
or all of the above)

Balanced across various dimensions:

- Leading (e.g., employee fill rate) and lagging (e.g., eye® satisfaction) indicators

- Outcome and output measures

- Activity categories (e.g., customer, accountability, inéprocess, learning, and growth)
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Appendix C:  Pre-Launch Activities, Initiatives, and Sequence

C.1. Pre-Launch Activities and Timing Sequence

We must conduct the following preliminary activities befae can launch an Initiative: (1) functional
specifications; (2) technical specifications and detaitesd estimate; and (3) project plan development.
We must complete these pre-launch activities and latinchnitiatives by certain deadlines in order to
meet the aggressive NCR capability development goahsetaaget end dates. Table C-1 below details
the pre-launchactivities and their standard timeframes.

Table C-1—lInitiative Pre-Launch Activities

Pre-Launch Activity Step | Activities Included Standard

Timeframe
1. Functional Specifications Initiative leads and lead support 1 month
(Needs Assessmgnt groups will develop and validate

descriptions of the general needs tg
be filled by the project

2. Technical Specifications| Initiative leads and lead support 1 month
and Detailed Cost Estimate groups will develop and validate
(Requirements Analy3is | specific project parameters and
reconcile capability-based funding
with Initiatives

3. Project Plan Initiative leads and lead support 2 months
Development groups will develop project plans for
each Initiative.

Table C-2 takes the pre-launch activities and applies tbehe Initiatives. Table C-2 describes the
essential pre-launch activity steps for each Initiatavstart date on which each pre-launch activity must
occur in order for the related Initiatives to startiome, and theStrategic Plartiming sequence to be
maintained.

General assumption: Initiatives were grouped by Objective whereatieesimilar and their planning
efforts will be intertwined. However, in some cases Invigtiunder the same Objective are distinct and
independent enough to be planned and timed separately.
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Table C-2—Strategic Plan Timing Sequence

Begin Activity Shown No Later Than
Ve 1. Fun_ctio_nal 2. Technical 3. Program &
Group Specification/ Spegs./Reqs. and | Project Plans

Needs Detailed Cost

Assessment Estimates
111 Underway
1.1.2 Jun FY05 Jul FY05 Aug FY05 Oct FY06
1.2.1 May FY06 Jun FY06 Jul FY06 Sep FY06
1.2.2 Nov FY06 Dec FY06 Jan FYO7 Mar FYOQ7
1.31-1.3.2 Jun FYO7 Jul FYQ7 Aug FYO7 Oct FY08
211 Underway
2.1.2 Oct FY05 Nov FY05 Dec FY05 Feb FY06
2.2.1 Jun FY06 Jul FY06 Aug FY06 Oct FYO7
2.2.2 April FY06 May FY06 Jun FY06 Aug FY06
3.11 Jun FY06 Jul FY06 Aug FY06 Oct FYO7
3.1.2,313, Jan FYO7 Feb FYO7 Mar FYOQ7 May FYO7
3.1.4
3.21 Jun FY06 Jul FY06 Aug FY06 Oct FYO7
3.2.2 Sep FY05 Oct FY05 Nov FY05 Jan FY06
3.31 Jan FY06 Feb FY06 Mar FY06 May FY06
3.3.2 Dec FY06 Jan FY06 Feb FY06 Apr FY06
411 Sep FY06 Oct FY06 Nov FY06 Jan FYO07
4.1.2 Jun FYO7 Jul FY07 Aug FYO7 Oct FYO7
4.1.3 March FY06 April FY06 May FY06 Jul FY06
421 Apr FY06 May FY06 Jun FY06 Aug FY06
4.2.2 Jun FYO7 Jul FY07 Aug FYO7 Oct FYO7
4.2.3 May FY06 Jun FY06 Jul FY06 Sep FY06
4.3.1 Mar FY06 Apr FY06 May FY06 Jul FY06
4.3.2 Jun FYO7 Jul FYQ7 Aug FYO07 Oct FYO7
4.3.3 May FYO06 Jun FY06 Jul FY06 Sep FY06
441 Apr FY06 May FY06 Jun FY06 Aug FY06
4.4.2 Jun FY06 Jul FY06 Aug FY06 Oct FYO7
4.4.3 Dec FY06 Jan FYO07 Feb FYO7 Apr FYO7

*Priority Initiatives

C.2. Initiatives, Sequence, and Timeline Assumptions

In the course of developing Section 4.2 and Appendix C-1, agerassumptions to establish a clear and
logical sequence of Initiatives. This section deta#sféictors that we considered and deliberated to
inform the placement of activities in tlrategic Plan’s§=Y07 through FYQ9 period of performance.

The appendix presents assumptions in three categstasFactorsDuration Factors andComments-
Assumptions We used these categories to describe dependencies alap®ead generally outline the
interpretation of the Initiative text used to placeswtets in sequence. The categories answer the
fundamental lifecycle placement questions of “When?” Hmwg?” and “What else was considered?”

! Note: 17 Initiatives have been included with launch dat€vi6 to capture current and ongoing strategic actions.
Accordingly, pre-launch steps for FYO06 initiatives anewsn to describe activities that lead to the successfuimencement
of strategically aligned FYO06 efforts.
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C.2.1. Start Factors—“When must an Initiative begin?”

Start Factors outline the rationale for beginning @ivity in a specific time relative to other Initiatives.
The start factor also presents the logical argumerthédate placement and launch timeframe of a
specific activity in theStrategic Plarexecution sequence. For example, 1.1.1 Strategic Planning
Initiative must begin before enhancement or dependent plaafiorts like operational or program
standards can be developed.

C.2.2. Duration Factors—"How long will it probably take?”

The length of time an activity will take to performbased on the complexity of the tasks involved and
the amount of resources that can be brought to bélae iexecution of the Initiative. The duration
factor describes the minimum number of months thatawity will take, assuming resources are
available and engaged efficiently. It also includes swafiyear(s) in which an Initiative will occur.
The year in which an activity will be performed reflethhe assumed phase and stage of capability
development: long term planning, implementation planningxecution. Although we recognize that
many of these Initiatives are ongoing or continuous, sg@a ends based upon activity cycle ends.

C.2.3. Comments-Assumptions—*What else needs to be considered?”

The final assumption category describes the additiomaiderations used to place an Initiative in
timescale. The category includes notes on factoes]aps, and dependencies not fully captured by the
start or duration categories.

We made the assumptions in Bkeategic Plarto establish a logical sequence of Initiatives across th
three-year planning period baseddata availableat the time. We will use the resulting timeline and
sequence to help begin the process of detailed program@edtplanning. As requirements are
further defined in the planning process, most of the assongéind factors listed in this table will most
likely be revised to maintain a cohesive and integratecegicgperformance framework. We will use
the framework to inform resource planning, prioritizatiamj allocations throughout the period of
performance.

Table C-3 lists the Initiative start factors, duratiaotbrs, and comments and assumptions for each
Initiative.
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Table C-3—lInitiative Start Factors, Duration Factors, and @mments and Assumptions

*Note: Bold, Grey Fill = 1 of 20 Priority I nitiatives

Initiative
Number

Start Factors

Duration
Factors

Comments, Assumptions

1.1.1 NCR Strategic Start of long-term planning and | 18 months, Plan will include an actionable
Planning framework development — prime | FY06 and FY07| framework and Regional
basis of all other planning. planning process for decision-
making and Initiative project
planning. Plan will be delivered
July FYO6.

1.1.2 Document NCR 1.1.1 Establish design and begin| 21 months,
homeland security populating strategic framework | FY06 and FY07
planning process before enhancement.

1.2.1 Design and conduct a| 1.1.1 Strategic Planning 7 months, FY06| Project Execution planning will
risk-based threat enhancement must be completed and FY07 occur in FYO7. Initiative
analysis before project execution can occur. represents development of a

methodology and criteria for
identifying and assessing securjty
risk consistent with HSPD-7 and
8 requirements.

1.2.2 Establish Results of performance and risk | 4 months, FY07
requirements and assessments must be released
prioritization before incorporation can occur.

1.3.1 Establish regional NCR Stakeholder consensus. 26 months,
oversight and FYO6 through
accountability FY0s

1.3.2 Develop investment Design Analysis occurs at the end 19 months,
planning lifecycle of Strategic Planning. FYO06 through
approach FYos

2.1.1 Establish regional Regional protocols need to be 38 months,
protocols and systems, developed before 2.1.2 educatior) FY06-FY09

curriculum and during system
build-out enhancements (system
implementation, latter half of
2.1.1).

2.1.2 Develop and sustain | Long-term planning to design and 36 months, Related dependency with 2.1.1.
multi-year education | establish Initiative 2.1.1 systems |sFY06-FY08 These educational campaigns
campaigns required before requirements need to be tied to the established

development and implementation. Regional protocols and systems.

221 NCR Preparedness Coordinated from strategic 27 months, Timeframe determined by Nov.
Campaigns planning and integration with FYO06-FY09 17, 2005 plenary session

implementation plans (1.1.2). participants

2.2.2 Identify and develop Leveraging and developing 14 months, Timeframe determined by Nov.
stakeholder partnerships are critical FY06-FYO08 17, 2005 plenary session
partnerships components in NCR resource participants

planning and capability
development. The effort will be
concurrent with 1.1.1 “Strategic
Plan Development.”
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Initiative Start Factors Duration Comments, Assumptions
Number Factors
Prevention/Mitigation | Strategic Plarcompleted before | 12 months, Overlaps Objective 4.1, 1.1.2
Framework Planning | Prevention/mitigation integration | FYO07, Implementation Planning.
Integration with other operational plans. 2.2.1 integration from
NCR Preparedness campaigns | 3.1.1. leads into
completed first before prevention| the rest of
planning. Objective 3.1
implementation
planning
Initiatives

3.1.2 Training and Need to be at least half way 7 months, FYQ7| Separate ESF resources for each
Exercise Framework | through 3.1.1 planning before and FY08 implementation planning
Planning pursuing training and exercise Initiative.

planning.

3.1.3 Health Surveillance Need to be at least half way 7 months, FYQ7| Separate ESF resources for each
and Detection through 3.1.1 planning before and FY08 implementation planning
Planning pursuing implementation planning. Initiative.

3.14 Community-wide Need to be at least half way 7 months, FYO7| Separate ESF resources for each
Prevention Campaign | through 3.1.1 planning before and FY08 implementation planning
Planning pursuing implementation planning. Initiative.

3.2.1 Info. Sharing and Long term planning for roles, 13 months, November 17 plenary session
Collaboration responsibilities and protocols FYO7 documentation states Initiative
Framework Resource | Pegins at the end &trategic Plan will be completed by Septembe
Planning and 1.1.2 Initiative Execution 2007, beginning 2008.

Planning.
3.2.2 Clearing Appropriate | Requires 3.1.1 Prevention 15 months, Develop process for clearance of
Personnel framework SOP with identification FY06 and FYQ7| appropriate roles/positions and

of positions requiring clearance process current required

before process and current clearances. Allow 12 months fo

clearances can proceed. requested personnel to be
processed. Need cleared
personnel to develop clearance
process and standards. Cost of
background investigation and
general clearing process longer|
and more cost prohibitive than
assumed in November 17 plenary
session documentation, where
cost identified as "low".

3.3.1 Prioritization CIP 1.2.1 Risk Analysis must occur | 9 months, FY06
Protective and before or simultaneously with and FY07
Resiliency Actions identification of NCR CIP and

generation of protection
recommendations.

3.3.2 CIP Inventory and Requires completion of 1.2.1 Risk 24 months, Initiative is limited to integration
Assessment Assessment and 3.3.1 Catalog of FY06, FY07, of risk and performance-based
Methodology CIP assets before enhancement aadd FY08 approaches, not implementation.

integration of risk assessment can Will not require investment to
occur. complete Initiative.

41.1 Establish Corrective Planning process occurs during | 5 months, FY07| Program design and
Action Program 1.1.2 (sub element of Initiative implementation for AARS.

implementation planning). Parallel effort with 1.1.2
Initiative Implementation
planning.
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Initiative
Number

Start Factors

Duration
Factors

Comments, Assumptions

> O

A

4.1.2 Align and Integrate Occurs after 2.2.1 Partner 6 months, FY07| Potential Overlap with 1.1.2
Response Plans Engagement Planning and during Initiative Implementation
1.1.2 Initiative Implementation Planning (dependent on over-
Planning. arching operational plan design
and 2.2.1 Partner Engagement
Planning.

4.1.3 Define Initiative occurs at the end of 1.1.14 months, FY06| Part of TCL: WMD/Hazardous
Decontamination and | Strategic Planning and during thg and FYOQ7 Materials Response and
Re-Entry Capabilities first phase of 1.1.2 Initiative Decontamination Capability,

Implementation Planning. "containing and fully
decontaminating the incident
site, victims, responders and
equipment.” Need to align with
Strategic Planning Framework
and 1.1.2 Initiative
Implementation Planning to
develop and integrate capability.

4.2.1 Develop Notification Occurs during design and 8 months, FY06| Overlaps with 2.1.1 Establish
Protocols implementation of 2.1.1 System gfand FYO7 Emergency Info System of

Systems. Systems.

4.2.2 Develop and Activity occurs simultaneous to | 12 months, Overlaps with 1.1.2 Initiative
Implement NIMS 4.1.2 Align and Integrate Respons&YO07 Implementation Planning, 4.1.2
Adoption Plan Plan and 3.2.1 Info. Sharing and Align and Integrate Response

Collaboration Framework Plans, 4.3.2 Design and

Resource Planning. Implement Interdisciplinary
Protocols and 3.2.1 Info. Sharin
and Collaboration Framework
Resource Planning.

4.2.3 Develop and Initiative occurs during long-term| 28 months, Overlaps with 2.1.1 Establish
Implement planning phase FY06 and early | FY06 and FYO7| Regional Protocols and System
Interoperability FYO7. and new requirements defined i

1.2.2 will provide input to
Initiative. Initiative text
describing "develop architecture
for Regional interoperable
communications” does not matg
November 17 plenary
documentation
description/desired result which
includes implementation
activities.

4.3.1 Design Resource Lifecycle planning requires the 10 months, Overlaps with 1.1.2 Initiative
Management System | definition of human resource FY06 and FYO7| Implementation Planning.

management before and/or during

to 1.1.2 Initiative Implementation

Planning.

4.3.2 Design and Mutual Aid Agreements developed12 months, Primary Initiative activity to
Implement after Strategic Plardefined in FYO7 design and implement mutual a
Interdisciplinary 1.1.1 and du_ring 1.1.2_ Initiative agreements. I_n_terdis_cip_linary
Protocols (e.g. Mutual Implementation Planning. refers to activities bridging R-
Aid Agreements) ESF categories.
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Initiative
Number

Start Factors

Duration
Factors

Comments, Assumptions

o

4.3.3 Design Simultaneous complement for 13 months, Overlaps with 4.2.3 Develop
Interdisciplinary 4.2.3. Covers all potential FY06 and FYOQ7| Interoperability Structure, 2.1.1
Equipment equipme_nt o_verlaps (including Establish Regional _Protocols ard
Interoperability _commumca_'u_on_s) and Systems; new requirements
Standards interoperability issues. Qeﬂned |n_2_.1_.1 W|Il_p_ro_\/|de

input to Initiative. Initiative
complements 4.2.3 by covering
all equipment architecture
interoperability.

4.4.1 Model and Exercise End of lifecycle, assumes 26 months, Primarily refers to ETOP and
15 DHS Scenarios capability installed and developed FY06 and FY08| WMD training and exercises,

before exercised. including the development of
curriculum. Measured exercise
proves capability/preparedness
Initiatives do not over
implementation detail required t
provide capability to Initiative
transparencyStrategic Plan
Framework).

4.4.2 Align Public, Private, | Simultaneous with 2.2.1 9 months, FY07| Overlaps with Initiative 2.2.1
NGO Resources with | implement mutual aid agreements elements to implement mutual
Response, Recovery with Civic, Private, and NGOs. aiq agreements wi_th C_ivic,
Needs Private, NGOs; primarily covers|

Initiative Implementation
Planning
4.4.3 Address Long-term Occurs after remedies selected | 18 months, Overlaps with 4.1.1 Establish

Recovery Gaps

from 1.1.2, implementation
continues through the remainder

FYO7 and FY0S8
of

the period of performance.

Corrective Action Program and
1.2.1 Select Remedies from Rig
Assessment.

=
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Appendix D:  Background: Evolution of the Srategic Plan

Since the terrorist events of September 11, 2001, we hagte significant progress improving our
respective preparedness capabilities. But large scalesevesiether natural or man-made—respect no
boundaries. We recognize this and have a long tradifiestablished mutual aid agreements to deal
with Region-wide events. While these arrangements gawerally worked well in responding to
significant events, we have less experience in plannidgraesting for preparedness as a coordinated
body. Recognizing the need for a comprehensive strategidql homeland security in the NCR, we
have been working to develop a strategic plan since 2001.

A broad array of NCR stakeholder planning sessions andwrs laid the groundwork for our NCR-
homeland security strategic planning efforts after 9/112002, the Senior Policy Group was
established to provide continuing policy and executive leald to the Region’s homeland security
concerns and to ensure full integration of RegionaVities with statewide efforts in Virginia,
Maryland, and the District of Columbia. Th®meland Security Act of 20@2eated the Office for
National Capital Region Coordination within DHS, whighs tasked with coordinating the domestic
preparedness activities of federal, state, local, agidmal agencies and the private sector in the NCR.
In the Eight Commitments to Actipthe Mayor of the District of Columbia and the Gona's of

Virginia and Maryland committed to a collaborative appraaaddressing eight areas of homeland
security within the NCR.

Using this groundwork, we have worked together in a colitbh@, transparent process to develop a
comprehensive, specific, and achievable plan to which \wkdwselves accountable. The process
included interactive work sessions and off-line participat@ntent development. The development of
the Strategic Plannvolved three major phases: consensus building (Aug 2004 — 06i), 20tiative
development (Jun 2005 — Nov 2005) and program management and enfdéon (Jan 2006 — Jul
2006).

D.1. Consensus Building (Aug 2004 — Jun 2005)

From August 2004 through June 2005, we built consensus on thdrbasework for theStrategic Plan
and the process by which tBérategic Planwould be developed.

We agreed to use a collaborative and integrated framdaodeveloping the Strategic Plan as
described in Figure D-1 below. We used this framework teldpuwhe Strategic Plan and we will
continue to use it to update and amend the Strategic Ptetassary.
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Figure D-1—Integrated/Collaborative Planning Framework Approach
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Using this collaborative process during the Consensus Bgifghase, we designed the basic framework
of the Strategic Plan We created our Vision, Mission, Guiding Principlasg Objectives by
synthesizing guidance from regional and federal referdacements, R-ESFs, and interviews with

NCR stakeholders

Five distinct Regional planning reference documents guided tignddsheStrategic Plan

WashCOG REG-ECP (2002)

Eight Commitments to Action (2002)

UASI Strategy (2003)

(CAO)-Senior Policy Group (SPG) Priorities (2004)

5. Regional Emergency Support Functions (R-ESF) Plans (2005)

WP

Additionally, we used the following federal documents tisiaus in the design process

2002 National Strategy for Homeland Security
Department of Homeland Security Strategic Plan
HSPDs 5, 7, and 8

NIMS

NRP

Guidance templates for the National PreparednessGoal
. DHS State and Urban Area Grant Guidance

We also recognized that tisrategic Planwould need to evolve to keep pace with the NCR’s changing
priorities. We agreed to use collaborative, integrgtia@ning within the NCR to make updates to the
Strategic Plan. Figure D-2 depicts how we view the longr-fgocess of enhancing overall
collaborative planning within the NCR.

No gk owdrR
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302 Figure D-2—Integrative/Collaborative Planning within the NCR

2001 2002 2003 2004 2005 2006 2007 2008 2009 2010

Initial Approach
(Development)

* Shortfalls Focus

Coordinating
= Jurisdictional Capabilities (Demonstration)
* Technical Assistance/Training
* General Coordination

* Multi-Level Governance Coor
* Regional Frameworks Mature
- Established Performance Measures

- Integration of Strategies/Performance

ation

Measures with Grant/Jurisdictional Plans
* Federal Regional Coordinate/Integration
- Regional Coordinate/Integration
- National & International Standards &
Benchmarking

303
304 D.2. Initiative Development (Jun 2005 — Nov 2005)

305 After reaching consensus on the high-level Goals and Olgsctive focused on Initiative development
306 to support the strategic Goals (see Figure D3). A serigsiofacilitated Goal Groups, involving

307 representatives of the 14 NCR jurisdictions and lotalesRegional and Federal stakeholders, met
308 between June and November 2005 to finalize the strategic @whlbjectives and begin developing
309 detailed Initiatives. A review group made up of representatie@s each of the Goal Groups met to
310 review and coordinate Initiative development; determine Wwell/ithe Initiatives addressed Regional
311 weaknesses and gaps; determine whether the Initiativeparated both the seven National

312 Preparedness Goals and the 37

313 Target Capabilities; and to develop a
314 list of priority Initiatives for

Figure D3 — Initiative Development

n Initi . $o
321 organize, align, and integrate a '&'
322  broad array of policies, programs, X
323  and actions within the NCR. The O
324  plenary participants decided to
325  schedule their next session for
326  September 2005, providing the -— Initiatives & Action Plan
327  established Goal working groups
328  with three months to develop Initiatives.

>

315 consideration by the NCR Partners. i 5
316 A June 2005 plenary session helped '{? f E =
317  achieve NCR-wide agreement on an Y 2] 8| 3
. O o = 8
318 executable strategic plan for S gl 3| &
319 homeland security. The plenary Q> 2l 8
320  session initiated discussions to v 2| 3
@
o

329 At the September 2005 plenary, NCR Partners agreed taértk Mission, Vision, Guiding
330 Principles, and Strategic Goals for public release oigteopolitan Washington Council of
331 Governance website. Participants of this sessionagsged to continue the Goal Groups as a means to
332  further develop individual Initiatives. We required e&ahative to include a description, desired
333 results or outcomes, timeframes and costs, andus stptate for those already underway.
334  Additionally, each Initiative was to include a list ofykimsks, action items, and performance measures
335 to assess the overall effectiveness of the Initiative.
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To reach final consensus on NCR Initiatives, a thirdglgsession was held on November 17, 2005.
This session finalized the strategic Initiatives developetthé&yvorking groups, defined the process by
which certain Initiatives were designated “priority,” amhbled us to reach an understanding and
agreement on the process going forward.

The Initiative Development phase produced the necessarylgaod empowerment of the RPWGs.
The RPWGs are outcome-driven, accountable working groapsi¢tvelop and oversee programs and
the associated projects within the NCR. The SPG aésiexd a Program Management function within
the NCR Homeland Security Grants and Program Manage@féoe to provide effective program-
level management of the projects associated withdheetand security grant funding.

D.3. Program Management and Implementation (Jan 2006 — Jul 2006)

From January through March 2006, the NCR Partners begamptpthe NCR FY 06 grant application
process, based on th¥ 2006 Homeland Security Grant Program — Program Guidance and Grant
Application Kit(December 2005). The SPG/CAOs established a processaihiat be used for
selecting specific projects in future grant awards anddoeloping and assigning action items to
finalize projects. Management of these projects woulguiied by RPWGs and a program
management function within the NCR Homeland Securign@rand Program Management Office.

In January 2006, the SAA hosted a Homeland Security Taagslilities Workshop, a collaborative
meeting R-ESF Committees from its member jurisdictibmsssess the NCR'’s current homeland
security program capabilities and future program needs. TleEngevas designed to complete the
Program and Capabilities Review required under the 2006 Hodn8keaurity Grant Program.

Under the DHS Program and Capability Review, statesegrgred to focus on seven National Priorities
and eight specific Priority Capabilities that flow frahem. Under the DHS grant provisions,
assessment of the eight Priority Capabilities is mamgdor all jurisdictions. Through the review
process, the NCR developed two key submissions for tH20B% grant application:

1. Program and Capabilities Enhancement Blamich is a multi-year program management plan
for the entire NCR homeland security program that ldskg@nd grant programs and funding;
and

2. Investment Justificatigrwhich identified specific Initiatives from the Enhanemnt Plan for
which the NCR proposed to use FY 2006 UASI funding.

The NCR Homeland Security Grants and Management Offibeld accountable for meeting the
performance measurements set forth in Enhancement agstriment Plans developed as a part of the
NCR UASI application.

In February, 2006, another session was conducted to revievaakithe 100+ Concept Papers/Initiative
Plans submitted. Individuals representing the 16 R-ESFthartb RPWGs evaluated the concept
papers. The outcome of this practitioner-level evaduatias compiled for use by the SPG/CAOs in a
workshop held on February 15th, 2006 at which the target fuasimogints were determined for each
submitted investment justification. The target cap emtverall FY 2006 package was determined by
reviewing the strengths and weaknesses associated witaplabilities review and understanding what
could be practically accomplished within a two-year gtameframe. The senior leadership of the NCR
also considered the use of FY 2005 funding, the level afteraance of current projects, and other
factors to inform final decisions.
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NCR Homeland Security Strategic Plan Appendix D: Background: Evolution of the Strakgic Plan

On March 29, 2006, the Governments of the District of @bla, Commonwealth of Virginia, State of
Maryland, and the Office for National Capital Reg©oordination testified in front of the
Subcommittee on Oversight of Government Management-¢deral Workforce, and the District of
Columbia at the Readiness in the National CapitglidteHearing. Here, they:

* Provided a synopsis of the planning framework and process;

+ Aided the Committee to better understand the enhancedadlive actions we have taken
since July 2005;

» Presented the NCR’s collective vision for regional pregiaess utilizing the FY 06
Homeland Security Grant Program Guidance; and

» Articulated progress by pointing to measurable steps takewihanprove the readiness of
public and private sector and our residents across themegi

Related to the strategic framework is the creatiomwifi-jurisdictional performance measures to

effectively monitor and assess execution ofStm@ategic Plan In addition to integrating guidance from

DHS national efforts such &SPD-7andHSPD-8,the NCR is also undertaking a more detailed assessment
through EMAP and currently undergoing a review of emergepeyation plans through the National Plan
review process initiated by the President and Congrdesving Hurricanes Katrina and Rita.

In June of 2006, the NCR was working on the second dr#fie@trategic Plan NCR Stakeholders were
interviewed in a two week time frame where provided th@nments for th&trategic Plan’sdlevelopment.
The second version of ti&trategic Plaraddressed all of these comments. The NCR Partniers he
Comment Resolution Session on June 29, 2006. In this ses&aeached consensus to the final version
of the Strategic Plarthat will be submitted to the EPC on July 12, 2006 for fiparaval.
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NCR Homeland Security Strategic Plan Appendik: Methodology Details and Management of Implementation

Appendix E:  Methodology Details and Management of Implementatio

E.1. Risk-Based Approach

Our Mission is to build and sustain an integrated effort to prepare for, pevent, protect against,
respond to, and recover from all-hazards threats or events This Mission creates a substantial risk
management role for the NCR Partners. The challsnigeadopt a realistic, comprehensive, and
forward-looking framework for managing risks to the N®@Rttrecognizes that only a finite amount of
resources can be allocated towards achieving our Misgiera result, we must manage risks to the
NCR using a cost-benefit analysis to ensure that resoareeslocated where they will have the most
beneficial impact. Aisk-based framework possesses two central tenets: risk must be manageé from
system perspective and funds must be targeted whereghbeegreatest exposure to rsk.

E.1.1. The NCR’s Risk Challenge

The homeland security challenge faced by the NCR i21ikecentury is due in large part to the
expansive network that we have created to meet the demaadsefonomy and citizens. During the
past two decades, the business and government entitiesisiompne NCR, as in most other
metropolitan areas, have expanded and altered their basmalels to take advantage of the so-called
“network-effect.” Although these changes have signifiyagthhanced the efficiency and effectiveness
of these entities, they have complicated the operatmgel. A more complicated business model and a
world of uncertain threats create a NCR that beconmas somplex and interdependent each year.

When considering risk management options to addressl&oangecurity concerns, we must remember
that elements of the NCR do not exist in isolationchEglement represents a complex system—and
each element is also embedded in an increasingly corspd¢am. Homeland security in such an
environment depends on creating sound risk management capsiaitii possessing the ability to
interact flexibly with elements of the national ®yst

Because the NCR is a complex system, developing Insastrategies to improve a single element of
the NCR would be ineffective. We cannot improve one @itte system without considering the
impact on the other parts of the system, as reactiocisanges in one area may negatively affect other
areas. Consequently, introducing risk-based homeland tyeictoi a complex system requires a
deliberate and dynamic approach.

As we have seen in New York, Madrid, Jakarta, LondonNswd Orleans, disruptions to a metropolitan
area can imperil the stability and prosperity of anyomategardless of wealth or military power. The
situation facing us is even more stressing. Although @Gssgrontinues to make important investments
in homeland security efforts, we do not have unlimitesbueces at our disposal to address all of the
NCR’s needs. Nor would unlimited resources ensure “perfeatisg—the uncertainty of network
behavior precludes the possibility of perfect securityer@fore, we must prudently prioritize according
to the systems risks we face.

The first step in prioritizing risk is acknowledging tlsanple point solutions within the complex NCR
system are not efficient or necessarily effecti@ur approach to risk must be network based. Such an

2 We recognize the importance of a common approachkamialysis and assessments in the Region, and have &greed
make its development and implementation a priority ivgefor execution in Fiscal Years 06 and 07. Among thelteds
of vulnerability assessments and risk management methods, inach sector has one or more favored tools. Aeptethe
only known method for risk analysis and resource allocattdhe Regional level is Critical Infrastructuret@otion
Decision Support System, under development by a consoofildational Laboratories under DHS sponsorship.
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approach calls for a systematic decision process by weotompare and contrast the cost and time
impacts of potential solutions to the threat, systemenabilities, and network consequences of an
event. The results of this analysis enable NCR Pextio prudently prioritize strategies, investments,
actions, and resources to manage risk.

E.1.2. A Risk-based Approach—Taking a System Perspective

When we use a system perspective to manage risk, we ydeniti¢al risks on the basis of their impact
on the system. Assessing risk from a system perspastdifferent from assessing risk from an asset or
threat-centric viewpoint. Because systems are hightyptex networks with multiple connection points
and interdependencies, a risk to the system implies plegrahain of events that also must be analyzed
and considered when ranking the criticality of a risksy&tem perspective examines the effects a risk
may have on all aspects of the system, including se@natthird-order effects. For instance, an attack
on one of the airports in the NCR will have an imragzleffect: the airport will be shut down. Second-
and third-order effects may include the effects on thadRajeconomy and negative public perception
of the safety in the NCR.

A system perspective also considers emerging risks, velnehisks that have not yet materialized but
that could in the near future. Emerging risks must beneed because they have the ability to have
profound second- and third-order effects in the systene ciblcading effects of emerging risks on the
system may significantly impede the NCR leadership fronmeaing its Mission.

The risk-based approach enables entities to transceicdltymarrow constraints on risk management
and establish a risk management system that (1) keeps Bagiership and management well-informed
and focused on issues critical to driving and protectingahe ission; (2) integrates effectively with
ongoing strategic and planning efforts (e.qg., links risk éostihhategic goals of an organization); and (3)
enables business and governmental processes to contintreiaed The system perspective is also
fully aligned with the approaches used by the NCR’s 14 jigtisths and is aligned with national-level
homeland security objectives and risk management metlgeslander development by DHS.

E.1.3. Risk Assessment and Prioritization

The risk assessment process begins with identifying tueponents necessary for examining risk: (1)
Threat—the probability of a risk materializing, (2) Vulability—a weakness in the system that can be
exploited to gain access and cause harm to the systdri{3aConsequence—the impact or effect of the
risk materializing, e.g., lives lost, disruption to the sgstfinancial cost, damage to the public psyche.
These three components are variables in an equatiome Wariable changes, the entire risk changes.
For example, a crop-duster airplane sprinkling a biologigant over northern Alaska is different than a
crop-duster sprinkling that same agent over a farm im@etown, Maryland. The difference in time,
geography, mode, or asset can greatly change the magnitadecality of a threat, vulnerability, or
consequence.

To arrive at specific threats, vulnerabilities, and egences that must be assessed in order to
determine risk, this framework uses a scenario-based médlggdo assist decision makers in
identifying and understanding potential risks to the systear. dgnamic threat environment creates a
potential for a wide range of changing risks—the fundameptadtion for the NCR is how to meet
these challenges. The system-based approach gives udithidaabkamine some key questions:

3The risk-based approach outlined in this section provtgesverall framework on how the NCR Partners addiiek as
part of thisStrategic PlanWe will continually develop and refine this approach
Final Draft—August 18, 2006 E-2
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475 * Who “owns” the risk?

476 * How do we identify the highest risks?

477 * How do we manage these risks and who should do it?
478 * How do we balance resource allocation against risks?
479 * How can we ensure real risk reduction?

480 A process to examine systems-based risk in the contéxésd questions must be methodical, iterative,
481 and traceable.

482 E.1.4. Dynamic Nature of Risk-Based Approach

483 The NCR Partners have developed t&giategic Plarto address a list of critical risks (see Section 3.2).
484  As we determine which capabilities can be bolsteredtenieand mapped to specific critical risks for
485  purposes of allocating set resources and measuring perfoemae must appreciate that the critical risk
486 list will change. Because of the changing nature of thyeantinuous technological improvements, and
487  policy changes, the elements that comprise risksarstantly changing. Because of this continual flux,
488 we must keep the framework to manage those critical aslexlaptive and flexible as possible. If

489  critical risks are altered or new emerging criticaksi arise, capabilities must already be in place to

490 address those changes. Therefore, the strategic appno@t accommodate the varying levels of risk
491  within the 14 jurisdictions, the all-hazards scope ofStrategic Planand the fluctuating nature of the
492  critical risks.

493 E.1.5. CIP RPWG’s Emerging Strategy

494 The CIP RPWG'’s emerging strategy (see Section 3.2)rwilart help to focus on the need to address
495  the dynamic nature of a risk-based approach. The CW@®&Btrategy has two major goals supportive
496  of the overall risk-based approach of 8teategic Plan (1) Decision Suppostto build capacity for

497  making prudent investments in infrastructure risk reductiojept® by private and public officials; and
498  (2) Implementation Suppertto take such immediate steps as are mandated or deanfyelling to

499  directly contribute to making the NCR'’s critical indtauctures more secure and resilient.

500 Six key objectives summarize the needD&cision Support (ncluding awareness, organization, and
501 decision support):

502 » Assess the state of security of the critical infiastures not yet assessed (as many as seven more
503 sectors);

504 » Create action plans and increase awareness of dlIit@ndependencies by conducting a series
505 of meetings and a series of public-private table topcéses at the sector and Regional level,
506 » Initiate and facilitatecouncilsfor Regional information-sharing, coordination and decision-

507 making as leadership partnerships for all stakeholders;

508 * Provide analytic decision support using metrics, modetspmer methodologies to facilitate

509 planning and selection of risk reduction projects;

510 » Facilitate implementation of the selected risk reducpmjects, starting withiulnerability

511 assessments of the infrastructures of highest priaritgg Region; and

512 » Evaluate improvement and desigh enhancemaerustical infrastructure security and resilience
513 in the NCR, and empirically measure baseline levelegfregional outcome metrics to serve as
514 baselines for later comparisons.

515

516  The following objectives summarizmplementation Support and how activities will be carried out:
Final Draft—August 18, 2006 E-3
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1. Integrate state and local CIP activities and plans etitler Regional initiatives, to include:
Harmonization of critical asset lists in existencehie regionDistrict of Columbia CIP Plan;
Maryland CIP Plan Virginia CIP Plan Regional Emergency Coordination Pléacilitated by
COQG); theStrategic Plan

2. Develop NCR standards for Critical Infrastructure Prodec@ompliance Program, to include:
NCR and sector standards that accredidate critical tnficiare/key assets as compliant;
coordinate with insurance community for assistance andpwpordinate with MD, VA, and
DC strategies; and

3. Coordinate and/or conduct regional table-top CIP and irperskency focused exercises,
targeted to specific stakeholders, such as private sexatoutives of non-critical businesses,
citizens, homeland security leaders and professionatstfie response community.

E.2. Capabilities-Based Approach

Capabilities-based planning and anafysi® key components to tBérategic Plan’soverall

methodology. Using the target list of 37 capabilitieal@gthed by DHS, the NCR can build the needed
Regional capacity to prepare for the broad range of patati-hazards threats. These target
capabilities serve as the groundwork to prevent, protect agaspond to and recover from potential
incidents. By using a capabilities-based approach, NCRd?ardne able to set priorities for the most
effective use of resources and establish a procesddtatnines how current systems will evolve to
meet mission capability requirements.

The 37 Target Capabilities also help to identify existirmpueces and performance levels in the NCR.
Each capability provides a means to achieve a measurabter@utesulting from performance of one
or more critical tasks, under specified conditions anébpmance standards. During the planning
process, the NCR determined target levels of these ciiealib deal with determined risks and gaps in
the Region. It also allows the NCR to identify areAweakness based on mandated measures.

Through identified capabilities, NCR Partners and firspoaders are able to strengthen inter-
jurisdictional relationships as well as engage in Beglipreparedness planning and operations support.
No single jurisdiction is expected to have all capabsiat a sufficient level to address all major events.
Instead, jurisdictions call for support from other juigsidns through mutual aid agreements. This
approach demands that stakeholders understand operatauiegn@gents and Regional capability levels
in order to adequately prepare for an emergency. Capaditiised planning and analysis offers a
transparent process and provides measurable goals anditaéectisras well as enables the NCR to link
procurement decisions to strategic Goals. This planningepsoencourages a joint approach by
collaborating tools and resources in order to attagetaaims and it engages planners at all levels to
coordinate and understand the Region’s level of preparedness.

Using target capabilities in the NCR strategic planning m®géves local and State agencies a tool that
can be used in preparedness planning to assess preparedredsp, steategies to enhance
preparedness, and establish priorities for the effeaseeof limited resources. It also enhances training
programs, identifies technology development prioritéesl evaluates performance during exercises and
real events. By working through a capabilities-based approlae NCR is able to create an agile and
flexible response plan that can meet a wide range daitéhesnd emergencies.

4 Capabilities-based planning and analysis is founded on thiatiGhal Homeland Security Scenarios and applieddo th
NCR as well as th&arget Capabilities List
Final Draft—August 18, 2006 E-4
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While theStrategic Plans designed to address all 37 target capabilities, its drateeimplementation
will focus primarily on 14 priority capabilities:
1. Planning

National Homeland Security Target Capabilitie:

2. Interoperable Communications o P
3. Community Preparedness and Participation * ‘Interoperable Communications
. . . . . * *Community Preparedness and Participation
4. Information-Sharing and Dissemination + Risk Management
. . . Prevent Mission Capabilities
5. Law Enforcement Investigation and Operations « Information Gathering / Indicator & Warning Recoim
. * Intelligence Analysis and Production
6. CBRNE Detection * *Information Sharing and_Dis_semination _
7. Critical Infrastructure Protection D TS [ESIEEn e CparieTs
8. Ciritical Resource Logistics and Distribution Protect Mission Capabiiles = .
9. Explosive Device Response Operations * Food and Agriculture Safety and Defense
i . » Epidemiological Surveillance and Investigation
10.WMD/ HazMat Response and Decontamination «  Public Health Laboratory Testing
" . R Mission Capabiliti
11. Citizen Protection . ecgt\lfjéturlesilsggma?g:alr:dlel\iitigation Assessment
: * Restoration of Lifelines
12. Medical Surge e Economic and Community Recovery
13.Mass Prophylaxis Response Mi;sion Capabilities
* Onsite Incident Management
14.Mass Care Emergency Operations Center Management
. . . *Critical Resource Logistics and Distribution
Eight have been designated by DHS and six have been Volunteer Management and Donations
identified by the NCR Part duri th trateqi Responder Safety and Health
ijaentine Yy the artners auring tne strategic Public Safety and Security

planning and implementation procéstmplementation of Animal Health Emergency Support
Environmental Health

this Stratggi_c Plan’griority Initiatives will strengthen_ these *Explosive Device Response Operations
14 capabilities, help to close the NCR’s most pressing Firefighting Operations/Support

*WMD/ HazMat Response and Decontamination

homeland security gaps, and bring the NCR into alignme *Citizen Protection

with mandated DHS national priorities. As part of the Isolation and Quarantine
. . . . . Urban Search and Rescue
cap_ablllty_-bgsed pla_mr_n_ng process, we v_v|II periodically Emergency Public Information and Warning
review this list of priorities and make adjustments as T’\f/:ag? alng Pre-Hospital Treatment
*Medical Surge
necessary. Medical Supplies Management and Distribution
*Mass Prophylaxis
oy g- *Mass Care
E.3. Consensus-Building Process Fatality Management

*NCR Priority Capabilities

The multi-jurisdictional nature of the NCR presents oh
the most unique and challenging aspects to its preparedness

planning. The Region’s 14 jurisdictions are of vastlyedtdht size in both population and geographic
coverage. To ensure that the preparedness needs anstsntdém@ne jurisdiction do not dominate the
Strategic PlanNCR stakeholders adopted a consensus-building approachtisedeveloped the
Strategic Plan

Successful consensus-building relies on an iterative dawelot process built around five basic tenets:
(1) Include the full spectrum of NCR Partners, (2) Invadtekeholders throughout the strategic
planning process, (3) Provide a variety of forums for $takker involvement, (4) respect of
jurisdictional authority, and (5) ensuring the preparedneesds of all jurisdictions are balanced. Both
the NCR'’s strategic planning process and governance stractioentinually refined to ensure
application of each tenet.

5 The 14 priority Initiatives were identified during the 200@&air Area Security Initiative grant process and used, alghg w
the Initiatives included in th®trategic Planas the basis for the Region's UASI submission inueer2006.
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The various NCR governance bodies, described in det@ihapter 4, are designed to reflect the
diversity of NCR stakeholders within the 14 jurisdicti@amsl ensure the representation of their needs
and interests. The groups and committees that compeid¢G@R governance structure are involved at
many points in the development process, to include timeulation of high-level strategies and the
definition of specific Initiatives. Furthermore, sthkéders are provided multiple forums for
involvement, including committees, working groups, and praagti groups. Decisions within each of
these groups are reached through consensus. Applying a amiberding approach to NCR strategic
planning ensures a comprehensive and balanced view of preparaddgssmotes partnership-
building and ownership among stakeholders, all of whicltiatieal success factors for Regional
preparedness.

E.4. The Performance Based Perspective Measure Timeliness
. . Lagging measuregrovide performance
Performance management is a key component ﬁmgl_c information that may be more directly relate
Plan’s overall methodology. The purpose of a strategic [glan RERITHEEEIEEERN I ESNIES TRl

drive an organization toward actions that result in the PEEEAE METEGRmE FEelsE i
availability is infrequent and/or delayed.

accomplishment of its strategy. Without action, angtegic plan _ e _

will be a failure. However, the actions must bedberect ones. ;effganugem@a;ﬁgeﬂgﬂsZ:Ir;‘l’;g‘l:f'g’r‘“;hat
Measurement of performance against$imategic Plarensures which quantifies performance which is
that NCR stakeholders base their actions orsthegegic Plan thought to contribute to the results ultimatel
that these actions produce the expected results, anhoisa desired.

results lead to success.

As part of the strategic planning process, we developed stinida assessing NCR strategic
performance. During the development phase, as straitegis
were proposed and discussed, the NCR Partners carslfalhed [RAESEERRES
and selected Goals, Objectives, and Initiatives alongacigidrly Outcome measuresjuantify the effect on
defined and understood results. Subsequently, we identified [N R A

. . activity. Outcomes may be more immediate
parameters that communicate both the status of progress i (directly resulting from the activity), or more
completing the planned actions (project milestones)lamdesults JURECK(ESIITRIIRGEE:RGUIZERE
or benefits of having done so (performance measureshoukih [RESRLEVALLAEEED)
milestones are intended for use during implementatidmeat Output measuresdescribe the product of an
Initiative level, measures are used after actions@mmieted and IR IE L LRI

are applied at the levels of Initiatives, Objectives| @oals. Proxy measuresare those which are selecte
to be closely tied to a direct result which

. . . e - . cannot be easily or usefully measured.
We determlned ml|eSt0neS by Identlfylng the maJOr eXpeCted Example: measuring precursors to failure

tangible outputs at intervals of implementation. N@&R (radiation exposures exceeding regulatory

Partners also assigned timeframes associated witothpletion [k CAGEREEIEEL DL
. . .. an option.

of each milestone based on our understanding of thetivatiand

the level of effort required. Detailed budgets for eautmkive, as

Efficiency measuresdescribe the economy

. . . of a particular activity or performance in
they are developed, will also be linked to these milestoData RS E NI d iy

tracked against these cost, schedule, and level ot steordards
will provide a comprehensive project management view for economy of an activity or group of activities

implementing these Initiatives. in terms of input resources required to
achieve a given outcome.

Cost effectiveness measuredescribe the

The performance measures developed foSthategic Plan
elements include output, efficiency, and outcome meas@eserally, outcome measures are favored
over output measures, especially at the higher levelbgctives and Goals. Outcomes provide a

Final Draft—August 18, 2006 E-6
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clearer assessment of the effectiveness of actiatiger then merely levels of activity. Together, they
answer the “so what?” question, which is always refevan

Despite the preference for outcome measures, outpagures were deemed the best choice for several
Initiatives. Outcomes associated with the Initiatma@sbe affected by many factors beyond a single
specific Initiative: therefore an outcome measuréaiQbjective level was deemed more appropriate.
Outputs specific to these Initiatives are measured to pransight to the level of contribution toward

the outcome.

Often, output measures can provide more timely ins@hinanagement purposes than outcome
measures. Because output measures provide informatiae thate frequently and quickly available
(i.e., “leading” measures), management does not need ttdowéinal outcome measures to be
generated and assessed (i.e., “lagging” measures) to makeaeci

In the same way, “proxy” measures are sometimes ugddda of outcomes for plan elements whose
desired outcome is safety or security. In these cistamees, success occurs when no negative event is
experienced. Counting or measuring these events providesmance information too late to be of
value, so more “leading” indicators of prevention susceesast be used instefd.

Finally, efficiency measures have generally been faated!in instances in which they can be
associated with outcomes (cost-effectiveness), ratlae simply outputsCost-effectiveness, like
outcome measures, provides more relevant informationatigout efficiency. However, the latter is
sometimes useful as a leading indicator of the former.

Measures in thiStrategic Plarwere developed according to
accepted practices in the performance measurement and [FOUUEEVIEESTE I BEENR
management field. Criteria for “good” performance measu YR T R RO S EENE
(see Appendix B) were applied to ensure the quality and REGELERGIEVE LIS EeliiiS

usefulness of the proposed set. contributory to and occurring at interval
on the way to the completion of a proje

We_developed the targets for the variou_s measures baS(_ed Measure an attribute capable of being
their best understanding of current, achievable, and desiralgEe

levels of performance. In some cases, targets canrsatt be
because the baseline levels of current performance are Measurement the actual value of a
unavailable to inform an assessment of achievable measlire appliedito ajparicUlarobject &
performance. Where baselines or targets have naeget a particular time

determined, we have shown the approximate timing when (i PYr s yrr IR oNc R T o

will be available instead of the baseline or target value measure; the level of performance to b
Ongoing performance assessment will provide missing achieved

baselines, improve the understanding of achievable

performance ranges, and allow future targets to be definedimed. Targets will be used to judge the
adequacy of the performance achieved.

The resulting scheme of performance measurement satifegls for results information at multiple
levels, as indicated by the shaded rows in Table E-1.STragegic Plan’sstrategic level measurement
scheme is not designed for measuring either mission-beagderations-level performance. Because
NCR operations are carried out and managed at the indiyudisalictional level, measuring this

6 For OMB’s guidance on dealing with this measurement clgdleseeéPerformance Measurement Challenges and
Strategies,”OMB June 18, 2003, p.11.
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680 performance at the strategic level would be inappropristission-level measurement, although not
681  specifically addressed by tH#irategic Plapnwould be informed by and at least partly composed of the
682  most critical Goal level strategic measures. Forildetanformation on the performance measures for
683  Goals, Objectives, and Initiatives, see Appendix A.

684 Table E-1—Levels of NCR Homeland Security Performance Easurement
Level Question Answered Focus Timeliness Type
Mission How effective is the NCR Strategic Lag Ultimate outcome (o
homeland security function at proxy), effectiveness,
securing the NCR? cost- effectiveness
Goals What is the status of achieving| Strategic Lag Outcome (or proxy),
Objectives mfajo_r outcomes that lead to effectiveness
mission success?
| nitiative What are the immediate resulty Strategic/ | Lead/lag Immediate outcome
of the completed Initiatives? operational (or proxy), output,
efficiency
Operations How well is the NCR homeland| Operational| Lead Output, efficiency,
security function operating?
685
686 E.S5. Management of Implementation

687  In addition to the risks associated with all-hazahidsats to the NCR, the NCR Partners face

688 implementation risk. Implementation risk represen¢gg or events that have the potential to negatively
689  impact the execution of ti&trategic Plars Initiatives and the development of a capability. To

690  minimize implementation risk, we will use a proven lempentation risk management process. The goal
691  of the implementation risk process is to monitor andagarrisks to cost and performance of the

692 Initiatives so that we develop the NCR capabilitiesfiergreatest impact, at the lowest price available,
693  and with minimal risk. This process employs three steglsidentification, risk analysis, and risk

694 mitigation. Figure E-1 illustrates the flow of the N@Rplementation risk process and the resulting

695 actions for each phase. As the implementation riskagement process matures, we will realize cost
696 avoidance and savings. These savings will demonstrategedtstewardship of NCR resources and
697  help to ensure that cost continues to be balancedefiébtive implementation risk management.

698 Implementation Risk Identification

699  We will use a proven and verified method for identifyinggobial risk to the cost, schedule, and ability
700 of an Initiative to deliver and perform against Goals ance@bjes. Many risks will represent ongoing
701  constraints of the public sector, including funding cptditical sponsorship, and shared governance.

702  Implementation Risk Analysis

703  We will analyze every potential risk to estimate thelilkood or probability that an event will occur in a
704  specific timeframe; identify the potential impact onesile, cost or scope; and determine the overall
705 effect on related programs and Initiatives. The redulsk analysis will be a prioritization of potential
706  risks to Initiative implementation.

707  Implementation Risk Mitigation

708  Once we identify a potential risk and determine its poteimpact and priority, we must develop a plan
709 for mitigation and ongoing monitoring. This plan willntain a description of the potential risk, the risk
710  analysis results, a strategy to minimize the riskipact on thé&trategic Plan’amplementation, and a
711  timeline for implementation of the risk mitigationaegy (Mitigation Plan). The Mitigation Plan will
712 also describe the essential program oversight to beameed to ensure that Initiatives produce
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aggregate value to NCR capability development. If a @siot be mitigated, it will be accepted as an
ongoing implementation constraint that must be recodrazea fixed characteristic of the project
execution environment. We will design the MitigationrPla ensure best practices and quality of
delivery are maintained throughout NCR Initiative impletaian lifecycles.

Figure E-1—NCR Implementation Risk Management Process

. e . « Program and Project Planning
Risk Identification « Performance Management
« Risk Monitoring

« Potential Impact/Consequence?
« Likelihood/Probability of Occurrence?

* Mitigation Plan
Plan Implementation
Plan Management

Can the risk be
mitigated?

Risk Acceptance

* Adjust SOP,
Program and
Project Plan
As needed
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Appendix F:  EMAP Standards and Findings Mapped to Initiatives

Table F-1 shows the alignment between the 30 strategatives outlined in th&trategic Planand the
Emergency Management Accreditation Program (EMAP).ABEN§ a "voluntary national accreditation
process for state, territorial, tribal and local egeeicy management programs” that uses recognized
nationals standards as a means for evaluating and imgremargency management programs.

Table F-1 shows the alignment betweenShategic Plan’s30 Initiatives and EMAP’s 58 standards for
emergency management programs. Each "X" in the talpiessents an alignment between a strategic
Initiative and a particular EMAP standard. The 58 EMAdhdards have been compressed in Table F-1
into 18 categories, based on the EMAP Standard issued 2806, for ease of use.

22 out of the 30 Initiatives in tH&trategic Plaraddress 54 of the 58 EMAP standards. Those standards
that address general operational considerations, swds@sing functional roles for emergency
response operations, are beyond the scope &ttategic Plan With two exceptions, the eight

Initiatives that are not aligned with EMAP fall undéoal 3 (Prevent & Protect) and deal with
intelligence, surveillance, and critical infrastructure @ctibn. EMAP, an emergency management
program, does not address these Initiatives.

The EMAP standards related to "Program Managemengjererally covered under Goal 1 (Planning
& Decision-making). Those related to "Communicationg'@vered under Goal 2 (Community
Engagement). The majority of the remaining EMAP stedglare addressed in Goal 4 (Response &
Recovery).

In early 2006, EMAP conducted a pilot assessfiefrthe NCR and found “low” or “moderate”
compliance with 54 of the EMAP standards. Table F-2 shitv Region’s level of compliance (“L” for
low, “M” for moderate) for each of the 54 standards dred®bjective that is addressing the gap or
shortfall. All 54 standards are addressed by at least bjeeive.

" See Volume 1, Section 5.1.3 for a more detailed discus$ithe EMAP Assessment and its relationship tcSthategic
Plan.
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Table F-1—Alignment of the Strategic Plan with EMAP Standards

Mapping EMAP Standards to NCR Strategic Initiatives

Goal One Goal Two

111112 121 122 131 132 211 212 221 2

4.1 - Program Administration X
4.2 - Program Coordinator X
4.3 - Advisory Committee X
4.4 - Program Bvaluation X

5.2 - Laws and Authorities X

5.3 - Hazard Identification, Risk Assessment... X
5.4 - Hazard Mitigation X
5.5 - Resource Management X
5.6 - Mutual Aid
5.7 - Planning X
5.8 - Direction, Control and Coordinatoin
5.9 - Communications and Warning X
5.10 - Operations and Procedures

5.11 - Logistics and Facilities

5.12 - Training

5.13 - Exercises, Bvaluations and Corrective Actian
5.14 - Crisis Communications, Public Information... X X
5.15 - Finance and Administration X

Mapping EMAP Standards to NCR Strategic Initiatives

Goal Three

311312 313 314 321 322 33.1 3]

4.1 - Program Administration
4.2 - Program Coordinator
4.3 - Advisory Committee
4.4 - Program Bvaluation

5.2 - Laws and Authorities

5.3 - Hazard Identification, Risk Assessment...
5.4 - Hazard Mitigation

5.5 - Resource Management

5.6 - Mutual Aid

5.7 - Planning X
5.8 - Direction, Control and Coordinatoin
5.9 - Communications and Warning
5.10 - Operations and Procedures

5.11 - Logistics and Facilities

5.12 - Training X
5.13 - Exercises, Bvaluations and Corrective Actian
5.14 - Crisis Communications, Public Information...
5.15 - Finance and Administration
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Mapping EMAP Standards to NCR Strategic Initiatives

411 412 413 421 422 423 431 432 433 44424443

4.1 - Program Administration
4.2 - Program Coordinator
4.3 - Advisory Committee

4.4 - Proiram Bvaluation

5.2 - Laws and Authorities

5.3 - Hazard Identification, Risk Assessment...
5.4 - Hazard Mitigation

5.5 - Resource Management X
5.6 - Mutual Aid X
5.7 - Planning X X
5.8 - Direction, Control and Coordinatior X X
5.9 - Communications and Warninc X X X
5.10 - Operations and Procedure X X X X
5.11 - Logistics and Facilities X
5.12 - Training
5.13 - Exercises, Byaluations and Corrective Actian X X
5.14 - Crisis Communications, Public Information...
5.15 - Finance and Administration
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Table F-2—Alignment of the Strategic Plan with EMAP Assessment Findings

Standard EMAP Key Findings Goal 1 Goal 2 Goal 3 Goal 4
Number Gaps and Shortfalls 11 1.2 13 2.1 22 31 32 33 41 423444
4.1 Program Administration L X X
4.2 Program Coordinatc M X | X

An advisory committee shall be established by M
4.3 the entity in accordance with its policy.

The advisory committee shall provide input to
or assist in the coordination of the preparation,
implementation, evaluation, and revision of the
4.3.2 |program.

The committee shallinclude the program
coordinator and others who have the
appropriate expertise and knowledge of the
entity and the capability to identify resourceq
from all key functional areas within the entity
4.3.3 |and shall solicit applicable external re

4.4 Program Evaluation L X X

The disaster/emergency management program
shall comply with applicable legislation, M X X
5.2.1 [regulations, and industry codes of practice.

The entity shallimplement a strategy for
addressing needs for legislative and regulatpry M X X
5.2.2 [revisions that evolve over tin

The entity shall identify hazards, the likelihoold
of their occurrence, and the vulnerability of
people, property, the environment, and the
5.3.1 |[entity itself to those hazards.

The entity shall conduct an impact analysis {
determine the potential for detrimental impact
5.3.3 |ofthe hazards on conditions

n O
—
X
>

5.4 Hazard Mitigatiot L X | X X

The entity shall establish resource management
objectives consistent with the overall prograpn
goals and objectives as identified in Section 4.1
for the hazards as identified in Section 5.3.

5.5.51
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Standard EMAP Goal 1 Goal 2 Goal 3 Goal 4
Number Key Findings Gaps and Shortfalls Rating 1.1 1.2 13 21 22 13.32 33 4.1 42 43 4.
The resource management objectives
established shall consider, but not be limited
the following:

(1) Personnel, equipment, training, facilities, L X [ X
funding, expert knowledge, materials, and the
time frames within which they will be needed
55.2 |[(2) Quantity, r

The program shall include, but shall not be
limited to, a strategic and coordination plan,
emergency operations/response plan, a L X
mitigation plan, a recovery plan, and a
5.7.2.1 |continuity plan.

Emergency Operations/ Response plan. Locgl
and regional level capabilities only partially M X
5.7.2.2 |comply with standard.
The emergency operations/response plan shall
assign responsibilities to organizations and
individuals for carrying out specific actions af M X | X
projected times and places in an emergency|or
5.7.2.2 |disaste
The mitigation plan shall establish interim and
long-term actions to eliminate hazards that
impact the entity or to reduce the impact of
5.7.2.3 |those hazards that cannot be eliminated.

—

0,

The recovery plan shall be developed using
strategies based on the short-term and longterm
priorities, processes, vital resources, and L X | X
acceptable time frames for restoration of

services, facilities, programs, and infrastructy

=

57.2.4 €

A continuity plan shallidentify the critical and
time-sensitive applications, vital records,
processes, and functions that shall be
maintained, as well as the personnel and
procedures necessary to do so, while the
5.7.2.5 |damaged entity is being recovered.

The functional roles and responsibilities of
internal and external agencies, organizations, L X X
5.7.3.1 |departments, and individuals shall be identi
The entity shall develop the capability to direct,
control, and coordinate response and recovery M X
5.8.1 |operations.

The incident management systemshall be
communicated to and coordinated with
appropriate authorizations and resources
5.8.3 [identified in Section 5.5.

The entity shall establish applicable procedyres
and policies for coordinating response,
continuity, and recovery activities with
appropriate authorities and resources while

B’?‘ftsmiﬁ@‘%?ﬁrﬁiﬁn%g%th applicable statuteg or Fr-5

5.8.4 [regulations.




NCR Homeland Security Strategic Plan Appendix F: EMAP FindingMapped to Initiatives

Standard EMAP Goal 1 Goal 2 Goal 3 Goal 4
Number Key Findings Gaps and Shortfalls Rating 1.1 1.2 13 21 22 13.32 33 4.1 4.2 43 4.
Communications systems and procedures shall
be established and regularly tested to support M X X

5.9.1 [the progran

Emergency communications and warning
protocols, processes, and procedures shalljbe
developed, periodically tested, and used to alertL X X
people potentially impacted by an actual or
5.9.3 [|impending emergency.

The entity shall develop, coordinate, and
implement operational procedures to support M X | X
5.10.1 |the program.

The safety, health, and welfare of people, an
the protection of property and the environment
under the jurisdiction of the entity shall be
5.10.2 |addressed in the procedures.
Procedures, including life safety, incident
stabilization, and property conservation, sha|l
be established and implemented for respong L X | X
and recovery from, the consequences of thgse
5.10.3 |hazards identified in Section 5.3.

A situation analysis that includes a damage
assessment and the identification of resourdes
needed to support response and recovery
5.10.4 J|operations shall be conduct

Procedures shall be established to allow for
initiating recovery and mitigation activities L X
5.10.5 |during the emergency response.
Procedures shall be established for succesgion
of management/government as required in L X
5.10.6 |5.7.2.5.

The entity shall establish logistical capability
and procedures to locate, acquire, store,
distribute, maintain, test, and account for
services, personnel, resources, materials, and
facilities procured or donated to support the
5.11.1 |program.

A primary and alternate facility capable of
supporting continuity, response, and recovery
operations shall be established, equipped,
5.11.2 |periodically tested, and maintained.

The entity shall assess training needs and ghall
develop and implement a training/educationa
curriculumto support the program. The training L X
and education curriculum shall comply with all
5.12.1 |applicable regulatory requirements.

o
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Standard EMAP Goal 1 Goal 2 Goal 3 Goal 4

Number Key Findings Gaps and Shortfalls Rating 1.1 1.2 13 21 22 13.32 33 4.1 4.2 43 4.
The objective of the training shall be to create
awareness and enhance the skills required tjo
develop, implement, maintain, and execute the
5.12.2 |program.

Frequency and scope of training shall be
5.12.3 Jidentified.

Personnel shall be trained in the entity's incig
5.12.4 |management system.
5.12.5 | Training records shall be maintained. L X

L X

The entity shall evaluate program plans,
procedures, and capabilities through periodic
reviews, testing, post-incident reports, lessons

5131 learned, performance evaluations, and exercjses.

Exercises shall be designed to test individual
essential elements, interrelated elements, orfthe L X
5.13.2 |entire plan(s).
Procedures shall be established to ensure that
corrective action is taken on any deficiency

identified in the evaluation process and to L X
5.13.3 |revise the relevant programplan.

The entity shall develop procedures to

disseminate and respond to requests for

predisaster, disaster, and post-disaster L X X

information, including procedures to provide
information to internal and external audiences$
5.14.1 Jincluding the media, and deal with their i
The entity shall establish and maintain a
disaster/emergency public information M X X
5.14.2 |capability
Where the public is potentially impacted by 3
hazard, a public awareness programshallbg M X | X
5.14.3 |implemented.

The entity shall develop financial and
administrative procedures to support the
program before, during, and after an emergency
5.15.1 |ordisaste
Procedures shall be established to ensure that
fiscal decisions can be expedited and shall be inM
accordance with established authority levels|
5.15.2 |and accounting principles.
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Appendix G:  List of Acronyms

CAO - Chief Administrative Officer

CBRNE - Chemical, Biological, Radiological, Nucleard Explosive
COG - Council of Governments (see also MWCOG)

CIP — Critical Infrastructure Protection

CI/KR — Critical Infrastructure / Key Resources

DHS — Department of Homeland Security

EAS — Emergency Alert System

EMAP — Emergency Management Accreditation Procedures
EPC — Emergency Preparedness Council

EPG — Exercise Program Group

ESF — Emergency Support Function (see also R-ESF)
ETOP — Exercise and Training Operations Program

HSEC — Homeland Security Executive Committee

HSGP — Homeland Security Grant Program

ICS — Incident Command System

IMT — Incident Management Team

JFC — Joint Federal Committee

MWCOG — Metropolitan Washington Council of Governments
NCR — National Capital Region

NCRC - Office for National Capital Region Coordination
NIMS — National Incident Management System

NIPP — National Infrastructure Protection Plan

NSSE — National Security Special Event

NVOAD - National Voluntary Organization Active in Disas
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PMO - Program Management Office

RECP — Regional Emergency Coordination Plan
R-ESF — Regional Emergency Support Function
RPWG — Regional Program Working Group
ROM - Rough Order of Magnitude

SAA — State Administrative Agency

SME — Subject Matter Expert

SPG - Senior Policy Group

TCL — Target Capabilities List

UASI — Urban Area Security Initiative

VOAD - Voluntary Organization Active in Disaster (sdso NVOAD)

WMD — Weapons of Mass Destruction
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Appendix H:  Glossary
Action Item: Tactical step necessary to implement an Initiative.

All-Hazards: “Refers to preparedness for domestic terrorist k$tamajor disasters, and other
emergencies.” (Source: HSPD-8, December 2003)

Chief Administrative Officers Committee (CAO Committee). A technical committee within
MWCOG composed of the chief administrative officecsirmember local governments. (Source:
MWCOG.org)

Emergency Management Accreditation Program (EMAP) The voluntary assessment and
accreditation process for state/territorial, trildadd local government programs responsible for
coordinating prevention, mitigation, preparedness, respanserecovery activities for natural and
human-caused disasters.

Emergency Preparedness Council (EPC)YAn advisory body which reports to the MWCOG Board of
Directors. The EPC makes policy recommendations tvVdMEOG Board through the Public Safety
Policy Committee and makes procedural or other recomrtienddo the MWCOG Board or to various
regional agencies with emergency preparedness respiesitor operational response authority.”
(Source: MWCOG.org)

Emergency Support Function (ESF) A grouping of government and certain private-sector capabili
into an organizational structure to provide support, resouacelsservices. (Sourclational Response
Plan, December 2004)

Fiscal Year This plan references a fiscal year that is a 12 catendath period ending with
September, and is numbered the same as the calendar yeech it ends. For example, FY 2006 is
October 2005 through September 2006.

Goal: Mini desired end state. Achieving all Goals enables adiz of the Vision.
Guiding Principle: “Rule of the road” in making strategic decisions.

Homeland Security. “A concerted regional effort to prevent terrorisiaakts within the NCR, reduce
the region's vulnerability to all-hazards events, andmiz@ the damage and recover from events that
do occur.”

Initiative : A measurable, time-specific statement that is sidgido the Objective.

Joint Federal Council (JFC): “A decision-making entity that provides a forum foripgldiscussions
and resolution of security related issues of mutual cartoefederal, state, and local jurisdictions within
NCR.” (Source: DHS.gov)

Metropolitan Washington Council of Governments (MWCOG). “MWCOG is a regional
organization of Washington area local governments. MWCOssmposed of 20 local governments
surrounding our nation's capital, plus area members dflingland and Virginia legislatures, the U.S.
Senate, and the U.S. House of Representatives.” (SOMWEOG.org)
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Mission: The empowering statement that enables one to readligion. The Mission of the NCR
Partners is to: “Build and sustain an integrated ettopgrepare for, prevent, protect against, respond to,
and recover from ‘all-hazards’ threats or events.”

National Capital Region (NCR or Region) "The geographic area located within the boundaries of (A)
the District of Columbia, (B) Montgomery and Prir@eorges Counties in the State of Maryland, (C)
Arlington, Fairfax, Loudoun, and Prince William Countagl the City of Alexandria in the
Commonwealth of Virginia, and (D) all cities and otheits of government within the geographic areas
of such District, Counties, and City." (Source: Tk United States Code, Section 2674 (f)(2)). For
the purposes of mutual aiiection 7302(a)(7) of the Intelligence Reform and Terrorism Prevention A
(Pub. L. 108-458), December 17, 2004fines NCR asThe term ‘National Capital Region’ or

‘Region” means the area defined under se@®r(f)(2)of Title 10 United States Codand those
counties with a border abutting that area and any muniogsatherein.” Therefore, the 14 jurisdictions
within the NCR and covered by tirategic Plamare: Arlington, Fairfax, Loudoun, and Prince

William counties and the independent cities of Alexandrarfax City, Falls Church, Manassas, and
Manassas Park in Virginia; Montgomery and Prince Gésgrinties in Maryland; and the District of
Columbia, Commonwealth of Virginia, and State of Manyl.

National Capital Region Homeland Security Partners (Partner®r NCR Partners): Refers to the
Region’s local, state, regional, and federal governmeiitze it community groups, private sector,
nonprofit organizations, and non-governmental organizations.

National Capital Region Homeland Security Strategic Plan (NCR $ategic Plan or the Strategic
Plan): Refers to this document.

Objective: Attainable means of achieving a Goal.

Office for National Capital Region Coordination (NCRC): “NCRC oversees and coordinates Federal
programs for relationships with State, local, andaegii authorities in the National Capital Region. The
Office’s responsibilities include: coordinating Departmactivities relating to the NCR; coordinating to
ensure adequate planning, information-sharing, training, and exeadtdomestic preparedness
activities in the NCR; and assessing and advocating fouress needed in the NCR.” (Source:
DHS.gov)

Outcome Measure:“Outcomes describe the intended result or consequenceithatcur from
carrying out a program or activity. Outcomes are eddiimportance to beneficiaries and the public
generally.” (SourcePerformance Measurement Challenges and Strate@®H, June 18, 2003)

Output Measure: “Outputs are the goods and services produced by a programamization and
provided to the public or others. They include a descriptidheotharacteristics and attributes (e.g.,
timeliness) established as standards.” (SolRedormance Measurement Challenges and Strategies
OMB, June 18, 2003)

Performance Measure:A parameter, indicator or metric that is used to gauge amogerformance.
Performance measures can be either outcome or angadures. (SourcBerformance Measurement
Challenges and Strategie®MB, June 18, 2003)

Performance Target: The quantifiable or otherwise measurable characterstdells how well a
program must accomplish a performance measure. (Sdtedermance Measurement Challenges and
StrategiesOMB, June 18, 2003)
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Preparedness“The range of deliberate, critical tasks and actiginecessary to build, sustain, and
improve the operational capability to prevent, protectresgarespond to, and recover from domestic
incidents. Preparedness is a continuous process involvingsedtaall levels of government and
between government and private-sector and nongovernnogggadizations to identify threats,
determine vulnerabilities, and identify required resourcéSdurceNRP, December 2004)

Prevention: Actions to avoid an incident or to intervene to stojinaident from occurring. Prevention
involves actions taken to protect lives and property. It ire®bpplying intelligence and other
information to a range of activities that may includerscountermeasures as deterrence operations;
heightened inspections; improved surveillance and securitaiiges; investigations to determine the
full nature and source of the threat; public health and@lgural surveillance and testing processes;
immunizations, isolation, or quarantine; and, as ap@tgrspecific law enforcement operations aimed
at deterring, preempting, interdicting, or disrupting illegetivity and apprehending perpetrators and
bringing them to justice. (SourddiMS, March 2004)

Protection: Actions to mitigate the overall risk to CI/KR atsesystems, networks, or their
interconnecting links resulting form exposure, injury, degton, incapacitation, or exploitation. In the
context of the NCR Homeland Security Strategy, protedtioludes actions to deter the threat, mitigate
vulnerabilities, or minimize consequences associatedantignrorist attack or other incident. Protection
can include a wide range of activities, such as hardenigiésc building resiliency and redundancy,
incorporating hazard resistance into initial facility desigitiating active or passive countermeasures,
installing security systems, promoting workforce surety, iamplementing cyber security measures,
among various others. (SourtdPP, June 2006)

Recovery. The development, coordination, and execution of servicesigdestoration plans, the
reconstitution of government operations and servicesjithdhl, private-sector, nongovernmental, and
public assistance programs to provide housing and promoteateésto long-term care and treatment of
affected persons; additional measures for social, gallitenvironmental, and economic restoration;
evaluation of the incident to identify lessons learnedt pwident reporting; and development of
Initiatives to mitigate the effects of future incident(SourceNIMS, March 2004)

ResponseActivities that address the short-term, direct effec¢tsn incident. Response includes
immediate actions to save lives, protect property, aret basic human needs. Response also includes
the execution of emergency operations plans and of margacttivities designed to limit the loss of

life, personal injury, property damage, and other unfaverabicomes. As indicated by the situation,
response activities include applying intelligence and othernmdtion to lessen the effects or
consequences of an incident; increased security operatmmiuing investigations into the nature and
source of the threat; ongoing public health and agriculturakillance and testing processes;
immunizations, isolation, or quarantine; and specific émforcement operations aimed at preempting,
interdicting, or disrupting illegal activity; and apprehendaagual perpetrators and bringing them to
justice. (SourceNIMS March 2004)

Regional Emergency Support Function (R-ESF)‘A very basic function shared by all jurisdictions.
Individual R-ESFs identify organizations with resources eapabilities that align with a particular type
of assistance or requirement frequently needed in a sa@e-emergency or disaster. R-ESFs provide a
convenient way of grouping similar organizations and ags/irom participating jurisdictions.”

(Source: MWCOG.org)

Regional Program Working Group (RPWG): Outcome-driven, accountable working group that
develop and oversee programs and the associated projgutstiie NCR.
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Risk: Risk is the product of threat, vulnerability, consequeand likelihood of occurrence. (Source:
Interim National Preparedness Godllarch 2005)

Senior Policy Group (SPG) “The Governors of Maryland and Virginia, the Mayidithe District of
Columbia, and the Advisor to the President for Homelaewufty established an NCR Senior Policy
Group to provide continuing policy and executive level faoudhe region’s homeland security
concerns. The SPG was also designed to ensure figtatien of NCR activities with statewide efforts
in Virginia and Maryland. Its membership was and is cosegliof senior officials of the four entities,
each with direct reporting to the principals. The SPG gieen the collective mandate to determine
priority actions for increasing regional preparedness esonse capabilities and reducing vulnerability
to terrorist attacks.” (Source: MWCOG.org)

State Administrative Agency (SAA): An office designated by the state governor to applafat
administer funds under the Homeland Security GrantrBrogHSGP). The SAA is the only agency
eligible to apply for HSGP funds and is responsibleotaigating HSGP funds to local units of
government and other designated recipients. The desighAedor the NCR UASI Grant Program is
the District of Columbia, Office of the Deputy Maylor Public Safety and Justice. (Sources: U.S.
Department of Homeland Security, MWCOG.org)

Strategic Goals The four Goals of th8trategic Plan(1) Planning and Decision-making; (2)
Community Engagement; (3) Prevention and Mitigation; dydResponse and Recovery. Please see
Chapter 1 and Appendix A for detailed information on that8gic Goals.

Target Capabilities List (TCL): TheTarget Capabilities Lisprovides guidance on specific
capabilities and levels of capability that Federal, Statal, and tribal entities will be expected to
develop and maintain. The TCL is designed to assist &e@&tate, local, and tribal entities in
understanding and defining their respective roles in a reamt, the capabilities required to perform a
specified set of tasks, and where to obtain additiosalurees if needed. Version 1.1 of the TCL
identifies 36 target capabilities. (Sourdarget Capabilities ListU.S. Department of Homeland
Security)

Urban Area Security Initiative (UASI): A Department of Homeland Security grant program that
“provides financial assistance to address the unique mutiptliisary planning, operations, equipment,
training, and exercise needs of high-threat, high-denshbatAreas, and to assist them in building and
sustaining capabilities to prevent, protect against, resporahdl recover from threats or acts of
terrorism.” (Source: U.S. Department of Homeland Seguri

Vision: The desired end state. The Vision and collectivensitment of the NCR Partners is: “Working
together towards a safe and secure National CapitabRég
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Appendix I: Source Documents

Commonwealth of VirginiaSelf-Assessment Narrative for Department of Homeland Security
Preparedness Directorate Information Bulletin #19@nuary 2006.

Department of Homeland Securityational Capital Region First Annual Report to Congress
September 2005.

Department of Homeland Securityational Incident Management System (NIM@&arch 1, 2004.
Department of Homeland Securityational Infrastructure Protection Plan (NIPPJune 2006.
Department of Homeland Securityational Response Plan (NRB)ecember 2004.

Department of Homeland Securityational Strategy for Homeland Securifuly 2002.
Department of Homeland Securityationwide Plan Review Phase 1 Rep&gbruary 10, 2006.
Department of Homeland Securityationwide Plan Review Phase 2 Repdune 16, 2006.

Department of Homeland Securifjarget Capabilities List 2.0 - A companion to the National
Preparedness GoaDecember 2005.

District of Columbia and National Capital Region Program and Capability Enhanueirian FY
2006 Homeland Security Grant Application and Initiative Rldferch 2, 2006.

District of Columbia. Self-Assessment Narrative for Department of Homeland Securpiariédness
Directorate Information Bulletin #19danuary 2006.

Eight Commitments to ActioNCR Homeland Security Summit. August 5, 2002.
Emergency Management Accreditation Program (EMA&@gional Assessment Repdypril 28, 2006.
FY 2003 NCR Urban Area Homeland Security Strategy.

Homeland Security CounciHomeland Security Presidential Directive 8: "National Preparedhess
(HSPD-8) December, 17 2003.

Homeland Security Act of 20QRublic Law 107-296).

“Operation and Control of Pentagon Reservation andridef&acilities in National Capital Region.” 10
U.S.C. Section 2674

State of Maryland.Self-Assessment Narrative for Department of Homeland Securjparfédness
Directorate Information Bulletin #19danuary 2006.

State of MarylandState of Maryland Hazard Mitigation PlanWolumes 1-3. September 2004.
State of MarylandStrategy for Homeland Securitjune 2004.
White HouseNational Strategy for Homeland Securifyly 2002.
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