In giving consideration to data security for federated GIS data, our group may want to be aware of some government regulations and guidelines:

 

NIST SP 800-63 E-authentication Guidelines 2004
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63v6_3_3.pdf
OMB A 130 Appendix III, (information assurance based on business agreements) http://clinton1.nara.gov/White_House/EOP/OMB/html/omb-a130.html 

 

FIPS-199 Standards for Security Categorization of Federal Information and Federal information systems http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
 

